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1 Introduction

The requirements described here seek to preserve and leverage the work done to implement end-user ENUM to support infrastructure ENUM (also known as “carrier ENUM”) in a way that minimizes duplication of infrastructure, and allow carriers and end users to make use of the technology without foreclosing the options of either.  It is recognized that there may be instances where end users and carriers both populate different NAPTR records for the same capabilities (e.g., SIP) in their respective Tier 2s.  In such cases, the client originating the ENUM query will be responsible for deciding which records to make use of in establishing communication.

1.1 Background Information

Many companies within the telecommunications and Internet industries have recognized the importance of ENUM as these technologies converge to form the communications capabilities of the future. These industries recognize that telephone numbers will remain important in VoIP to identify logical call destinations. As the industry migrates from a TDM, circuit-switched environment to an IP-based, packet-switched environment, service providers will have to accommodate both the embedded base of traditional telephones as well as new IP-based phones that continue to employ the traditional 12-button keypad.
More importantly, ENUM will provide a mechanism to bridge the islands of the various VoIP service providers. Without such a mechanism, service providers will be forced to use the PSTN as the common transport between two IP-based terminals on different networks. Service providers want to move toward industry-wide use of IP interconnection.

The industry is very much committed to implementing ENUM using the US government defined principles, including the assurance of competition and end-user privacy. As the industry has progressed along the ENUM implementation pathway, many have realized that end-users are unlikely to register their phone numbers in ENUM and be capable of storing application-related information on their own. Without service-driven needs being addressed in the planned US implementation, any end-user initiated applications may not be able to justify or recover the expense of building the underlying DNS infrastructure. There are two possible scenarios based on a service-driven model that would maximize the registration into and use of ENUM.

The first scenario is based on an end-user subscribing to a new IP-based service application where ENUM is an important piece in making the service useful. This subscription may be a replacement for, or in addition to, the user’s existing TDM voice-based telephony service. In this case, the service subscription provides the end-user consent for registration. The application service provider (ASP) works with the users’ chosen (or ASP’s recommended) registrar to register the number/domain name in the Tier 1B Registry and input the application specific NAPTR records into the Tier 2 name server. This scenario is consistent with the “user ENUM” concept described in many of the early ENUM-related documents.

The second scenario is based on the existing voice-based telephony service provider converting their TDM-based network to IP without changing the existing customer premise equipment or infrastructure on the customer side of the defined customer point-of-interface. This seems to be the prevalent concept in the US that describes what has been termed “infrastructure ENUM” (or “carrier ENUM”). Note that there may be instances where any given service provider will need to make use of both scenarios.

1.2 Assumptions

This document is based on the assumption that industry will reach consensus on a specific technical mechanism that allows infrastructure ENUM to be possible. At this point, it is expected that this consensus will be reflected in the appropriate RFC(s) being adopted by the Internet Engineering Task Force (IETF). This document will reflect the most current proposals described in various Internet Drafts, including draft-pfautz-lind-enum-carrier-user-00, and may be modified as the concepts progress through the standards development process.

2 Scope

This document is intended to provide the specifications necessary to implement infrastructure (or “carrier”) ENUM for geographic Numbering Plan Area (NPA) resources within the US. It will describe changes necessary from the original requirements described in the ENUM Forum Documents 6000_1_0 and 6001_1_0. Unless otherwise specified in this document, the requirements specified in those previous documents will continue to apply.

This document addresses new or changed requirements for the reference architecture for the US portion of ENUM, the operational aspects of the Tier 1B registry(ies), the provisioning process for infrastructure records, and the infrastructure registrars. It also addresses the critical security and privacy issues inherent in implementing infrastructure ENUM.

Non-geographic numbering resources (e.g., 8YY) are not considered by this document. When work is completed on ENUM Forum Document 6002_1_0, the inclusion of these additional infrastructure records can be addressed by a subsequent version of this document as necessary.

3 Reference Architecture

The principle challenge in addressing infrastructure ENUM has been to allow carriers to register telephone number-based domain names and define application-supporting NAPTR records without circumventing or interfering with the end-user’s ability to make the necessary decisions about the use of ENUM for their own applications. Several different implementation alternatives have been discussed in various standards forums and each approach has its own set of issues that are yet to be resolved. The US feels it is important to ensure that both end-user and service-provider needs can be met by the implemented infrastructure.

3.1 Separate Domains

Figure 1 shows the end user ENUM tree on the left and the carrier ENUM tree on the right. The tiered structure would likely be maintained with a Tier 1A registry established for NPAs within Country Code 1. NS records in Tier 1A would indicate the proper Tier 1B registry to query for numbers within a given NPA and the Tier 1B registry would indicate via NS records the Tier 2 name server in which a carrier has populated the NAPTR records that resolve to URIs for SIP addresses of records (AoR) and other communication capabilities.  ETSI has proposed use of such an independent domain for implementation of infrastructure ENUM.
 Whether a common global domain would be used is as yet unclear. The independent domain implementation is conceptually simpler but might require a separate effort to instantiate and would offer fewer synergies with end user ENUM. Observe that in the example a carrier ENUM query resolves to a SIP AoR at one of the carrier’s Border Function elements while a user ENUM query, resolved through the user’s selected Tier 2 provider, Joes ENUM, provides a SIP AoR at some entity’s SIP server as well as providing a URI for messaging.
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Figure 1 - Infrastructure ENUM in a Separate Domain
3.2 Split Carrier Branch

The second approach to keeping carrier ENUM in the e164.arpa namespace is shown in Figure 2. It relies on use of a different rewrite rule for deriving the fully qualified domain name to be queried in the DNS for “carrier” clients as opposed to end user clients.
 This rule inserts another element, e.g., “c” for carrier, somewhere in the FQDN. The likely placement in the NANP context would be between the E.164 country code and the national (significant) number to allow different countries control of their carrier ENUM trees. Within CC1, the existing Tier 1A would have two NS records for each NPA, one pointing to the end user Tier 1B and the other the carrier Tier 1B. (These could be, as shown in the figure, the same Tier 1B.)
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Figure 2 - Infrastructure ENUM in Split Branch
3.3 Non-terminal NAPTRs

The reference architecture described in 6000_1_0 and 6001_1_0 define a national Tier 1B Registry that delegates each telephone number-based domain name to a Tier 2 name server using a NS resource record. It is in this single set of DNS name servers at the Tier 2 that the terminal NAPTR records are housed. This method would replace the NS records in the Tier 1B registry with two non-terminal NAPTR records that point to an end-user Tier 2 name server and a carrier Tier 2 name server (see figure 1). The concept of a non-terminal NAPTR is supported in RFC 3761, section 2.4.1
. 
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Figure 3 - Infrastructure & End-user ENUM Reference Architecture
Applications and resolvers should retrieve all terminal NAPTRs that are available for the domain name and then apply whatever model is appropriate for the service provider and application being used.

4 Provisioning Process

Note that some registration validation issues concerning end user ENUM may not apply to infrastructure ENUM.  The Registrar should be able to identify the carrier serving a number (e.g., based on industry data for number block assignments and number portability) as a method of validating the registration.
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Figure 4 - Infrastructure & End-user Provisioning Flows
In the requirements described in 6000_1_0, the following events would have required that the ENUM registration be cancelled. The implementation of infrastructure ENUM results in the following provisioning changes.

· An end user canceling their own end-user ENUM registration does not, a priori, remove their domain name from Tier 1B; their end-user Tier 1B record, however, should be removed.

· The porting of a number should not (particularly when an end-user ENUM record exists in the Tier 1B), a priori, remove domain name from Tier 1B. With infrastructure ENUM, the old carrier’s Tier 1B record should be removed and the new carrier Tier 1B record may be provisioned as desired. [Which carrier should initiate this action?] There should be no impact on the End-User Registrar.

· The cancellation of the end user’s primary service should result in the removal of the domain name from the Tier 1B. With infrastructure ENUM, the carrier of record would be aware of the status of the primary service and could update the ENUM system accordingly. If an end-user record exists, the end-user’s registrar for that number needs to be notified that removal has taken place.

5 Tier 1B Registry Requirements

6 Registrar Requirements

A new logical entity is defined for infrastructure ENUM that provides registration of ENUM domain names into the ENUM Tier 1B Registry. It can also be responsible for loading the appropriate terminal NAPTRs into the various Tier 2 name servers and distributing zone files to other carriers for local caching. 

The Infrastructure Registrar is responsible for ensuring that the domain name being registered for a specific carrier is based on a telephone number actually allocated to that carrier, either within a block allocation or by a porting event.

7 Security and Privacy Considerations

Existing security and privacy considerations for ENUM detailed in RFC3761 and ENUM Forum document 6000_1_0 still apply. Some parties have expressed concern that implementation of infrastructure ENUM could compromise end user privacy by making it possible for others to identify unlisted or unpublished numbers based on their registration in ENUM.  Below are several mechanisms that might be used to address the concern. This document does not take any position on which mechanism should be used; that decision is left up to the individual carriers.

[One mechanism is for carriers to register all of the their allocated (as opposed to assigned) numbers.  Unassigned numbers could be provisioned to route to the carrier's network in the same fashion as assigned numbers and only then provide an indication that they are unassigned.  In that way, carrier registration of a number in ENUM should provide no more information about status of a number than could be obtained by dialing it.] 

[Another mechanism that has been considered is to only make the final resolution of infrastructure ENUM records, or their resulting URIs, available to peering partners and not available to the general public. This can be accomplished through the use of split DNS and is described in more detail below.]

[Editor’s note: There may be other mechanisms that could be implemented to alleviate this concern. These should be described here; contributions are needed.]
7.1 Usage of Split DNS

Carriers may or may not wish to make URIs that are associated with their points of interconnection (PoI) for other carriers generally available.  Carriers may also want to define different PoIs for different carriers or even for different geographic areas being served by the same carrier. Where carriers wish to limit or differentiate such information, they may do so through use of the "split DNS" technique.  Split DNS allows the provision of one set of records that are generally available through the resolution process as well as the provision of another set of records that can be supplied to peering partners that would “override” the public records when the peering partner performs the resolution. The split may occur at any place within the ENUM or service set-up process (e.g., in resolving the host name, i.e., getting the A records, of the final URI.

7.1.1 Public Carrier DNS records

If carriers implement infrastructure ENUM, they MUST insure that the E2U+carrier record is resolvable with some definite response since queries that merely fail, e.g., based on mechanisms that prevent all but certain parties from querying the domain specified in the E2U+carrier NAPTR record, will result in retries and wasted resources. The carrier serving the number could provision a URI to a general PoI, available to any party that resolves the E2U+carrier NAPTR record within the public DNS.  As an alternative, a carrier serving the number could arrange for resolution of the E2U+carrier record in the public DNS to result in NXDOMAIN.
7.1.2 Private Carrier DNS records

Carriers could provide their interconnection partners with records to load in their local DNS that would enable the interconnection partner to resolve the domain name returned in the E2U+carrier non-terminal NAPTR so as to point to the appropriate Tier 2 name server.  Carriers may also choose to have use split DNS to provide separate PoIs for different interconnecting carriers or to have separate PoIs for a specific carrier.

8 Glossary

8.1 Definitions

The terms and definitions of ENUM Forum documents 6000_1_0 and 6001_1_0 apply to these specifications unless they are included below.

	Carrier Tier 2 name server
	

	End-user Registrar
	

	End-user Tier 2 name server
	

	Infrastructure ENUM
	Use of the ENUM technology to identify the network gateway border element (i.e., the point of interconnection) associated with a specific telephone number

	Infrastructure Registrar
	

	
	


8.2 Acronyms

	DNS
	Domain Name System

	E2U
	E.164 to URI

	ENUM
	telephone numbering

	IP
	Internet Protocol

	NAPTR
	naming authority pointer

	PoI
	Point of Interconnection

	RFC
	Request for Comment

	URI
	Uniform Resource Identifier

	VoIP
	Voice over IP

	
	

	
	


9 Relevant Documents

RFC 3761

Draft-pfautz-lind-enum-carrier-user-00.txt

ENUM Forum 6000_1_0

ENUM Forum 6001_1_0

� ETSI TISPAN, Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); ENUM scenarios for user and infrastructure ENUM. ETSI TR 102 055 V1.1.1 (2005-05), 2005.


� Work in progress, www.ietf.org/internet-drafts/ draft-haberler-carrier-enum-00.txt 





� “If this flag is not present then this rule is non-terminal.  If a Rule is non-terminal then clients MUST use the Key produced by this Rewrite Rule as the new Key in the DDDS loop (i.e., causing the client to query for new NAPTR records at the domain-name that is the result of this Rule).”
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