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UltraDNS

The Impact of ENUM Rollout on the DNS InfrastructurE

Abstract: This white paper describes the potential impact of a global ENUM rollout on DNS infrastructures, enterprise and network wide.

Introduction

The deployment of ENUM as a directory system for the placement of telephone calls using Voice over IP (VoIP) has enormous potential for impact upon the DNS system. Clearly the rate of deployment is critical to the impact, however, here the areas possibly affected are examined.

General ENUM background

ENUM is a system for translating e.164 telephone numbers into IP addresses utilizing DNS as a directory methodology. The use of ENUM allows the use of traditional phone numbers, as used around the world today, as a method for placing telephone calls and other services over an IP infrastructure. ENUM is further defined in RFC 2916 as:

“Through transformation of E.164 numbers into DNS names and the use of existing DNS services like delegation through NS records, and use of NAPTR [1] records in DNS [2] [3], one can look up what services are available for a specific domain name in a decentralized way with distributed management of the different levels in the lookup process.”
Somewhat more simply put, people today remember phone numbers far easier than any other identifier. Through ENUM, a user with the phone number +1-234-456-7890 could use that number to deliver email, voice over IP, and any number of other services. 

Simplicity, however, is not without its own cost. Looking at voice over IP (VoIP) telephony alone, the impact on the DNS system is not insignificant. Every VoIP call placed utilizing ENUM as a lookup methodology requires at least one DNS lookup. A complex call utilizing SRV and NAPTR records can generate a much larger number of queries. In an environment such as that proposed for ENUM, in which there are many layers of delegation, the impact is magnified even further.

Enterprise Implications

The impact on the enterprise of a ubiquitous ENUM rollout is twofold. The principal facility impacted depends on the balance of incoming to outgoing calls placed by the enterprise. The call balance for most enterprises is about 50/50 of incoming to outgoing. Call centers and telemarketing organizations can be well in excess of 95% of all calls inbound or outbound. Clearly different organizations have different needs.

Within the enterprise, inbound calls place requirements on the authoritative DNS servers for the zone covering the enterprise. Each call places at least one query on the authoritative server infrastructure, translating the final resolved name to the appropriate IP address of the VoIP gateway for delivering the call internally or the soft phone associated with the terminating party. If the enterprise utilizes complex NAPTR or SRV records to redirect the call or utilizes a number of CNAME records to determine the final destination of the call, additional lookups are required.

The opposing case, outbound calls, provide a similar requirement. Each outbound call must make at least one DNS query. Worst case, the recursive server serving the enterprise will, in the case of a fully delegated e.164 number, make one query for each level of delegation plus a minimum of one final query for the IP address. Additional queries are required if the query returns a NAPTR or SRV record with another domain within it. Clearly, at somewhere between 128 and 512 bytes per query (not counting the response), twelve to fourteen queries per call (for a US telephone number) can account for a substantial amount of traffic, placing a burden not only on the recursive server, but on outbound bandwidth as well. Caching is certainly a help, but may only cut this number in half at best. 

Typically, however, many small to mid sized enterprises rely on their upstream service provider to provide recursive and authoritative services. Bringing this in house or deploying another tier of recursive servers within the enterprise would bring a performance enhancement.

While the typical small to mid sized enterprise may only place a few dozen to a few hundred calls a day, other organizations may place different requirements that can stress infrastructure not designed to cope with such a load. 

Global Infrastructure Implications

Deployments of ENUM within enterprises and a low adoption of ENUM globally has no discernable impact on the overall DNS infrastructure, which, extrapolating from numbers recently published, is approximately 37,000 queries per second over the entire network, at the root server level. Each of these queries represents thousands to tens of thousands of discrete queries. Estimates available place the total number of phone calls within the US alone at 3,000 to 10,000 per second. If every phone call resulted in a root server query, the increased load is less than 30%, well within the stated capacity of the existing root server infrastructure.

The impact of an ENUM rollout on the global DNS infrastructure is less clear, as much of the upper level infrastructure for e.164.arpa has yet to be designed. But, should the design move forward as currently outlined, the implications are straightforward. The demand on existing infrastructure will be felt most at the upper levels of the tree. Caching will help the first few layers, however, the servers providing delegation at the NPA (roughly equivalent to area code) level will see a significant query volume. Uniformity of caching will be proportional to call volume and call distribution, however, it will, in all likelihood, be non-linear. The implementation of ENUM Tier 1 and 2 providers will be critical, especially with regard to caching and Time To Live values. However, candidates for such providers can be assumed to be well conversant in the issues.

Architecturally, the load on a recursive network is somewhat clearer, but is really in the hands of the service providers. Deployment of recursive servers within a service provider’s infrastructure will be a self-defensive maneuver, providing caching near the edge to reduce upstream query traffic. However, cache hit rate will be improved by the adoption of a distributed cache methodology, in which the caches at the edge of the network share a common or replicated cache. Existing recursive server capacity would not notice an additional 100,000 queries per second (10,000 calls per second, each requiring an average of 10 lookups).

Summary

The existing global DNS infrastructure is certainly capable of handling ENUM at its predicted adoption rates. Even should some mysterious explosion in the adoption rates occur, the global DNS infrastructure is more than capable of dealing with the increased traffic load. The corresponding increase in bandwidth required to suddenly carry millions of voice over IP datastreams, is, however a different matter.

Enterprises, on the other hand, are somewhat murkier. The typical small to medium, even well balanced larger businesses are, in all likelihood, well equipped to handle an ENUM rollout with the possible exception of the deployment of (additional) recursive servers within the enterprise networks. Enterprises with call ratios that are not well balanced or which are significant, should examine carefully the impact with regard to ENUM traffic. As with the global infrastructure, the impact of voice over IP datastreams remains to be examined.
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