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1 Introduction

ENUM is a protocol developed in the IETF (RFC 2916) whereby the "Domain Name System (DNS) can be used for identifying available services connected to one E.164 number."   Specifically "through [the] transformation of E.164 numbers into DNS names and the use of existing DNS services like delegation through Name Server (NS) records, and use of Naming Authority Pointer (NAPTR) records in DNS, one can look up what services are available for a specific domain name (E.164 number) in a decentralized way with distributed management of the different levels in the lookup process."  RFC 2916 provided both that "the domain ‘e164.arpa’ is being populated in order to provide the infrastructure in DNS for storage of E.164 numbers" and that "names within this zone are to be delegated to parties according to the International Telecommunication Union - Telecommunication Standardization Sector (ITU-T) Recommendation E.164." 

In order to implement ENUM for U.S. telephone numbers, substantial DNS-based infrastructure must be put into place within the United States. A registry(ies) needs to be established to contain DNS records for the domain names based on participating telephone numbers. Other name servers also need to be established to hold the ENUM application information in NAPTR records for each participating number. A provisioning process needs to be established in order for subscribers who wish to opt-in to ENUM to populate all the necessary DNS records through the use of registrars.
2 Scope

This document is intended to provide the specifications necessary to implement the necessary components for ENUM within the United States. It should provide sufficient information to allow a contracting entity to put such an implementation out for bid to business organizations in the industry. As such, it describes, among other things, the reference architecture for the US portion of ENUM, the operational and administrative aspects of the Tier 1 registry(ies), and the provisioning process. It also addresses the necessary security and privacy issues inherent in implementing this system.

3 Background – ENUM Ad-Hoc Report

At the meeting of ITU-T Working Party 1/2 in Berlin in October 2000, RFC2916 was discussed and the participants "noted that most ENUM service and administrative decisions are national issues under the purview of ITU Member States, since most of the E.164 resources are utilized nationally." On December 18, 2000 the National Telecommunications and Information Administration (NTIA) held a public meeting on ENUM at the Department of Commerce in Washington, D.C. at which ENUM was discussed and various perspectives on how ENUM services might be instantiated in the United States were presented.  It was proposed to establish a new Ad Hoc group to advise the US Department of State on US implementation of a designated ENUM DNS domain. At the January 2001 meeting for the US Study Group A, this new Ad Hoc group was created, and the group held its first meeting February 12-13, 2001. The Ad Hoc group presented its completed report at a US Study Group A meeting on July 31, 2001. 

Interested participants of the Internet and telecommunications industries founded the ENUM Forum to further the work presented in the Ad Hoc group’s report and laid the groundwork for implementation of ENUM in the United States. This specification is a product of those efforts.
On the international front, ITU-T Study Group 2 has developed a Supplement to educate Administrations about the issues to be addressed in the national implementation of ENUM. In addition, a Recommendation on the delegation of E.164 country codes is in the process of being developed. Until that Recommendation is approved, a set of interim procedures has been approved to govern the process of such delegations into “e164.arpa” using RIPE-NCC.

4 Glossary

4.1 Acronyms


Each acronym is expanded at its initial use in the subsequent text.

	AAA
	Authorization, Authentication and Accounting

	ANI
	Automatic Number Identification

	ASCII
	American Standard Code for Information Interchange

	ASP
	Application Service Provider

	CNAME
	Canonical Name

	DNS 
	Domain Name System

	DNSEXT
	Domain Name System Extensions

	DNSOP
	Domain Name Server Operations

	ENUM
	Telephone Number Mapping

	EPP
	Extensible Provisioning Protocol

	FQDN
	Fully Qualified Domain Name

	IAB
	Internet Architecture Board

	IAM
	Initial Address Message

	IANA
	Internet Assigned Numbers Authority

	ID
	Identifier

	IETF
	Internet Engineering Task Force

	IP
	Internet Protocol

	ITU-T
	International Telecommunication Union - Telecommunication Standardization Sector

	LDAP 
	Lightweight Directory Access Protocol

	LIDB
	Line Information Data Base

	NANP
	North American Numbering Plan

	NANPA
	North American Numbering Plan Administrator

	NAPTR
	Naming Authority Pointer

	NP
	Number Portability

	NPA
	Numbering Plan Area

	NS
	Nameserver or Name Server

	NTIA
	National Telecommunications and Information Administration

	Provreg
	Provisioning Registry Protocol

	PSTN
	Public Switched Telephone Network

	PUC
	Public Utility Commission

	RFC
	Request For Comments

	RR
	Resource Record

	RTP
	Real-time Transport Protocol

	SIP
	Session Initiation Protocol

	SG2
	Study Group 2

	SGA
	Study Group A

	SOA
	Start of Authority Record

	SRS
	Shared Registration System

	SS7
	Signaling System 7

	SSP
	Service Switching Point

	TG
	Task Group

	TLD
	Top Level Domain

	TN
	Telephone Number

	TRIP
	Telephony Routing over IP

	TSIG
	Transaction Signature

	TSP
	Telephony Service Provider

	TTL
	Time to Live

	UDP
	User Datagram Protocol

	URI
	Uniform Resource Identifier

	URL
	Uniform Resource Locator

	US
	United States

	UTF-8
	Unicode Transformation Format –8

	WG
	Working Group


4.2 Definitions

	Domain Name Space
	The set of all Domain Names below the root

	Available 
	A given Service is operational as described in Section 2 below.

	CNNP Test 
	Refers to the Cross Network Name server Performance test, a series of 100 DNS Queries used to measure cross network name server performance, as described in Subsection 2.1.4 below.

	Core Internet Service Failure
	Refers to an extraordinary and identifiable event beyond the control of Tier 1 Registry affecting the Internet services to be measured pursuant to Subsection 2.1.4 below. Such events include but are not limited to congestion collapse, partitioning, power grid failures, and routing failures.

	DNS Point of Presence 
	One or more DNS name servers, all responding on one or more common IP addresses.

	DNS Queries 
	Single UDP queries of either of the following types: A (host address) or NS (an authoritative name server) with no more than one question section and must be made for domain names within the Tier 1 Registry.

	DNS Service
	The Domain Name Service complying with RFC 1034 or its successors.

	E.164 Number
	A number consistent with ITU-T Recommendation 

	E.164 Number Provider
	Entity with administrative control over assigned E.164 numbers

	E.164/I.331 (05/97)
	The international public telecommunication numbering plan

	ENUM
	A protocol developed in the IETF RFC 2916 for fetching Uniform Resource Identifiers (URIs) given an E.164 number. 

	ENUM Registrant
	The assignee of an E.164 number who has chosen to subscribe to ENUM service

	ENUM Registrant. 
	The assignee of an E.164 number who has chosen to subscribe to ENUM service. 

	ENUM Registrar
	An entity that, via contract with assignees of E.164 numbers and an ENUM Tier-1 Registry and/or an ENUM Tier-2 Provider, provides registration services to ENUM Registrants

	ENUM Registrar
	A person or entity, that via contract with assignees of E.164 number and an ENUM Tier-1 Registry and/or ENUM Tier-2 Provider, providing registration services to ENUM Registrants

	ENUM Registration Hijacking
	The provisioning of an E.164 Number into an ENUM Registry by an unauthorized entity, i.e. by someone other than the ENUM Registrant (NOTE: This is analogous to telephone number hijacking in the PSTN.)

	ENUM Tier-0 Registry
	An entity responsible for providing ENUM Tier-0 Registry services; ENUM Tier-0 Registry services include management of pointers to ENUM Tier-1 Registry name servers

	ENUM Tier-1 Registry
	An entity responsible for providing ENUM Tier-1 Registry services; ENUM Tier-1 Registry services include management of pointers to ENUM Tier-2 Provider name servers

	ENUM Tier-1 Registry   
	A person(s) or entity(s) responsible for providing ENUM Tier 1 Registry services; ENUM Tier-1 Registry services include management of pointers to ENUM Tier-2 Provider name servers.

	ENUM Tier-2 Provider
	Provides management of the ENUM name for an E.164 number and acts as the ENUM Registrant's NAPTR records hosting company

	ENUM Tier-2 Provider. 
	Provides management of the ENUM name for an E.164 number and acts as the ENUM Registrant's NAPTR records hosting company.

	EPP Commands 
	Requests to check, modify, add, or delete a domain name.

	EPP Service 
	The Shared Registry System (the SRS) as described in the ENUM Forum Definitions and Acronyms document.

	Measured Transaction
	Queries or other transactions performed and monitored by Tier 1 Registry explicitly for the purpose of determining whether or not a Service is Available.

	NAPTR Record
	A DNS Resource Record that specifies a regular expression based rewrite rule that, when applied to an existing string, will produce a new domain label or Uniform Resource Identifier (URI)

	Performance Measurement Period 
	Each single calendar month beginning and ending at 0000 Greenwich Mean Time (GMT). 

	Planned Outage
	The periodic pre-announced occurrences when the Services will be taken out of service for maintenance or care. Planned Outages will not exceed four (4) hours per calendar week beginning at 0000 GMT Monday, nor total more than eight (8) hours per month. Notwithstanding the foregoing, Tier 1 Registry may incur one (1) additional Planned Outage of up to eight (8) hrs per month in duration for major systems or software upgrades (Extended Planned Outages). In months in which Extended Planned Outages occur, no other Planned Outages may occur. WE SHOULD MOVE THIS TO A SPECIFICATIONS SECTION

	Resolution
	The process of retrieving and handling data from the Domain Name System on behalf of a client application

	Resource Record
	A record that contains data associated with a Domain Name

	Round-trip 
	The amount of measured time that it takes for a measured query to make a complete trip from the sampling agent, to the system or process being tested and back again. Round-trip is usually measured in seconds or fractions of seconds.

	Sampling Period 
	 Any one-minute period in which measurements are taken to determine whether or not a Service is Available.

	Service Level Exception 
	 The number of minutes of Unplanned Outage Time for a given Service in excess of the limits defined in Section 3 below.

	Service Unavailability 
	 When, as a result of a failure of systems within Tier 1 Registry's control, one or more of the Services is not operating as described in Section 2 below. Service Unavailability includes both Planned Outage and Unplanned Outage Time.

	Services 
	The list of components listed in Section 2 of this document.

	Unplanned Outage Time 
	The amount of time, other than during a Planned Outage, recorded between a trouble first being reported to the Tier 1 Registry in response to a Registrar's claim of Service Unavailability for that Registrar through the time when the trouble has been resolved. If Tier 1 Registry determines that the incident described was not the result of Service Unavailability, the time recorded will not count towards Unplanned Outage Time. This time should be tracked using a process or system that follows best current industry practices.

	Update Time
	The time elapsed between a change being confirmed by the SRS and the change being made at a DNS Point of Presence.

	Zone 
	A discreetly managed portion of the total Domain Name Space within a single domain


5 Reference Documents 

References:

E.164
ITU-T Recommendation E.164/I.331 (05/97) - "The international public telecommunication numbering plan".

RFC 2916. 
P. Falstrom, " E.164 number and DNS", IETF Request For Comments 2916, September 2000.

RFC 3026. 
R. Blane, " Liaison to IETF/ISOC on ENUM", IETF Request For Comments 3026, January 2001.
ICANN’s Unified Dispute Resolution Policy (UDRP) for Second-Level Domain names
6 Privacy Considerations and Practices

6.1 Privacy and Data Use Principles in the ENUM Context

From its inception, the ENUM Forum has addressed privacy issues in the context of ENUM and has given the matter of protecting consumer privacy serious attention.  Of the five working groups that comprise the Forum's major activity, one is devoted solely to Privacy and Security. Overall, the Forum subscribes to four well-vetted practices intended to protect consumer privacy: notice, choice, access and security (for a full discussion of the Forum's security recommendations, see ENUM Forum document (5xxx).    The following are findings and recommendations that the Forum believes address privacy issues as they might relate to ENUM.

7 Reference Architecture 

7.1 Introduction and background

This section specifies the reference architecture of a single common ENUM DNS domain, e164.arpa, within the United States. This Section acknowledges the role of parties outside the US.

7.1.1 Scope

This section specifies the reference architecture of a single common ENUM DNS domain, e164.arpa, within the United States. (Reference Internet Engineering Task Force (IETF) Request For Comments  (RFC) 2916.) This specification is at a high level of abstraction; details for specific functions are deferred to other documents. 

7.1.2 Background

ENUM is a protocol developed in the IETF RFC 2916 whereby "Domain Name System (DNS) can be used for identifying available services connected to one E.164 number."   Specifically "through transformation of E.164 numbers into DNS names and the use of existing DNS services like delegation through Name Server (NS) records, and use of Naming Authority Pointer (NAPTR) records in DNS, one can look up what services are available for a specific domain name (E.164 number) in a decentralized way with distributed management of the different levels in the lookup process."  RFC 2916 provided both that "the domain "e164.arpa" is being populated in order to provide the infrastructure in DNS for storage of E.164 numbers" and that "names within this zone are to be delegated to parties according to the International Telecommunication Union - Telecommunication Standardization Sector (ITU-T) Recommendation E.164." 

7.1.3 Envisioned use of this section

The purpose of this section is to provide a reference architecture that is used throughout this document to promote consistency. It is envisioned this section would be so referenced for the following purposes:

· To develop detailed ENUM architecture requirements

· To develop ENUM provisioning flows

· To develop ENUM security and privacy requirements

· To develop requirements for interworking with other, non e164.arpa, trees


7.2 Domain name space

The DNS is a distributed database indexed by domain names. Each domain name is a path in an inverted tree called the domain name space. For example, 1.2.3.4.5.5.5.2.3.7.1.e164.arpa1 is a domain name for which the path extends from the single root at the top, called "the root" and labeled by a single dot "." down to arpa, then down to e164, then down to 1, then down to 7, and so forth down to the last digit, as shown in Figure 3 below:
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For ENUM lookups, 1.2.3.4.5.5.5.2.3.7.1.e164.arpa corresponds to the E.164 number +1 732 555 4321. Because of the structure of the name space, there can be at most one DNS entry 1.2.3.4.5.5.5.2.3.7.1.e164.arpa. Thus either there is exactly one entry corresponding to a given E.164 number such as +1 732 555 4321, or there is no entry; there cannot be two or more entries for a given E.164 number. Any domain name written relative to the root such as the preceding example is unique and is called a Fully Qualified Domain Name (FQDN). 

A domain is a subtree of the domain name space. For example, the e164.arpa domain shaded in the Figure above contains the domain name 1.e164.arpa and all the domain names under it down to domain names at the level of 1.2.3.4.5.5.5.2.3.7.1.e164.arpa. A domain that is part of another domain, such as e164.arpa domain is part of the arpa domain, is a subdomain of the domain of which it is part, i.e., e164.arpa is a subdomain of the arpa domain. 

One consideration for the implementation of ENUM in the US is that only a portion of Country Code 1, i.e., certain Numbering Plan Area (NPA) codes, maps to the US. The other portion, corresponding to other NPA codes, maps to other ITU-T Member States. As shown by Figure 2, this leads to a distinct subdomain of 1.e164.arpa for the US:
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7.3 Functional architecture

7.3.1 Contents

This section identifies functional groupings, independent of the business entity that can affect a functional grouping. Then this section identifies possible static and dynamic relationships between the functional groupings. Static relationships concern whether there can be one or multiple of the functional groupings and the basis of distinguishing among multiple. Dynamic relationships concern the flows of information among the functional groupings in order to affect a business process such as provisioning or E.164 number resolution. These static and dynamic relationships are elaborated in the references cited.

7.3.2 Need for a cooperative enterprise.

The e164.arpa implementation supports population of (and thus access to) all E.164 numbers for which assignees opt-in to establish ENUM records in a single global hierarchy under procedures established by the individual ITU-T Member States to which the corresponding E.164 numbering resources are assigned. In a single global hierarchy, there is no uncertainty about the path to follow to find the ENUM records corresponding to any given E.164 number. RFC 2916 contemplated a tiered architecture in which the upper tier of name servers point to the correct name server that contains the actual service-specific ENUM records for a given E.164 number. Additionally, this architecture provides, for ITU-T Member States that opt-in to it, the opportunity for ENUM registrants to choose the provider who will host the records for their E.164 number while ensuring that parties who wish to communicate with the assignee of the number will always know where to find those records. To obtain these benefits requires that the upper tier of name servers must constitute some sort of cooperative enterprise to assure access to the desired record without searching multiple domain name spaces.

7.3.3 Global Set of ENUM Zones

7.3.3.1 Delegation from Tier 0 to US Tier 1(s) for geographic NPAs

Delegations with US ENUM Tier 1 entity(ies) will be on “1+NPA zones”, i.e., delegations for “1+NPA” zones:
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Numbering Plan Area (NPA) codes are selected to be the way to structure and assign the scope of such zones for the following reasons:
This is a well-defined structure, which is the main technical requirement. 

People are familiar with this structure, which is a helpful additional property for administration. 

Concerning geographic significance of NPA codes:

National sovereignty of each NANP country to make their own decisions concerning ENUM Tier-1 is to be respected.

Within the US, geographic significance of the NPA code is not a property that need be used for structuring and assigning the scope of zones. For example, 2.0.2.1.e164.arpa would be the NPA zone corresponding to “+1 202” and that is well defined. The relationship between "+1 202" and the association with Washington, D.C. geography, however, is a not a DNS-relevant property. 

Because each of multiple US ENUM Tier-1 Registries concern selected portions of Country Code 1, this approach does not assume that all NANP countries outside the US have agreed to share a single ENUM Tier-1 entity. It is an approach that can be deployed by the US in a manner that allows other NANP countries to share the US ENUM Tier-1 entities (by adding the appropriate area codes) or to set up their own, as they are ready. 

To understand how the zones are organized, consider a user named Jane Smith who has been assigned the E.164 number +1 732 555 4042. Jane has the service of hosting her NAPTR record from the ENUM Tier-2 entity Supremo Inc. 

In the ENUM Tier-0 “parent” zone e164.arpa, there would be Name Server (NS) resource records that delegate authority for 2.3.7.1.e164.arpa to an ENUM Tier-1 entity, called Acmeone Inc. say, by identifying appropriate primary and secondary name servers.
 Because of this the ENUM Tier-0 entity includes in their DNS file the following
:

$ORIGIN e164.arpa.

2.3.7.1 IN NS ns.acmeoneprimary.com.

2.3.7.1 IN NS ns.acmeonesecondary1.com.

2.3.7.1 IN NS ns.acmeonesecondary2.com.
In turn, in the Acmeone Inc. zone 2.3.7.1.e164.arpa there would be a record defining the start of authority, the so-called Start of Authority (SOA) record, for DNS domain names in 1.e164.arpa. The zone for each E.164 number within Country Code 1 and area code 732 that is registered for ENUM would be a “child” zone of 2.3.7.1.e164.arpa, and would be indicated by NS records delegating authority to ENUM Tier-2 entities. Because of this Acmeone Inc. puts in their DNS file the following:

$ORIGIN 2.3.7.1.e164.arpa.

@ IN SOA ns.acmeprimary.com. <subsequent fields omitted for simplicity>

2.4.0.4.5.5.5 IN NS ns.supremoprimary.com.

2.4.0.4.5.5.5 IN NS ns.supremosecondary1.com.

2.4.0.4.5.5.5.IN NS ns.supremosecondary2.com.
Jane has three services: (1) telephony from a telephone company, (2) SIP service from Sippo.net, and (3) email service from an ISP called ispo.com. Because of this Supremo Inc. puts in their DNS file the following:

2.4.0.4.5.5.5.2.3.7.1.e164.arpa. IN SOA ns.supremoprimary.com

$ORIGIN 2.4.0.4.5.5.5.2.3.7.1.e164.arpa.

IN NAPTR 10 10 "u" "E2U+sip"
"!^.*$!sip:jsmith@sippo.net!"

.

IN NAPTR 10 10 "u" "E2U+mailto"
"!^.*$!mailto:jsmith@ispo.com!"
.

IN NAPTR 10 10 "u" "E2U+tel"
"!^.*$!tel:+1-732-555-4042!"

.

This describes that the domain 2.4.0.4.5.5.5.2.3.7.1.e164.arpa can be contacted by SIP or SMTP or telephone, all with the same levels of order (the first number 10) and preference (the second number 10).

7.3.3.2 Delegation from Tier-0 to US Tier-1(s) for non-geographic NPAs
7.3.4 Set of ENUM zones in the US 

MOVE UP 

The concept of "zone" is distinct from that of  "domain" which is described above in Section 5. A domain is a subtree of the domain name space. For example, 1.e164.arpa and all the domain names under it down to entries like 1.2.3.4.5.5.5.2.3.7.1.e164.arpa are domain names that are part of the e164.arpa domain. Conceptually, the domain e164.arpa contains all the data for its subtree. However, DNS was designed to distribute administration. This is achieved through delegation. An organization administering a domain, such as the e164.arpa domain, cannot only divide it into subdomains; it can delegate each of these subdomains to another organization such that the delegated-to organization becomes responsible for maintaining all the data in that subdomain. Such a delegated subdomain is called a zone. The computer systems that store information about the domain name space are called name servers. Name servers have information about a zone (or multiple zones), which they load from a file or from another name server. The name server is then said to have authority for that zone(s). For example, the name server for the e164.arpa zone contains only pointers to the name servers with the data for the zones with information on subdomains of e164.arpa. For robustness, zone data is promulgated both onto a primary name server and secondary name servers. 

Figure 3 depicts the set of ENUM zones in the US:
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Figure 4: ENUM zone tiers in the US

 


The top-level zone for the e164.arpa
 domain is called ENUM Tier-0. The IAB chose the RIPE-NCC organization to operate the ENUM Tier-0 servers. The IAB proposes that RIPE-NCC perform delegation from ENUM Tier-0 under the guidance of the ITU-T. The ITU-T will develop a Recommendation that will provide the procedures to determine to which administrative entity the pointers in ENUM Tier-0 actually point based on ITU-T Member State decisions.

There are multiple options for organizing a set of zones for the NPA codes that lie within the US. An industry structure for the ENUM Tiers below Tier-0 is described below.

7.3.5 Functions

7.3.5.1 Registrant

7.3.5.2 Registrar

7.3.5.3 Tier 1 Registry

7.3.5.4 Tier-2 provider

The Tier 2 Provider’s DNS responds to ENUM queries for served numbers by providing the set of NAPTR records associated with the queried number.

The Tier 2 Provider is responsible for provisioning the NATPR records requested by the ENUM Registrant or parties they may authorize (ASP, Registrar) pursuant to the terms of the business arrangement with the Registrant and/or such parties. Where multiple ASPs are involved, the Tier 2 must ensure that the order and preference fields of the NAPTR records provisioned reflect the Registrant’s choices.

The Tier 2 Provider is responsible for providing the Tier 2 name server and contact information required by the Tier 1 Registry to the Registrar for conveyance to the Tier 1 Registry.  The Tier 2 Provider is responsible for notifying the Registrar of any changes to this information.
7.3.5.5 Interfaces

Figure 10 shows the basic domestic ENUM architecture with each actor shown as a separate entity. There are four potential interfaces involving the Tier 2 provider:

1. ENUM Registrar – Tier 2. 

2. ENUM Registrant – Tier 2

3. ASP – Tier 2

4. Tier 1 – Tier 2
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Figure 5: Functions to provision ENUM for an ENUM Registrant
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Figure 10: ENUM Architecture
7.3.5.6 Interaction of: ENUM Registrar – Tier 2

This interface has several functions that can, depending on the business arrangement chosen by the registrant, include:

· Provision by Tier 2 of name server information for the Registrar to communicate to Tier 1

· Provision by the Registrar of NAPTR record information to be provisioned by Tier 2

· Communication by the Registrar of information from Tier 1 such as numbering plan changes, contact, or other information.

7.3.5.7 Interaction of: ENUM Registrant – Tier 2

The function of this interface may include:

· Account management (creation, closure, modification, billing)

· Provision of NAPTR record information from Registrant to Tier 2

· Authorization by the Registrant for ASPs to interact directly with Tier 2

7.3.5.8 Interaction of: ASP – Tier 2

The primary purpose of this interface is for the ASP (with authorization) to manage NAPTR record information to Tier 2.

7.3.5.9 Interaction of: Tier 1 – Tier 2

Uses of this interface could include:

Update of name server information from Tier 2 directly to Tier 1 

Provision by Tier 1 of information such numbering plan changes, contact, or other information to Tier 2.

The interfaces that the Tier 2 must maintain with other ENUM entities will depend on the relationship between the Tier 2 and these other entities as determined by the choice made by the ENUM Registrant in selecting a Tier 2 provider.
The Registrant may:

· Choose to perform the Tier 2 function him/her/itself. In this case the Tier 2-Registrar interface may be the only one subject to formal definition since the Tier 2 can communicate any needed information to the Tier 1 via the Registrar and the interface between the Registrant and any ASPs is a matter of the business arrangement between those parties.

· Designate another party to be Tier 2 Provider. In this case the Registrant may 

· act as intermediary between Tier 2 and Registrar. Here the Tier 2 interfaces primarily with the Registrant subject to the terms of their business arrangement, which may also govern the Tier 2 interface with ASPs if the Registrant elects to authorize them to interface directly with the Tier 2 on his behalf.

· Request the designated Tier 2 and Registrar to interact directly. Here the Tier 2 interfaces with the Registrant for account management and the Registrar subject to the terms of their applicable business arrangements and may also interface with ASPs if authorized by the Registrant.

· Contract with the Registrar to provide the Tier 2 NAPTR hosting function. Here, there is no direct interface between Tier 2 and Registrant and the Registrar – Tier 2 interface may be internal, unless the Registrar outsources the Tier 2 function in which case the interface could depend on the applicable business arrangement.

The type of business entity providing the Tier 2 function may also determine whether there is a Tier 1 – Tier 2 interface. A large Tier 2 provider that serves many Registrants with multiple Registrars may find it useful to directly interact with Tier 1 for updating thing like name server information.
7.3.6 Service level

7.3.6.1 Performance

The IETF ENUM working group requirements suggested that an ENUM query should return the service specific [NATPR] records within 1 second 95% of the time and within 2 second 99% of the time. 

7.3.6.2 Reliability

7.3.6.3 Security

The Tier 2 is responsible for ensuring the integrity and availability of the NAPTR records the Registrant chooses to have provisioned. Appropriate measures are required to prevent unauthorized changes to the set of NAPTR records for a number and to fend off threats that would interfere with providing a timely and accurate response to a query for a served number.

The Tier 2 is responsible for the identification and authentication of parties seeking to make changes to these records.  

While information in NAPTR records is, by definition, publicly available by means of DNS query, the Tier 2 is responsible for the confidentiality of any personal information maintained about the Registrant (e.g., for contact or billing),
7.3.7 ENUM zone tiers in the US Belongs in 8.3.4
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Figure 4 depicts that the organization of the set of ENUM zones in the US could have one or multiple ENUM Tier-1 Registries and one or multiple ENUM Tier-2 providers:


Technology model considerations of scalability and performance imply more than one US ENUM Tier but not so many as to cause unacceptable complexity and performance. 

The ENUM Tier-1 functional grouping provides the following functions:

· Data management of the list of name servers for served E.164 numbers

· Ensures uniqueness per E.164 number

· Authenticates transactions on the data

· Provisions a pointer to the ENUM Tier-1 name server into ENUM Tier-0

· Sustains a high availability. 

Options regarding the number of US ENUM Tier-1 Registries are elaborated in "The Architectural Structure of the US Tier 1(s)".

The ENUM Tier-2 functional grouping provides the following functions for those served E.164 numbers that have NAPTR records in that ENUM Tier-2 entity:

NAPTR record data management, including authenticating transactions on the data

Sustains a high availability. 

Concerning whether there should be one or multiple US ENUM Tier-2s, business model considerations imply multiple because competition can drive down prices, and drive up both features and responsiveness. At the same time, some form of industry qualification and/or performance criteria are implied by user requirements such as similar results should return from similar lookups to disparate data sources.

The application service function can be provided by multiple application service providers to manage service-specific information depending on the specific application service. The application service function is the next step after the ENUM lookup. Client software logic can select one service-specific Universal Resource Identifier (URI) from one of the NAPTR records returned by the ENUM lookup. The client software for that service, such as an LDAP directory lookup, can determine further address translations. 

7.3.8 Functions to provision ENUM for an ENUM Registrant.

Figure 5 shows an ENUM Registrant interacting with an ENUM Registrar, who validates number assignment with E.164 Number Providers before provisioning ENUM resource records into ENUM Tier-1 and ENUM Tier-2 name servers:

[image: image19.wmf] 

“.”

 

arpa

 

com

 

org

 

net

 

us

 

 e164.arpa

 

in

-

addr.arpa

 

Other

 

subdomains

 

for country 

 

code 1

 

...

 

Subdomain for 

 

country code 1 + NPA codes 

 

within the US

 

Other 

 

subdomains,

 

e.g., 44 for UK

 

Figure 2: 

US maps to only a portion of Country Code 1

 


The flows are elaborated in Section Error! Reference source not found.. 




Figure 6 ENUM Provisioning Architecture
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Figure 7

Figure 7 provides a high level overview of the processes required to enable ENUM to be used to retrieve many different media addresses such as SIP addresses, other E.164 telephone numbers, Email addresses, Web page URLs and other identifiers. 
ENUM is a telephone number database that maps from a single, specified telephone number to a variety of numbers and addresses that correspond to a variety of terminals - telephone, pager, fax, PC, wireless phone, PDA, etc.  ENUM is an enabling technology that facilitates the convergence of those multiple devices in a unified infrastructure. By formatting a telephone number properly, an application, represented on the right side of the figure, can query the Internet DNS (Domain Name System) technology database to discover the address of the user. In addition, a registration/provisioning process, represented on the left side of the Figure, is required to enable subscribers to apply for and be authenticated for ENUM capabilities.  The extensible provisioning protocol (EPP) supports the open standard interface between the registry and accredited registrars, as defined by the IETF.  This standard protocol supports secure transactions between the entities responsible for providing ENUM capabilities to the subscriber.

FIGURE 8 ENUM Security Architecture
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Figure 9

8 Tier 1 Registry Operations

8.1 Registry Operations

This section specifies the technical requirements for the operations of a US ENUM Tier 1 Registry.

8.2 Shared Registration System (SRS)

A Tier 1 Registry is envisioned as a shared registration system (SRS) whereby accredited competing registrars may register ENUM domain names for their customers in the US ENUM name space.

A Tier 1 SRS is required to:

· Allow an unlimited number of accredited registrars to register ENUM domain names in the US ENUM name space.

· Provide equal access to the system for all accredited registrars to perform registration related operations such as:

· Register new ENUM domain names

· Check status of registered ENUM domain names

· Delete registered ENUM domain names

· Renew registered ENUM domain names

· Update information about registered ENUM domain names

· Transfer ENUM domain name registration among competing accredited registrars

· Support the open standard interface between the registry and accredited registrars, as defined in the IETF extensible provisioning protocol (EPP) standard suite. A Tier 1 provider will work with the US ENUM industry to develop extensions to EPP for the purposes of supporting US ENUM.

· Support the “thick” registry model whereby contact information about ENUM domain name registrations (registrant, administrative, technical, etc.) is stored in the SRS.

8.3 Registry Database

The registry database is the central repository for all objects concerning ENUM domain name registrations in an ENUM Tier 1 Registry.  The three primary objects associated with a Tier 1 registration are: domain, host and contact. It is critical that a registry database operate in a responsive, scalable and robust manner.

A Tier 1 provider should describe how it would meet the following requirements for an ENUM Registry Database, and it should provide estimates of demand if necessary.

A registry database:

· Shall be sized to accommodate the expected demand both at initial launch of the service as well as to support growth without interruption as the service matures.

· Shall able to perform transactions at a rate that meets the needs of the registrars.

· Shall maintain its performance; based on agreed to service level measurements; as the number of users, workload volume, or database size increases.

· Shall allow concurrent operations from multiple registrars. 

· Shall support registrar operations on registry objects such as create, query, update, delete and transfer, as specified by the EPP standards suite.

· May support various grace periods for registry objects pursuant to the Tier 1 policy. A Tier 1 candidate should define the circumstances by which a grace period would be applicable and what the policy would be.  These grace periods may include:

· Add grace period

· Renew grace period

· Auto-renew grace period

· Transfer grace period

· Shall maintain a high level of availability.  A Tier 1 candidate should describe what level of availability it believes is necessary, what amount of schedules maintenance is necessary, and how it would expect to meet the appropriate availability level.

· Shall be replicated and hosted in geographically dispersed data centers to achieve high availability and facilitate data backup and recovery.  

8.4 Zone File(s)

A zone file is a flat database file (or a collection of database files) consisting of the technical information that the DNS requires to function correctly: the domain name, nameserver host name, and IP address. Zone file generation is the term traditionally used to describe the process of generating a zone file from the registry database, deploying it to the primary root server, and then propagating it out to the secondary servers. The latter two steps are also called zone file propagation. 

A Tier 1 candidate should describe how it would meet the following requirements for zone file operations:

· The SRS shall provide means to periodically generate the zone file from the registry database to timely reflect the changes made through the registry-registrar interface.

· The zone file, once generated by SRS, shall be reliably and securely propagated to all ENUM Tier 1 nameservers with minimum delay.

· The frequency of zone file generation and the delay of zone file propagation shall meet the needs of the ENUM users.

· Zone file generation and propagation procedures shall be carefully engineered so that they will not adversely affect the normal registry and nameservers operations.

· Zone file distribution procedure should conform to appropriate IETF standards.

· The registry-registrar interface shall be the only automatic means by which a registrar can make changes to the ENUM domain names it sponsors without the need for registry personnel intervention.

· There shall be at least two and no more than thirteen nameservers for an ENUM Tier 1 Registry.

· The nameservers for an ENUM Tier 1 Registry shall be placed in geographically dispersed data centers to allow for maximum redundancy against disaster and failures.

· The SRS shall support logging and backup capabilities for all zone file update. 
8.5 
Whois

The ENUM Whois is a database of information about ENUM domain names in an ENUM Tier 1 Registry, generated from the registry database. The Whois service is intended as a directory service for registrants, as well as for any other individuals and businesses that want to query details of ENUM domain names or related data stored in an ENUM Tier 1 Registry.  

The primary purpose of any Whois is to provide contact information regarding domain names. This is for the purposes of maintenance of the DNS and dispute resolution.  Disputes arise when two registrants (or potential registrants) claim authority over the same domain name.  

A Tier 1 candidate is required to describe how they would provide a Whois service that meets the needs of the communications industry and the public while safeguarding personal information of the registrants.   (NOTE: Reference other document.)

8.6 Reports and Files

An ENUM Tier 1 Registry shall provide reporting service to allow ENUM registrars to retrieve reports on their customer base. In addition, it may also make available complete zone file and Whois data to ENUM registrars and other contracting entities.

A registry shall generate the following reports for each ENUM registrar:

Daily Reconciliation Reports created from account transaction logs

Daily and Monthly Registrar Cumulative Report for domain-names registrations

Transaction logs

Complete database export file of all data entities they own

A Registrar Cumulative Report should include the following:

· Total ENUM domain-names strings processed

· Total ENUM domain-names "registered"

· Total ENUM domain-name strings "unavailable"

· Total ENUM domain-name strings "invalid"

A registry may provide custom reporting service that would allow registrars to specify report criteria and have the report available for download upon completion. Example reports are:

· Numbers and names of domain-names registered within any period

· Domain-names transferred to/away from registrar within a specified period 

· Change of ownership activity, time/date request were processed

· Re-delegation activity

These reports should be posted to a secure site (i.e. FTP) that can be accessed by the individual registrar by entering username and pass code. Only the sponsoring registrar is authorized to access the reports on its customer records.

The format for reports should be easily machine-readable by registrars (i.e. XML, CSV). Naming convention of reports should identify the registrar, the date the report was created and indicate subject of the report. 

A registry should archive copies of all reports created.

A registry may make the zone file available for bulk download for ENUM registrars and other contracting entities. The zone file should be accessed through a secured site via FTP by entering username and pass code. The copy of the zone file shall be the latest version generated from the registry database.

· A registry may make Whois data available for bulk download for ENUM registrars and other entities. The Whois data should be accessed through a secured site via FTP by entering username and pass code. The copy of the Whois data shall be the latest version generated from the registry database. The format of the Whois data may be made easily machine-readable (i.e. XML, CSV).

A registry should exercise access control to bulk Whois data retrieval, pursuant to policies concerning privacy. Example policies are:

Only the contracting entity is authorized for bulk Whois data access

A registrar may get full Whois information about the ENUM domains names it sponsors, but shall only get public Whois information of other ENUM domain names

8.7 Database Escrow and Backup

The goal of any data backup/recovery procedure is full recovery from failures without any loss of data. Data backup strategies handle system hardware failures (e.g., loss of a processor or one or more disk drives) by reinstalling the data from daily backups, supplemented by the information on the “before” and “after” backup files that the database creates. In order to guard against loss of the entire facility because of fire, flood, or other natural or man-made disaster, off-site escrow of the registry data should be provided in a secured storage facility.

A Tier 1 candidate shall specify:

· The frequency and procedures for data backup.

· The frequency and procedures for data escrow.

· The hardware and software systems used for data backup.

· The procedures for retrieval of data and rebuild of the database.

· Who should have access to the escrowed data and in what circumstances it would be accessed by an entity other than itself.  

In addition, the following safeguards are required of Tier 1 candidates:

· The data backup and escrow procedures shall not impede the overall performance of normal registry operations.

· The data backup and recovery procedures shall minimize the data loss and service interruption of the registry.

8.8 Network Operations and Maintenance

ENUM is envisioned as a highly robust and high availability service to the registrars and Internet users.  A Tier 1 candidate should describe how it would operate and maintain the various aspects of the registry to a high service level.  It should include descriptions of; how it intends to ensure system outage prevention, system recovery procedures, and technical support.  

8.9 System Outage Prevention

A Tier 1 Registry requires outage prevention measures specifically designed to minimize system downtime. Downtime can be either unplanned, which is caused by failures in external telecommunications, power, or internal network or computer equipment; or planned, which occurs when the system is unavailable due to scheduled maintenance (e.g., during software or hardware upgrades and system backups). 

A Tier 1 should describe how it intends on meeting the following operations and maintenance requirements.

A registry shall:

· Use redundancy and high-availability system architectures to eliminate planned downtime of the whole system. That is, registry service shall remain operational when part of the system is undergoing software or hardware upgrades and system backups.

· Use redundancy and high-availability system architectures to minimize unplanned downtime. 

· Employ a comprehensive set of system monitoring procedures for problem detection and resolution at multiple levels of the architecture, including processor, memory, operating system, database, application process, and network connectivity.

· Enforce rigorous physical security measures that control access to all data center facilities to prevent tempering of the registry system via unauthorized physical access to these facilities.   

· Enforce strict multi-level technical security measures to all registry subsystems to prevent unauthorized electronic access to the registry system. These measures shall cover access control to various databases and subsystems, network and transport layer security and intrusion detection.

· Make available backup software, operating systems and hardware in all data centers.

· Employ a streamlined technical support process to ensure that the appropriate staffs resolve all problems in a timely manner.
8.10 System Recovery Procedures

System recovery refers to the process to bring the system back to normal operations after the system is down due to failures. The goal is to minimize downtime, data loss and adverse impacts on other systems.

A Tier 1 candidate should describe how it intends on meeting the following operations and maintenance requirements.

A registry shall:

· Employ recovery procedures for failures occur at different part of the registry system, such as:

· Data center failures

· Database failures

· Server failures

· Network failures

· Specify how redundancy and highly available registry architecture help expedite recovery from these failures. 

· Specify how backup and escrow data are being used for recovery from these failures.

· In addition, a registry should:

· Provide a time estimate for recovering from each type of failures.

· Log each system outage and document system problems that could result in outages
8.10.1 Technical and Other Support

A Tier 1 candidate should describe how it would provide technical and other support to the registrars and any other entities it believes requires its support.  It should cover the following possibilities:

A registry may provide multi-tiered telephone support to registrars from the customer help desk with a well-defined escalation policy.

A registry may provide web-based support to registrars, registrants and Internet users at large. The web contents include knowledge bases, FAQ’s, registrar toolkits, white papers, and email messaging.

8.11 Service Level Requirements

A Tier 1 candidate should propose service level requirements it would expect to be able to meet with regard to operations of the registry.  This can include the following items:

· Registry database throughput – number of transactions per second

· Registry database availability

· Number of registrar accounts

· Number of concurrent registrar-registry connections

· Frequency of zone file generation: how many times a day, hours, minutes

· Zone file propagation delay: minutes, seconds

· Number of nameservers required

· Frequency of Whois database generation: how many times a day, hours, minutes

· Whois query response time

· Whois query throughput – number of queries per second

· Whois database availability
· Name servers shall exceed 99.99% availability.
8.12 System Security

A Tier 1 Registry, SRS and nameserver data centers are subject to a wide range of security threats, including hacking, break-ins, data tampering, denial of service, and physical attacks against the facility. Further, because A Tier 1 Registry will contain proprietary data from competing registrars, security procedures must incorporate user authentication procedures that ensure that each registrar’s files are available only to its own personnel.  Failure to address these security threats creates the risks of unplanned downtime and the disruption or denial of services.

A Tier 1 should describe how it intends on securing the registry operations and the registry data.  The description should include at least the following:

A registry shall conduct comprehensive threat analyses on all parts of the registry system to identify the vulnerable points and the types of security attacks.

Based on the analyses, the registry shall enforce multi-tiered procedures that provide security protections to all parts of the registry system, including:
· Perimeter protection for Whois and DNS applications

· Controlled access at the server operating systems

· Applications-level security features for EPP, Whois, and customer service applications

· Network connection security

· Database security

· Intrusion detection

· User identification and authentication

· Continuity of operations

· Physical security

For each of the above categories, the registry shall specify the security mechanisms employed and the types of attacks that can be protected against.

The security measures in place should be based on industry standards and on existing IETF standards (i.e., IPSEC, PKI and SSL) and evolving new IEFT standards for EPP and DNSSEC.

9 System Security

9.1 Purpose 

The purpose of this section is to serve as a reference section to identify a range of possible threats to an ENUM System and define a set of requirements that must be addressed by different providers of ENUM Services.  ENUM, being a convergence technology has many trust boundaries and modes of operation covering both PSTN and IP worlds.  This details the basic concepts, identifies a number of threats, which ENUM is subject to, and a set of requirements, which any ENUM Services Provider must satisfy.

9.2 Introduction


Security in ENUM has gained in status and is continually increasing in importance owing to its dependence of PSTN and IP worlds. These security requirements are intended as a guide so as to achieve the security objectives.  It does not prescribe any specific structural, organizational or security-related measures or particular solutions.  These depend on technical developments and the ENUM Service Provider's own scope.

9.3 Basic Security Definitions

TBD

9.4 Security Objectives

9.5 Security Assumptions

This Security section makes the following assumptions for ENUM Service Providers:

Service Provider designates individuals (e.g., System administrators, security administrators, security officer et.) to be responsible for controlling access to information assets

The requirements will pertain to all ENUM Information assets, regardless of the type

9.6 ENUM System Components (text to be added after final security reference architecture is approved)

9.7 Tier-1 Security Requirements

9.7.1 DNS Security

RQ-1:

Any data retrieved from any of ENUM Registrars servers must be accurate, and if this is not the case then that Tier-1 Registry server should be removed from service until such time as the problem can be resolved.

RQ-2:

Transaction Signatures ("TSIG"), as described in RFC2845, will be used for any/all data transmission between Tier-1Name Servers.

RQ-3:

DNSSEC, the DNS Security Extensions [RFC 2065], augments the current DNS standard to add data origin authentication and data integrity checking.  It is important to note that DNSSEC will not address attacks against the server itself.  

RQ-4:

DNS servers will run a minimal set of services, as listed in Appendix A, in addition to the DNS server software. Checks will take place on all DNS servers to ensure that data integrity is maintained.  

9.7.2 Protocol security

RQ-5:
Security of the SRS Protocol service will be provided in part via the mandatory use of the TLS [RFC 2246] protocol for transport layer security

RQ-6:
Each EPP session should be authenticated and encrypted using TLS. The ENUM Registrars will authenticate every EPP client connection with the Tier-1 Registry System using both an X.509 server certificate issued by a commercial Certification Authority identified by Tier-1 Registry Operator and its ENUM Registrar password.

9.7.3 Main Site Security 

RQ-7:

Each Tier-1 Registry site will implement physical security systems including, but not limited to, intrusion detection equipment in the form of passive infrared sensors, door sensors, and security card access control. 24-hour access to the site by authorized personnel will not be hindered by aforesaid security measures.

9.7.4 Physical Security 

RQ-8:
Tier-1 Registry should employ a variety of physical security systems to ensure that unauthorized personnel have no access to sensitive equipment and/or data.

RQ-9:
All servers containing any sensitive data should be physically secured so that only a controlled list of people has any access to them.

RQ-10:
The hosting centers themselves should be secured so that no access to the internal networks is possible for unauthorized persons. All internal networks are isolated from public access, and external Internet links are firewall-protected to prevent intruders from gaining access.

RQ-11:

Physical precautions inside the server rooms should include movement detectors (using infra-red or similar means) to alert security personnel should an intruder gain access to a secured location. Alarms will be fitted to all doors and windows, which open into or out of a restricted area. 

RQ-12:

The doors and windows should be secure enough to withstand a reasonable amount of force, and damage to doors or windows will also trigger the alarms.

RQ-13:
Security staff should be present at all times, and should have sufficient training to enable them to correct most problems themselves, or contact the most appropriate personnel and contain the situation in the meantime.

RQ-14:
Personnel on the access list to the server rooms in each hosting location will be issued an access card. Should an access card be lost or stolen, it is the responsibility of each employee to report this in a timely manner so that the lost card may be deactivated and a new card issued. CCTV will be in place at all sites for identification purposes should an unauthorized person attempt to use a stolen access card.

9.7.5 Network Security 

RQ-15:
User identification, passwords and IP range checking should be required for all restricted services (which includes services other than DNS resolution, Whois queries and WWW service).

RQ-16:
Secure File Transfer Protocols should be used for all "file transfers" between ENUM Registrar and Tier-1 Registry [more details with reference to RFC's XXXXXX]

RQ-17:
System maintenance should be performed via SSH connections. Telnet servers will not be operational on any system on the DNS network, since these pose a security risk.

RQ-18:
Each system should operate a very restricted set of basic services, as outlined in the Common Modules section of this Appendix and in the relevant sections for DNS, Whois, FTP, SCP and WWW services. Most systems will be firewall-protected in hardware, and IP filtering rule sets will be in place to reject packets that are not appropriate for a particular host.

RQ-19:
Services which are IP-restricted should have each IP address specified individually. Network addresses are not to be used, since this adds the risk that a host could masquerade as a spare IP address on an internal network.

RQ-20:
Packet "sniffers", designed to check all network traffic passing through a network interface, should be in place to catch suspicious network traffic.  These will actively scan for incorrect or illegal packets, and alert the security team through email. Packet sniffers may also give some indication of the source of an attack, which would be of use in preventing that attack in future.

RQ-21:
Network security should be verified by a security audit process, which involves scanning, from an internet-connected host, of all TCP and UDP ports on all servers operated by the Tier-1 Registry. 

RQ-22:
Details of security tests should be performed on the DNS Servers and a report needs to be audited on regular basis.  Each test will attempt to take advantage of a security flaw using a specific attack method, and then return the result. Here is an incomplete list of known attacks:

· Buffer overflow exploit

· Missing format string exploit

· Packet fragmentation attack

· Data flooding (SMURF ping, etc)

· DNS spoofing

· FTP spoofing

· Dictionary passwords

· Replay attack

· Denial of Service 

Some of these attacks may not be appropriate to all services. 

Tier-1 Registry need to update the tests used when new vulnerabilities, security flaws or techniques are discovered, based on information from the security-related mailing lists, websites and newsgroups.

9.7.6 Backup Security 

Backup should be performed through a secure network on the main Tier-1 Registry site.

RQ-23:
Tier-1 Registry should use an encryption scheme for the backup of sensitive data as a part of the implementation process.  Security-cleared personnel should transport the removable media to a secure location where it will be stored, maintained and recovered for later use.      

9.7.7 Customer Service Personnel Access 

RQ-24:
All Customer Service Representatives (CSR) access should be limited from a particular location (subnet filtering).  The intent is to prevent hackers from anywhere on the Internet from guessing a CSR username/password and getting into the system.

RQ-25:
Any time a valid CSR username and password is entered in the login screen, a final verification is performed against the set of recognized IP addresses.  If someone provides a valid username and password, but is not logging in from a valid IP address, they will not be allowed to log in, though they won't be told why.      

9.7.8 Security Audit and Reporting 

RQ-26:
Tier-1 Registry should run a security audit on a monthly basis

RQ-27:
Tier-1 Registry should run the security audit to test all systems for configuration issues and security holes. The data integrity tests, port scanning and subsequent exploit testing should be logged in detail.  Results of this audit should then form the basis of a monthly security report, which will also detail any recommendations for system alterations.

RQ-28:
All security breaches are to be reported to the Security Manager [need further discussion during the ENUM Forum meeting]. Should a serious breach be detected, some services may be suspended temporarily, if deemed necessary to ensure the reliability of the Tier-1 Registry data.

10 Tier 1 Registry Administrative Aspects

10.1 Registry Administration

In addition to the technical operations of the registry, A Tier 1 registry will also have administrative requirements with regard to the entities it deals with and the data it maintains.  

10.2 Contracting Entity

The contracting entity is a formal organization (consisting of one or more formal organizations) with the authority to select a Tier 1 provider.  Primarily this means that the contracting entity has the authority to enable the delegation of one or more NPAs from Tier 0 to a Tier 1.  The contracting entity may have initiated a selection process to select one Tier 1 from a list of potential Tier 1s.  The contracting entity has a contract with the Tier 1 that describes, among other things, the services rendered by the Tier 1 and the cost recovery mechanism for the Tier 1.  

In addition to providing the registry operations described in Section 2 of this document, a Tier 1 registry will have administrative responsibilities to the contracting entity.  These responsibilities are intended to allow the contracting entity to monitor and drive the performance, progress, and success of the Tier 1 offering and of the Tier 1 provider.  These responsibilities could take the form of reports, meetings, notifications, and other similar mechanisms.  

A Tier 1 candidate is required to address what mechanisms it would use to provide the ability of the contracting entity to:

· Monitor the initial progress of implementation

· Monitor the ongoing participation in the offering

· Monitor and provide feedback regarding the ongoing performance of the Tier 1

· Monitor ongoing system updates and changes 

· Monitor ongoing policy updates and changes

· Drive system updates and changes 

· Drive policy updates and changes

10.3 Registrar

Registrars are a very important aspect of the overall ENUM service offering.  They are the entity that deals directly with the registrants, however they do not necessarily have a direct relationship with the contracting entity.  The contracting entity provides ongoing management of the behavior of registrars through the Tier 1 registrar accreditation process and the contract between the Tier 1 and the registrar.  

A Tier 1 Registry is required to:

Develop a registrar accreditation process, incorporating the registrar requirements defined in [reference]

Develop a Tier 1-registrar agreement  

A Tier 1 registry will also be required to provide technical, operational and administrative support to each of the registrars.  It is required to:

Provide fair and equal access for all registrars to the Tier 1 SRS

Provide administrative support with regard to the accreditation process

Provide technical support with regard to interfacing, testing, and troubleshooting the interconnection between the registrar and the Tier 1 SRS

Provide regular and timely account information for each registrar 

10.4 US Government

ENUM is considered an authoritative namespace similar to .com, .us, E.164, and NANP.  As such there may be some form of regulatory oversight.  It’s unknown at this time what form, if any, that oversight will take.  To the extent that there is regulatory oversight a Tier 1 registry may have a need to interface with US Government agencies.  Because this issue is not resolved at this time, this document cannot address it.  

In addition to the oversight that may occur to implement a Tier 1 service there may be the need to interface with various Government agencies for the purposes of law enforcement.  Primarily these interfaces would involve public safety or dispute resolution.  A Tier 1 candidate is required to outline any interfaces it may expect to have with the US Government for these purposes and how it would propose addressing those interfaces.  If a Tier 1 candidate is aware of other instances that may involve its interaction with the US Government, it should outline them and propose how it would address those needs.  

10.5 Public

A Tier 1 registry provides a very important service to the public - it hosts the zone file that provides the delegations from Tier 1 to Tier 2.  Clients on the Internet query this zone file in an effort to initiate a service with an application that is the result of a Tier 1 delegation.  While it’s not expected that a Tier 1 registry would have a formal relationship with the general public, it is expected that the Tier 1(s) would provide general information to the public about the service it offers.  Some methods by which this could be achieved are websites, list serves, email, call centers, and fax centers.  

A Tier 1 candidate should describe how it plans on providing information to the public with regard to its Tier 1 service.   

10.6 Tier 0

Since Tier 0 delegates to Tier 1, it’s likely that Tier 1(s) will be required to interface with Tier 0 for the purposes of adding, modifying and deleting delegation information.  A Tier 1 registry will be responsible for one or more NPAs.  It is likely that each one of these NPAs will be an individual delegation from Tier 0 to Tier 1.  Each delegation will include contact and nameserver information.  Although the Tier 0 will define how other entities (e.g., Tier 1(s)  interact with, it is important that a Tier 1 is committed to working with the Tier 0 not only for the provisioning of delegations but in the event of troubleshooting.  

A Tier 1 candidate should describe how it would expect to work with Tier 0 for the purposes of provisioning and troubleshooting.  They should define if and how the contracting entity would be included, the frequency which they expect to interface with Tier 0 and any other issues they believe will require cooperation between Tier 1 and Tier 0.  
10.7 Industry Support

Industry bodies such as, IETF, IAB, ITU, and the ENUM Forum have defined ENUM.  Services such as this rely on policies and procedures generated by industry committees.  This is true not just at the creation of the service but also as the service matures.  Policies and procedures developed at industry committees could have a significant impact on the operations of a Tier 1 registry.  Often these committees benefit from the operational experiences of the service provider.  

A Tier 1 candidate should describe whether it believes industry support is important and if so how it would plan to do so.   The description should include existing industry committees it would expect to participate in and the role it would expect to take on those committees.  
10.8 Dispute Resolution

Disputes will arise when two registrants (or one registrant and a potential registrant) claim authority over a particular ENUM domain name.  A Tier 1 registry may need to take action during the period of the dispute (i.e., suspend service) or upon resolution of the dispute (i.e., transfer the ENUM domain name).  The Tier 1 may even need to define the dispute resolution process and accredit bodies that preside over dispute resolution proceedings.  

A Tier 1 candidate should describe how it envisions the dispute resolution process.  It should include:

· The factors that initiate a dispute resolution process

· The bodies should be involved in the process 

· The method by which those bodies are selected 

· The treatment of the ENUM domain name during the process

· The resolution process and any other issues it believes is pertinent to this issue but not covered here.  

(add performance requirements)

10.9 Data Collection and Privacy

A Tier 1 Registry will be collecting a great deal of sensitive information.  Some information is competitively sensitive (among registrars) and some information may include personally identifiable information (PII) about ENUM registrants.  A Tier 1 Registry must ensure the appropriate amount of privacy with regard to all information collected and disclosed while at the same time disclosing enough information for the proper operation of the registry.  It may also be necessary to disclose certain information to certain entities.  For example, registrars may be able to access all information associated with their registrations, but not necessarily information about other registrars’ registrations.  

A Tier 1 candidate should describe all of the data it expects to collect about registrars and registrants (through the registrars).  It should also describe what data it plans to disclose and to whom, and how that data will be accessed.  There should be a particular emphasis placed on the disclosure of information that may be interpreted as PII, especially public disclosure of such information.  

More information about privacy can be found in the ENUM Forum document ……..
[ ARC0064R0 ]
11 Performance Specifications

Tier 1 Registry shall use commercially reasonable efforts to provide Tier 1 Registry Services [See ‘ENUM Forum Definitions and Acronyms’ for the definition of Registry Services] at the levels set forth herein for the US ENUM Tier 1 function. The performance specifications, defined below, provide a means to measure Tier 1 Tier 1 Registry's delivery of services. 

11.1 Performance Specifications

The following is the set of registry system Services for which availability and performance (including update times) requirements are established. Services shall meet the performance and availability requirements as listed herein. These availability and performance requirements set forth the Tier 1 Registry's obligations directly to the contracting party.

11.2 DNS Service

11.2.1 Performance Specifications

11.2.1.1 The performance specification for DNS Queries is 300 milliseconds maximum round-trip time. This should be examined further
11.2.1.2 A DNS Point of Presence is considered to be Available during a Sampling Period if it responds to DNS Queries within the performance specification for 95% of all Measured Transactions within that Sampling Period.

11.2.2 Availability

11.2.2.1 The DNS Service is considered to be Available for a Sampling Period if over x% of the queries submitted within that sampling period is responded to within the specified round trip response time as specified in section 2.1.1.1. 

11.2.2.2 The total unavailability of the SRS systems shall not exceed 5 minutes per calendar year. This represents 99.999% system availability. There shall be no simultaneous Planned Outage of SRS Service at over half of the System's SRS Points of Presence.

11.2.2.3 The total unavailability of the DNS name service systems shall be 0%. This represents 100% of DNS name service availability. There shall be no simultaneous Planned Outage of DNS Service at over half of the System's DNS name service Points of Presence.

11.2.3 Updates

The Update Time for the DNS Service shall not exceed 5 minutes for 95% of all updates. The time requirement should be examined further NEED TO EXAMINE TIER 2 EQUIVALENT.
11.2.4 Cross Network Name server Performance Requirements. 

The committed performance specification for cross-network nameserver performance is a measured Round-trip time of less than 300 ms and measured packet loss of fewer than 10%. The cross-network nameserver performance requirements of this Subsection 2.1.4 are in addition to the requirements of Subsections 2.1.1, 2.1.2, and 2.1.3 above. Cross-network nameserver performance measurements will be conducted by a to be determined body, at times of its choosing, in the following manner:

11.2.4.1 The measurements will be conducted by sending strings of DNS request packets from each of four measuring locations to each of the Tier 1 name servers and observing the responses from the Tier 1 nameservers. The measuring locations will be four consistent locations on the US East Cost, US West Coast, Asia, and Europe.

11.2.4.2 Each string of request packets will consist of 100 DNS Queries at 10 second intervals requesting NS type resource records for arbitrarily selected Tier 2 ENUM domains, preselected to ensure that the names exist in the Tier 1 Registry and are resolvable. The packet loss (i.e. the percentage of response packets not received) and the average Round-trip time for response packets received will be noted.

11.2.4.3 To meet the packet loss and Round-trip time requirements for a particular CNNP Test, all three of the following must be true:

(a) The Round-trip time and packet loss from each measurement location to at least one Tier 1 nameserver must not exceed the required values.

(b) The Round-trip time to each of 75% of the Tier 1 nameservers from at least one of the measurement locations must not exceed the required value.

(c) The packet loss to each of the Tier 1nameservers from at least one of the measurement locations must not exceed the required value.

11.2.4.4 Any failing CNNP Test result obtained during an identified Core Internet Service Failure shall not be considered.

11.2.4.5 To ensure a properly diverse testing sample, party to be determined will conduct the CNNP Tests at varying times (i.e. at different time of the day, as well as on different days of the week). Tier 1 Registry will be deemed to have failed to meet the cross-network nameserver performance requirement only if the Tier 1 nameservers persistently fail the CNNP Tests. Persistently failed is defined as the failure of three or more consecutive CNNP tests.

11.2.4.6 In the event of persistent failure of the CNNP Tests, party to be determined will give Tier 1 Registry written notice of the failures (with test data) and Tier 1 Registry will have sixty days to cure the failure.

11.2.4.7 If, following that opportunity to cure, the Tier 1 nameservers continue to persistently fail CNNP Tests and Tier 1 Registry fails to resolve the problem after thirty days notice of the continuing failures; Tier 1 Registry will be deemed not to have met its performance obligations.

11.2.4.8 Sixty days prior to the commencement of testing under this provision, party to be determined will provide Tier 1 Registry with the opportunity to evaluate the testing tools and procedures to be used by party to be determined. In the event that Tier 1 Registry does not approve of such tools and procedures, party to be determined will work directly with Tier 1 Registry to make necessary modifications.

11.2.4.9 Party to be determined shall make available all data relating to CNNP Test results of the Tier 1 name servers to Tier 1 Registry. Data will be made available in a well-defined electronic format no later than the tenth day of the month following the month in which measurements were taken.

11.3 EPP Service

11.3.1 Performance Specifications

11.3.1.1 The performance specification for add, modify and delete commands is 3000 milliseconds Round-trip time per domain present within the command. CHECK WITH EPP GURUS
11.3.1.2 The performance specification for check commands is 1500 milliseconds Round-trip time per domain present within the command.

11.3.2 Availability

11.3.2.1 The EPP interface is considered to be Available for a Sampling Period if it responds to EPP commands within the performance specification for 95% of all Measured Transactions within that Sampling Period.

11.3.2.2 The total Unplanned Outage Time of the EPP interface must not exceed 60 minutes per month. This represents 99.87% service availability.

11.3.2.3 The total planned outage should correspond with that specified in section 11.3.2.2.

11.4 Responsibilities of the Parties

Tier 1 Registry will use commercially reasonable efforts to restore the critical components of the System within 48 hours in the case of a force major event. Outages due to a force major event will not be considered System Unavailability.

Except in the case of nameserver performance requirements, Tier 1 Registry will perform internal monitoring as a means to verify that the availability and performance measurements of this document are being met.

Beginning no later than 120 days after the Commencement-of-Service Date, the Tier 1 Registry will publish preliminary monthly system performance and availability reports. Tier 1 Registry will use best efforts to finalize these reports no later than 30 days after the preliminary reports are provided.

The Tier 1 Registry will provide Service Availability percentages during each Performance Measurement Period as listed in this document.

11.5  Miscellaneous

This document is derived from the ICANN document of a similar title and the ENUM forum wishes to give proper credit and acknowledgement.

Any dispute resolution policy should include provisions for addressing issues related to performance metrics.

11.6 ENUM Specific Privacy Analysis

In the consideration of privacy issues related to ENUM, first it is important to determine the Personally Identifiable Information (PII) to the Registrant.  PII is any information that could identify and compromise the ENUM Registrant.

In the ENUM domain, privacy concerns exist in four critical areas:

· ENUM Registration Selection and Initial Provisioning

· Open Disclosure of the Registrant's NAPTR Records in the Public DNS

· Disclosure of Registrants PII to Unauthorized Third-Party Entities

· Third-party Diagnostic Services (e.g. Whois or Whois like databases)

The next step is to perform an analysis on each of the four areas that identifies all entities that the PII date flows through and describe how the PII data is used.  Then, an analysis is performed that results in the development of detailed usage recommendation or requirements with the express goal to protect the Registrant's PII.  Only one of these sets of services, namely Tier 2 NAPTR services, involves the collection and possible disclosure of "individually identifying information" from the consumer.  

11.7 ENUM Personally Identifiable Information (PII) Identification

The first step in analyzing potential privacy concerns is to identify the Personal Identifiable Information (PII) of the ENUM Registrant that is required to be used in provisioning their ENUM Registry.  It is useful to segregate ENUM PII data between data used in the actual ENUM Registry and PII data used only during the provisioning processes to support the ENUM Registry.  ENUM Registrants may supply the following PII data items to create or use their ENUM registration:

11.7.1 ENUM PII data used in the ENUM Registry:

E.164 Phone number: The specific phone number used in the creation of the ENUM registry (e.g. +1-972-444-1111).

2. NAPTR records: The customer determines the exact number and content of the NAPTR Records.  Each NAPTR contains a number of subfields.(e.g. IN NAPTR 100 10 "u" "E2U+sip"    "!^.*$!sip:John.doe@sipserver.com!")

Regexp field: Regular Expression (Regexp) field is the actual Internet address in the form of a Universal Resource Indicator (URI) 

Service field: specifies the service(s) available down this rewrite path. (e.g. "E2U+SIP")

[Order Field: Determines the order in which NAPTR is processed.  Low numbers are processed before high numbers.

Preference Field: Used to decide the proper sequencing of NAPTR records were there is more than one NAPTR record with the same value for the Order field.  Low numbers are processed before high numbers.

Tier 2 Nameserver IP Addresses & Host Names: Required Field, which are the addresses? used by network devices to reach the servers storing the NAPTR Records for this registration.

Tier 1 Nameserver IP Addresses & Host Names: Required Field, which is the address? used by network devices to reach the servers storing the NAPTR Records for this registration.]

11.7.2 ENUM PII data used in the provisioning processes to support the ENUM Registry:

Registrant's Name: Required for E.164 validation. This is also used for contact information.

Registrant's Address: Required for E.164 validation.  This is also used for contact information.

[Registrant's Telephone service provider: Required for E.164 validation.  The name of the TSP that assigned the E.164 phone number of the ENUM registry.  

Registrant's Telephone service Type: Required for E.164 validation.  Type of telephone service relative only to the phone number that the ENUM Registration will use.   

Registrant's Indication number is listed or unlisted: Optional field that may be useful to determine validation of the E.164 number.  This also can be a good hint how the Registrant would want their PII handled.]  

Registrant's additional phone and/or fax number(s): Optional field that could be used as contact information kept by the Registrar. 

Registrant's Social Security Number: Optional field that could be used to verify the Registrant is who they claim they are.  

Registrant's Billing information: Optional field that could be used to verify the Registrant is who they claim they are.  In addition, may be required by the service provider for proof of payment. (e.g. credit card number/expiration date or invoice)  

Registrant's Username/Password: Optional fields that relate to how a Registrant can access their personal account on-line with the Registrar to make modifications to their ENUM Registry.

Registrant's E-Mail: Optional field that could be used as contact information kept by the Registrar and validation purposes for on-line account creation.

11.8 ENUM Registration Selection and Initial Provisioning

During the initial provisioning, ENUM registration selection and initial provisioning assumes the ENUM Registrant made the conscious decision to opt-in.  However, relying only on the opt-in principle to guarantee privacy concerns is not enough.  During the process of initial provisioning, the following entities are involved that all handle ENUM PII data for any given ENUM Registry:

· ENUM Registrar

· Tier 1 Provider

· Tier 2 Service Provider

· Application Service Provider (optional)

11.8.1 ENUM Registrar 

ENUM Registrars will collect a greater amount of information regarding the individual assignees of the registered telephone numbers.  The information collected likely will include important contact and billing information necessary to maintain the customer relationship between the Registrar and the Tier 2 and the registered telephone number assignee.  Again, there will be no public disclosure requirement for such data.  Indeed, as is discussed below, such disclosure should be subject to strict fair information disclosure practices.

In addition to contact and billing information, the registrar may collect the URLs for the various services that the registered telephone number assignee seeks to associate with the telephone number.  Obviously, these URLs will be disclosed as a result of an ENUM query.  Such disclosure is an integral part of ENUM itself and cannot be limited without crippling the ENUM service.  Thus, ENUM customers must be fully informed of this particular use of their personal URLs in ENUM so that they can make a fully informed decision about participation in ENUM.

Finally, the ENUM Registrar is the appropriate entity to be responsible for the authentication and validation of customer requests for telephone number registration.  To the extent that these processes ultimately require the collection of additional personal information, such information should be subject to the same strict fair information collection and disclosure requirements.  Indeed, it may be reasonable to require that such information be used only for the validation process.  Such requirements are particularly important to encourage the ENUM customer to provide the necessary information and ensure accurate authentication and validation of ENUM registration requests.

11.8.2 Tier 1 Provider

The Tier 1 ENUM service provider(s) will collect and disclose very little information regarding a particular consumer.  It needs to collect no information specifically identifying a particular telephone number assignee beyond the registered phone number itself.  In addition to the registered phone number, the Tier 1 provider will collect the name of the ENUM Registrar for the telephone number assignee and the name server information for the Tier 2 holding the NAPTR record for that phone number.  Also, certain technical contact information for the Tier 2 provider will be required for service and system maintenance purposes.


11.8.3 Tier 2 Service Provider

The Tier 2 provider will have in its NAPTR resource records information regarding the individual assignees of the registered telephone numbers. The Tier 2 provider necessarily must collect the URLs for the various services that the registered telephone number assignee seeks to associate with the telephone number.  Obviously, these URLs will be disclosed as a result of an ENUM query.  Such disclosure is an integral part of ENUM itself and cannot be limited without crippling the ENUM service.  Thus, ENUM customers must be fully informed of this particular use of their personal URLs in ENUM so that they can make a fully informed decision about participation in ENUM.  

11.9 Recommended Privacy Practices for ENUM

11.9.1 Four Information Practices for Protecting Consumer Privacy

In a recent report to Congress last year,8 the previous FTC recommended that commercial website operators follow widely-accepted fair information practices with respect to personal information collected from or about customers9.  Namely, operators of commercial web [RF1]sites would be required to follow four important information practices:

Notice: Web sites would be required to provide consumers clear and conspicuous notice of their information practices, including what information they collect, how they collect it (e.g., directly or through non-obvious means such as cookies), how they use it, how they provide choice, access, and security to consumers, whether they disclose the information collected to other entities, and whether other entities are collecting information through the site.

Choice: Web sites would be required to offer consumers choices as to how their personal identifying information is used beyond the use for which the information was provided (e.g., to consummate a transaction). Such choice would encompass both internal secondary uses (such as marketing back to consumers) and external secondary uses (such as disclosing data to other entities).

Access: Web sites would be required to offer consumers reasonable access to the information a web site has collected about them, including a reasonable opportunity to review the information and to correct inaccuracies or delete information.

Security: Web sites would be required to take reasonable steps to protect the security of the information they collect from consumers.

The FTC also recognized, however, that the implementation of these practices may vary with the nature of the information collected and the uses to which it is put, as well as with technological developments.  Thus, it suggested that any potential legislation be phrased in general terms and be technologically neutral. The definitions of fair information practices set forth should be broad enough to provide flexibility to the implementing entity in promulgating its rules or regulations.

While the ENUM Forum does not advocate privacy legislation, these fair information practices provide a well-balanced means for strengthening individual control over information collection and use, while still allowing important new functionalities, such as ENUM, to be implemented

11.9.2 Incorporating Fair Information Practices into ENUM

In order to address important policy, technical and operational aspects of ENUM, Tier 1 and ENUM Registrars should enter into an agreement as defined by the ENUM Registrar certification process. (Are we requiring nothing of Tier 2 Providers?)

In these agreements, the fair information practices requirements outlined above should be included along with appropriate enforcement/breach provisions.  In addition, ENUM Registrar and Tier 2 operators should also be encouraged to implement developing technical privacy standards, such as P3P and CP Exchange, designed to give consumers greater information about, and control of, information collection and use.  Finally, of course, the agreement would likely provide that Tier 1 operators,  ENUM Registrars and Tier 2 operators will be subject to all applicable privacy laws and that violation of such laws would constitute a potential breach of the agreement.10.

11.9.3 Privacy Dispute Resolution Considerations (for discussion only)[RF2]

In addition to the necessary agreements between the ENUM Registrar's and operators[RF3], it will also be useful, or necessary, to establish a dispute resolution mechanism to allow aggrieved ENUM customers to file formal complaints for violation of privacy requirements.  This process could be administered either by the Tier 1 entity, Tier 2 entities or the ENUM Registrars themselves or by a neutral third party dispute resolution provider.  The latter approach has the advantage, of course, of providing an independent forum to address such matters, but also increases the transaction costs associated with privacy protection.  Nevertheless, many companies already subscribe to neutral third party dispute resolution mechanisms.  The marginal cost of employing such dispute resolution programs is generally outweighed by the competitive advantage gained there from it.  Again, such a process could be established and enforced through the agreements between the ENUM Registrars, the Tier1 and Tier 2 operators.11

11.10 Privacy Conclusions

ENUM is an opt-in service that, by its very nature, is available only to those consumers who choose to subscribe.  Nevertheless, protecting the privacy of ENUM customers is a matter of utmost concern to the ENUM Forum.  The Forum subscribes to the four well-vetted principles of notice, choice, access and security.  The Forum recommends that ENUM Tier One providers and Registrars (why not Tier 2??) be required to enter into agreements with consumers that incorporate these principles. This balanced contractual approach to privacy protection in ENUM will help to ensure that ENUM service providers have exercise the utmost effort to prevent ENUM from becoming a mechanism for wholesale invasion of individual privacy while still allowing individuals to participate in this important service and promoting rapid implementation of ENUM.

1 "personally identifiable information" (PII) typically is defined to mean any information that could be used to identify an individual (data subject).
ICANN Frequently Asked Questions (FAQs) "http://www.icann.org/general/faq1.htm"

RFC 1834 "Whois and Network Information Look up Service Whois++"

http://www.netsol.com/cgi-bin/whois/whois (Whois Database used to provide lookup in yahoo.com)

See, Harrenstien, K., "NAME/FINGER," RFC-742, Network Information Center, SRI International, December 1977; Harrenstien, K., and White, V., "NICNAME/WHOIS," RFC-812, Network Information Center, SRI International, March 1982; Harrenstein K., Stahl M., and E. Feinler, "NICNAME/WHOIS", RFC-954, Network Information Center, SRI International, October 1985.
Inclusion of personal information in an ENUM whois database potentially could enable data mining capabilities and other possible invasions of privacy.

In the generic TLD context, there are contractual arrangements that require the operation of a comprehensive whois database.  In the ENUM context, especially given that the "root" of ENUM will be a second level domain, there is no such external requirement for the operation of a whois database.

Privacy Online: Fair Information Practices In The Electronic Marketplace: A Report To Congress, Federal Trade Commission, May 2000.

While the FTC did not issue an annual report this year, it is widely recognized that the new Commission is not likely to be a proponent of legislation.  FTC Chairman, Timothy J. Muris, has scheduled two press conferences on October 4, 2001 to describe his privacy agenda, which is expected to focus on telemarketing, spam, ID theft, pretexting and enforcement of current sectoral privacy laws.  He is also expected to discuss his views on general online privacy legislation. 

For example, certain methods of acquiring or gaining access to information are unlawful under state and federal statutes.  Specifically, it is unlawful in most circumstances to acquire information through the interception of telephone conversations, electronic mail and other communications while those communications are being transmitted.  It also is unlawful to acquire, alter or destroy information by gaining unauthorized access to communications networks or computer services.  The principal statutes prohibiting these practices are the Electronic Communications Privacy Act ("ECPA"), the Computer Fraud and Abuse Act ("CFAA") and the similar anti-wiretapping and anti-hacking statutes of the states.  Such laws apply to Tier 1 and Tier 2 operators.

The FTC has established on its web site a mechanism for reporting violations of privacy by Internet companies.  Although these reports are not individually acted upon, they do provide the FTC with information on chronic privacy abusers and its important part of online privacy protection.  ENUM customers should be encouraged to file such reports in addition to any participation in a formal dispute resolution mechanism that might be developed.

[RF1]Tricia - your suggesting that the four Information Practices should be adopted by ENUM Registrar's  vs. website operators.  There needs to be a tie in to ENUM a para

[RF2]Not sure a Dispute Resolution Process is the best approach.  To me this should be an should since it falls into Best commercial practices and not mandatory.  

[RF3]Should this be to Registrants? Not Operators.  Seems to me that the Registrar's are the primary interface point between the registrant and the service space.  

11.11 Opt-In
11.11.1 Consumer Choice and the Opt-in Nature of ENUM

First, privacy protection begins with the very nature of an opt-in service, since by design they are optional services.    Since ENUM is strictly an opt-in functionality, consumers themselves must choose to participate or not.  Thus, the matter of consumer choice is a pre-requisite for ENUM.  Therefore, the ultimate form of privacy protection would be to opt-out and choose not to participate in ENUM. 

The Forum believes that the majority of ENUM subscribers acknowledge that in order to take advantage of any number of advanced communications services in the electronic world, one must disclose personal information.  E-mail, for example, is not useful unless the sender actually has the intended recipient's e-mail address.  Similarly, one cannot make a telephone call unless one knows the telephone number of the person one intends to call.  Thus, in order to take advantage of communications services, a consumer typically must be willing to disclose certain personally identifiable information (PII).1

This tradeoff underscores the "opt-in" nature of ENUM.  Simply put, an ENUM user chooses to load his or her telephone number into the ENUM Golden Tree.  No telephone numbers are registered absent the consent of the authorized assignee of that number.  Moreover, the ENUM registrant also determines what information will be loaded into his or her associated NAPTR record and what preferences will be set regarding how such information may be used.  Thus, the registrant should [presumably] have full control over what information will be associated with his or her telephone number, as well as its manner of use.  Consumer choice, therefore, is one of the hallmarks of ENUM. Nevertheless, it should be noted that some marketing companies have used number algorithms to obtain email addresses that are made up of numbers and sent unsolicited commercial email (Spam) to users who have not disclosed their PII or agreed to receive such marketing messages.

Consumer information and choice also have been the preferred tools for addressing privacy concerns on the Internet.  The concept is that a well-informed consumer can make a reasoned choice as to how much privacy exposure he or she is willing to accept.  That notwithstanding, however, once a consumer opts into ENUM, there are specific privacy considerations that apply to ENUM, and these will be discussed in Section 8.

11.11.2 WHOIS


Third-party diagnostic services (e.g. Whois or Whois like services)

11.11.2.1 The Whois Database

Aside from the registration of phone numbers and other information at the Tier 1 and Tier 2 levels, it also is important to consider the issue of the "whois" database. Whois is a publicly accessible private database that is completely separate from the actual DNS.  Whois provides contact information about a DNS registration.  Whois provides for rapid resolution of technical problems and permits enforcement of consumer protection, trademark, and other laws2.  

Whois dates back to the very early days of the Internet, as early as 1982, as documented in RFC 812 and RFC 954, and provides an analogous function as the popular Unix "finger" command.  Today, the Internet Corporation for Assigned Names and Numbers (ICANN) requires all domain registrations to add an entry into the Whois database.  

A typical DNS Whois entry might contain some or all of the following fields:  

· Typical Whois Fields3

· Registrant: Name

· Registrant: Title

· Registrant: Address

· Registrant: Organization

· Registrant: Organization Type

· Registrant: Work/Home Phone

· Registrant: Fax Number

· Registrant: E-Mail Address

· Registrant: Handle

· Domain Name

· Name Server IP Address associated hosting that DNS record

· Record Created Date

· Last Record Update Date

· Administrative Contact: Name

· Administrative Contact: Address

· Administrative Contact: Phone Number

· Administrative Contact: E-Mail

· Technical Contact: Name

· Technical Contact: Address

· Technical Contact: Phone Number

· Technical Contact: E-Mail

One of the critical problems with the above list is that there is much variation and inconsistency of what data is actually populated across multiple registrars.  Provided below is an example of an actual Whois listing on Yahoo.com to show what information is returned when querying a Whois database.

Example listing4: Whois on www.yahoo.com 

Registrant:

Yahoo (YAHOO-DOM)

701 First Avenue

Sunnyvale, CA 94089

US 

Domain Name: YAHOO.COM

Administrative Contact, Technical Contact:

Administrator, Domain  (DA16065)  domainadmin@YAHOO-INC.COM

Yahoo! Inc.

701 First Avenue

Sunnyvale, CA  94089

US

1-408-530-5062

Billing Contact:

Billing, Domain  (DB28833)  domainbilling@YAHOO-INC.COM

Yahoo! Inc.

Broadway, 13th Floor

San Diego, CA 92101

1-408-731-3300

Record last updated on 05-Oct-2001.

Record expires on 20-Jan-2010.

Record created on 18-Jan-1995.

Database last updated on 15-Oct-2001 21:04:00 EDT.

Domain servers in listed order:

NS1.SNV.YAHOO.COM
216.115.108.33

NS2.SAN.YAHOO.COM
209.132.1.29

NS3.EUROPE.YAHOO.COM
217.12.4.71

NS4.DAL.YAHOO.COM
63.250.206.50

NS5.DCX.YAHOO.COM
216.32.74.10

The purpose of this information, in 1985 when the "whois" series of service specifications matured,5 originally was to provide information to allow users of the network at that time to identify the appropriate contacts for a particular domain name that could address technical problems with the registration or the network itself.  In this original context, the provision and use of such information was not commercial in nature and raised fewer privacy issues.  In recent years, however, it has come to serve other purposes not related to the operation of the DNS.  For example, each whois server on the net is constantly serving data to data collection spiders, and are data mined for the benefit of on-line marketing databases.  In the context of ENUM, these other purposes and the disclosure of personal information raise significant privacy issues.

Given the more personal nature of telephone numbers over domain names, it is not recommended and not required to duplicate such a "whois" database for the ENUM Tiers, at least with respect to the personal information of the telephone number assignee.  The Tier 1 operator will, of course, need relevant information regarding the Tier 2 provider of a specific NAPTR record.  Because this information does not constitute personal information of the telephone number assignee, however, it can safely be made publicly available.  Information relating to the individual telephone number assignee, however, does carry an expectation of privacy, especially as a result of association of that data with a telephone number,6 and is not to be freely disclosed. 

It is the position of this ENUM Forum that any whois or whois-like service adopted by an ENUM operator shall not publicly disclose the personal information of individual ENUM registrants.7 If whois or a whois like service is adopted for ENUM, the ENUM Forum recommends that contact information for the ENUM registrar be substituted in place of the ENUM registrant to avoid the publicly disclosing the personal information of an individual ENUM registrant.

12 Provisioning Process

12.1 SCOPE

The Scope of this section includes defining provisioning requirements and procedures of ENUM administration.  This involves the ENUM functional entities: ENUM Registrar, ENUM Tier 1 Registry, Tier 2 Nameserver, Application Service Provider (ASP), and ENUM Registrant. This section will address the tasks and responsibilities required to provision and maintain ENUM registrations by the above functional entities with the focus on the interface between Tier 1 Registry and ENUM Registrar. 

This section does not detail the authorization, authentication and accounting (AAA) aspects of the provisioning process and does not cover the dispute resolution process.

It also has been agreed to focus on the interface between Tier 1 Registry and ENUM Registrar; therefore, this section tries to cover those scenarios that may impact that interface.  Since many companies are interested in the Tier 2 Nameserver's role, some scenarios involving the interactions between ENUM Registrant and Tier 2 Nameserver are included.

This section does not include the procedures and interface involving Tier 0 Registry.

The data elements that may be provided to Tier 1 Registry is shown in the Appendix.

The process for resolution of disputed registrations is detailed in Section 17 of this document.

12.2 BACKGROUND

This section is aimed to define the interactions and the data elements exchanged among the functional entities so that a protocol, existing or new, can be chosen/defined for ENUM service provisioning.  It also tries to surface the high-level requirements for Tier 1 Registry, ENUM Registrar and Tier 2 Nameserver.  Since the Security Task Group (TG) addressed security-related issues, it was agreed that all AAA-related data elements and procedures were excluded from this document.

12.3 RELATIONSHIP TO OTHER WORK

This section discusses the work done at the other standards bodies and industry forums and the other task groups within the ENUM Forum that may impact or be impacted by this document.

12.3.1 ITU Study Group 2

ITU Study Group 2 has issued a Supplement [http://www.itu.int/recommendation.asp?type=items&lang=e&parent=T-REC-E.164-200205-P!Sup]  providing advice to member states on the implementation of ENUM. The supplement offers guidelines and options; the provisioning process outlined here is consistent with those guidelines.

12.3.2 IETF Working Groups (WGs)

ENUM Working Group

The Telephone Number Mapping (ENUM) working group has defined a DNS-based architecture and protocol [2,3] by which an E.164 number, as defined in ITU Recommendation E.164, can be expressed as a Fully Qualified Domain Name in a specific Internet Infrastructure domain defined for this purpose (e164.arpa). The result of the ENUM query is a series of DNS NAPTR resource records, which can be used to contact a resource (e.g., sip URL) associated with that telephone number. 

Although the ENUM WG is still defining the "ENUMservices" field in the NAPTR RRs, the finalized definitions of the NPTR RRs for ENUM would be used when provisioning the NAPTR RRs for the ENUM domain names.

[4] defines how a NAPR RR is supported by the Extensible Provisioning Protocol (EPP).  Although the NAPTR RRs are not passed from ENUM Registrar to Tier 1 Registry, they may be passed from ENUM Registrar, Application Service Provider (ASP) or ENUM Registrant to Tier 2 Nameserver Provider.

[5] recommended that the Telephony Service Providers (TSPs) use a domain tree other than e164.arpa to avoid Number Portability (NP) impacts on ENUM provisioning.   This recommendation has been adopted by the ENUM Forum.

The provisioning requirements and procedures in this section may be provided to the ENUM WG for information.

provreg Working Group
The Provisioning Registry Protocol (provreg) WG is to develop a specification of the requirements and limitations for a protocol that enables a registrar to access multiple registries and a protocol that satisfies those requirements. The protocol will permit interaction between a registrar's own application and registry applications

The provreg WG has developed the EPP [6] that can be used between a registrar and a registry.   The Provisioning Task Group (TG) has agreed that the EPP is one of the candidate protocols that can be considered for the interface between ENUM Registrar and Tier 1 Registry.  If the EPP is adopted for ENUM provisioning, the commands in [4] and the domain, host and contact objects in [7,8,9] will be used by ENUM Registrars for ENUM provisioning.  If ENUM provisioning requires additional data elements or new commands, extensions/enhancements to those Internet-Drafts would be necessary.

DNSOP Working Group

The Domain Name Server Operations (DNSOP) WG is to develop guidelines for the operation of Domain Name System (DNS) name servers and the administration of DNS zone files so that those DNS servers may be efficiently and correctly administered, configured, and operated on Internet. These guidelines will provide technical information relating to the implementation of the DNS protocol by the operators and administrators of DNS domains. 

Some of the requirements described in [10] that are intended for the root servers may apply to the nameservers operated by Tier 1 Registry and Tier 2 Nameserver Provider.

DNSEXT Working Group

The DNS Extensions (DNSEXT) WG addresses protocol issues, including message formats, message handling, and data formats.   It covers broad topics including dynamic update, notify, zone transfers, security and adjustments to address the 

The transaction signatures (TSIG) in [11] may be used by Tier 1 Registry or Tier 2 Nameserver Provider so that its secondary/slave server can authenticate the dynamic updates coming from its primary/master server.

The resource records (RRs) proposed in [12] for DNS security extensions may be incorporated in the zone files of Tier 2 Nameserver Provider and/or Tier 1 Registry for source authentication and RR integrity. 

12.4 ASSUMPTIONS

The following assumptions are made when describing the provisioning scenarios:

· An ENUM Registrar can offer Tier 2 Nameserver service.  It can either operate the nameservers itself or outsource the nameserver operation to other Tier 2 Nameserver providers.  

· Zone file generation, publication/distribution and updates at Tier 1 Registry and Tier 2 Nameserver providers are not included in this document.  They are internal operational procedures.

· The terms used in this section can be changed/added/deleted/modified later when the Architecture and Infrastructure Task Group finalizes the terms and definitions

· The procedures for each scenario will cover both the successful and failure cases.

· A scenario may involve many functional entities.  Special attention is paid to the interface between Tier 1 Registry and ENUM Registrar that would be standardized.

· Initial ENUM registration by ENUM registrant implies that it is the first time an ENUM registrant requests ENUM capability for his/her TN regardless whether someone else has registered ENUM capability previously for that same TN. 

· Detailed data elements and procedures related to authorization, authentication and accounting (AAA) are not addressed.  They are addressed in Security Task Group Document 5000 [18].

· ENUM Registrant specifies the billing and administrative contact information.  He/she provides the technical contact information only when he/she operates the Tier 2 Nameservers for his/her ENUM domain name.

· ENUM Registrant may authorize its Tier 2 Nameserver provider to review/update certain data (e.g., host and technical contact information) at its ENUM Registrar and/r its ASPs to review/update some application-related data for his/her ENUM domain name.   The data elements and procedures related to the interactions between Tier 2 Nameserver provider and ENUM Registrar or between ASPs and Tier 2 Nameserver providers are not addressed to simplify the scenario descriptions.

· Resolution of registration conflicts is addressed in Provisioning Task Group Document 2002 [17].

· This section does not address reseller requirements.

· Since this section's focus is on things related to the interface between Tier 1 Registry and ENUM Registrar, it will not address scenarios that do not involve the Registry-Registrar interface.  This includes the scenario where one Tier 1 Registry transfers some or all of its ENUM registrations to another Tier 1 Registry.  Scenarios where Tier 2 Nameserver provider initiates the action (e.g., check/change data) are not included.

· The same Tier 1 Registry that handles the old area code always handles the new area code due to area code split.

12.5 PROVISIONING REQUIREMENTS

This section lists the high-level requirements for the involved entities in provisioning the ENUM service.   In terms of provisioning for the ENUM service, more stringent and specific requirements will be placed on Tier 1 Registry and ENUM Registrars.  Tier 2 Nameserver provider, although is still subject to certain requirements, will have more freedom in interacting with ENUM Registrant and optionally the ASPs and ENUM Registrar in terms of the protocols and/or methods for interactions.   

12.5.1 Tier 1 Registry

Tier 1 Registry shall allow communications from all ENUM Registrars at the same time and perform transactions at a rate that meets the needs of ENUM Registrars. The  ENUM Registrar must be authenticated/validated at the time of connection establishment and the user ID and password must be verified at the application level at the time of application session establishment.  The communication link must be secure.

Tier 1 Registry shall support open standard interface for interacting with ENUM Registrars in performing registration related commands such as registering new ENUM domain name and querying/deleting/renewing/updating/transferring registered ENUM domain name and other objects such as host and contact objects, if applicable.

Tier 1 Registry shall support various grace periods for registry objects pursuant to the Tier 1 policy.   The grace periods apply to situations such as “add,” “delete,” “renew/auto-renew” and transfer of an ENUM domain name.

Tier 1 Registry shall reject illegal commands/requests (e.g., missing mandatory data element) from ENUM Registrars.

Tier 1 Registry shall update the zone file and/or whois database at an appropriate rate/frequency (TBD) respectively so that certain data provisioned over the Registry-Registrar interface can be reflected in the zone file and/or whois database in a timely manner.    The provisioned data shall be backed up to avoid loss of data.

Tier 1 Registry shall detect dual registrations for the same ENUM domain name and inform the requesting ENUM Registrar so that it can initiate the dispute resolution process (see Section 17 of this document for details). If required, it needs to take appropriate action (e.g., remove the ENUM domain name from zone file) during the dispute to protect the TN assignee’s right.

Tier 1 Registry should respond to the commands/requests from ENUM Registrar within X (TBD) seconds 95% of the time for check/query command and Y (TBD) seconds 95% of the time for other types of commands.

Tier 1 Registry should support batch file processing so that ENUM Registrar can put many commands in one file and deposit it in a “command” directory on a Tier 1 Registry server.  Tier 1 Registry should move the file to an archive directory, process the commands based on the order they appear in the file and put all the responses to the commands in the same order in a file that is deposited in a “response” directory on the same server.  ENUM Registrars can periodically check and retrieve files in the “response” directory.  Once the file is read, Tier 1 Registry can move the file to an archive directory so that it won’t be read again and can be used as back up.

Tier 1 Registry must follow the privacy policy with regard to all information collected from ENUM Registrar and only disclose the allowed/approved information in whois database.  It may also be necessary to disclose certain information to certain entities. 

Tier 1 Registry shall follow the procedures described in Section 13.6.15 to update the zone files and information in the local data stores.

12.5.2 ENUM Registrar

ENUM Registrar must thoroughly validate the identity of an applicant for ENUM service and ensure that person is indeed the TN assignee (e.g., currently has the right to use the TN).  

When dealing with a corporate ENUM Registrant, ENUM Registrar must ensure that only those specific persons who are the designated contact persons of the corporate account with the telephony service provider (TSP) can request for ENUM service registration for any TN used by that corporation.

When a broker/agent is involved in applying for ENUM service, ENUM Registrar must ensure that broker/agent is authorized by the TN assignee/ENUM Registrant to register for the ENUM service.

ENUM Registrar must support the protocols that are specified to be used between Tier 1 Registry and ENUM Registrars.  The protocols include those for application handling, secure communications and low-layer transport and routing.

ENUM Registrar must follow the policies specified for ENUM provisioning (e.g., various grace periods, transfer and renewal).

ENUM Registrar should notify the technical contact associated with each ENUM domain name impacted by area code split following the recommended procedures in Section 13.6.15.   

If ENUM Registrar also offers Tier 2 Nameserver functions to ENUM Registrant, it must support all the requirements a Tier 2 Nameserver provider must support.  If it out-sources those functions with a Tier 2 Nameserver provider, it must collect the NAPTR RR information or sufficient information that allows that Tier 2 Nameserver provider to provision the NAPTR RRs from ENUM Registrant.

12.5.3 Tier 2 Nameserver

The Tier 2 Nameserver Provider must check the data in the NAPTR RRs provided by ENUM Registrant or ASPs for format and completeness.  If the ENUM Registrant or ASPs only provide the application-related information (e.g., URL), the Tier 2 Nameserver Provider must ensure that the application-related information is complete and put together the NAPTR RRs correctly.

Tier 2 Nameserver Provider may act as a broker/agent to register ENUM service on behalf of ENUM Registrant.

Tier 2 Nameserver Provider shall update the zone file at an appropriate rate/frequency (TBD) so that certain new NAPTR RR information or changes to the NAPTR RR information can be reflected in the zone file in a timely manner.    The provisioned data should be backed up to avoid loss of data.

Tier 2 Nameserver Provider shall not accept a new customer that asks to put NAPTR RRs for an ENUM domain name that it already serves.  It may inform both the requesting customer and the served customer about the conflict. 

Tier 2 Nameserver Provider must follow the privacy policy with regard to all information collected from ENUM Registrant and/or ASPs.   If the ASPs are authorized by ENUM Registrant to provision data stored at Tier 2 Nameserver Provider, Tier 2 Nameserver must ensure that an ASP can only access data provisioned by itself and only change certain data that this ASP is allowed to change.

Tier 2 Nameserver Provider shall follow the procedures described in Section 13.6.15 to update the zone files and information in the local data stores.

12.5.4 ENUM Registrant

ENUM Registrant shall register ENUM service only for the TN or TNs assigned to it.

ENUM Registrant should inform ENUM Registrar when he/she disconnects the telephony service (e.g., no longer the TN assignee).

When ENUM Registrant’s TN is changed due to area code split, it should notify Tier 2 Nameserver Provider about the area code split and reminds Tier 2 Nameserver Provider to take the necessary steps to handle the area code split for the affected NAPTR RRs of the ENUM domain name and the contact phone or fax numbers subject to the area code change.  ENUM Registrant may inform ENUM Registrar about the TN change due to area code split for the ENUM domain name and the phone/fax numbers in the contact information.

Starting at T1 when the PDP starts, ENUM Registrant shall stop using the old ENUM domain name in any request.  It shall use the new ENUM domain name instead.

If ENUM Registrant operates the Tier 2 nameservers, it should support the requirements in Section 13.3.

12.5.5 Application Service Provider (ASP)

The ASPs must give the correct application addresses/URLs to ENUM Registrant.  They may interact with Tier 2 Nameserver provider in provisioning certain data related to their application service when authorized by ENUM Registrant.

Some of the ASPs’ application services may require further resolution services such as using LDAP to retrieve application-related information.  In that case, they must ensure that the correct URL and “ENUMservice” information are provisioned in the NAPTR RRs stored at Tier 2 Nameserver’s nameservers.

12.5.6 Telephony Service Provider (TSP)/Reseller

A TSP/reseller assigns the TNs to its telephony subscribers; therefore, is in the best position for validating the TN assignee.   This is especially true for corporate ENUM Registrant since only those designated contact persons associated with the corporate ENUM Registrant’s telephony account can register all the TNs of the corporation.

The TSPs/resellers are in a good position to support the authentication/validation functions for ENUM service registrations.  They may also act as the broker/agent on behalf of the ENUM Registrant for service registration.

[Through the business arrangement with ENUM Registrars, the TSPs/resellers can greatly reduce the ENUM Registrars’ effort in validating ENUM Registrant’s TN assignment.  ENUM Registrars can compensate the TSPs/resellers for notifying ENUM Registrar when ENUM Registrant disconnects telephony service.  This will greatly reduce the effort for ENUM Registrars to re-validate ENUM Registrants’ TN assignment status to avoid situation of dangling registration. [This paragraph needs further discussion]
12.6 PROVISIONING PROCEDURES

12.6.1 Registrant Selects the Tier 2 at Initial ENUM Registration 

ENUM Registrant selects the Tier 2 Nameserver provider before approaching an ENUM Registrar for ENUM service registration.

12.6.1.1 Assumptions

· ENUM Registrant deals with ENUM Registrar for registering ENUM service for his/her Telephone Number (TN).  No agent or broker is involved.

· Tier 2 Nameserver Provider selected by ENUM Registrant is the technical contact for the registered ENUM domain name.  ENUM Registrant is the billing and administrative contacts for the registered ENUM domain name.

· ENUM registrars have established trust relationship with Tier 1 Registry.  This includes the method for secure communication, the assignment of user id and password for session management and a registrar identifier (ID) for ENUM Registration identification, and exchange of contact and other information before ENUM registrations begin.  How to open a secure communication link and establish a session between Tier 1 Registry and ENUM Registrar are not included in the provisioning procedures.

· There are certainly other alternative ways that can be involved in the procedures but they are not elaborated to simplify the description.

· There is no need to provide the IP addresses that are associated with the nameservers because those nameservers are not likely to be under the .arpa zone (e.g., they are the out-of-zone hosts).

12.6.1.2 Proposed Provisioning Procedures THIS NEEDS WORK

1. An individual ENUM Registrant selects the Tier 2 Nameserver Provider and provides the following information to that Tier 2 Nameserver Provider:

2. o One of the two below:

1) Naming Authority Pointer (NAPTR) Resource Records (RRs).

2) If Tier 2 Nameserver Provider can formulate the NAPTR RRs

- TN or ENUM domain name.

- Application-related information (e.g., application/service types and e-mail addresses and sip, fax and tel Uniform Resource Locators (URLs)) and the preference value, if specified, for each application-related address.

O ENUM Registrant's contact information (see the Appendix for details).

O Any AAA-related information required by Tier 1 Nameserver provider.

3. Tier 2 Nameserver Provider verifies the information provided by ENUM Registrant (e.g., for the purpose of accounting/payment), sets up a user account with ENUM Registrant and acknowledges the receipt of the information.  

4. If the account is not approved (e.g., due to bad credit), Tier 2 Nameserver Provider informs ENUM Registrant about its decision.  ENUM Registrant either gets the rejection reversed and continues with Step 2b or selects another Tier 2 Nameserver Provider and goes back to Step 1.   He/she may also decide not to have an ENUM registration at all.

5. If the account is approved, Tier 2 Nameserver Provider assigns at least two nameservers, provides the following information to ENUM Registrant and updates the zone file for this ENUM domain name at the assigned nameservers:

· A list of nameserver host names associated with ENUM domain name

· Contact information for technical contact person for the ENUM domain name
(Note: see the Appendix for details)

6. ENUM Registrant selects an ENUM Registrar and provides the following information to that ENUM Registrar to register ENUM service for his/her TN:

· ENUM domain name

· A list of nameserver host names associated with the ENUM domain name

· ENUM registration period (e.g., two years)

· ENUM Registrant's information and technical, administrative and billing contact information

· Any AAA-related information required by ENUM Registrar

7. ENUM Registrar may interact with ENUM Registrant for more information if needed.  ENUM Registrar then validates ENUM Registrant's identity and TN assignment (methodology and procedures to be defined by the Security TG).

8. If the validation fails, the application for ENUM service is rejected.  The process stops for an unauthorized ENUM Registrant.  ENUM Registrant, if the valid TN assignee, either provides more information to get the rejection reversed and continue with Step 4b or selects another ENUM Registrar and goes back to Step 3.  He/she also may decide not to register for ENUM service.

9. If ENUM Registrant is not authorized to register the ENUM domain name (e.g., not the TN assignee), it is that ENUM Registrant's responsibility to cancel its service contract with the selected Tier 2 Nameserver Provider.

10. If the validation is successful, ENUM Registrar may check whether it has an existing ENUM registration for the same ENUM domain name from a different ENUM Registrant.  

11. If YES, ENUM Registrar initiates the dispute resolution process (methodology and procedures to be defined in the Dispute Resolution Document) and this process stops.

12. If NOT, ENUM Registrar proceeds with Step 5. 

13. ENUM Registrar registers the ENUM domain name with Tier 1 Registry by providing the following information:


· Request for new ENUM domain name registration

· ENUM domain name (e.g., 4.3.2.1.3.3.5.2.0.2.1.e164.arpa)

· A list of nameserver host names

· ENUM Registration period (e.g., two years)

· If required, the ENUM Registrant's contact information and technical, administrative and billing contact information

14. After successful authentication and authorization checks of ENUM Registrar, Tier 1 Registry determines whether there is an existing ENUM registration for the same ENUM domain name.

15. If YES, it initiates the dispute resolution process (methodology and procedures to be defined in the Dispute Resolution Document) and this process stops.

16. If NOT, Tier 1 Registry acknowledges to ENUM Registrar that the ENUM domain name registration is accepted with a registration expiration date.  Tier 1 Registry then performs the zone file updates to add the NS RRs of this ENUM domain name to its nameservers.  After the zone file updates have been performed at Tier 1 Registry, real-time DNS queries for this particular ENUM domain name will be able to retrieve the nameserver information where NAPTR RRs are hosted.  

17. After receiving the positive acknowledgement from Tier 1 Registry, ENUM Registrar records this successful ENUM registration and may inform ENUM Registrant about the successful registration of his/her ENUM domain name.

12.6.2 Registrant Did Not Select the Tier 2 at Initial ENUM Registration

An individual ENUM Registrant does not select the Tier 2 Nameserver provider before approaching an ENUM Registrar for ENUM service registration.  ENUM Registrar does not support the Tier 2 Nameserver functions but outsources those functions to a Tier 2 Nameserver provider.

12.6.2.1 Assumptions

· The ENUM Registrant interfaces with an ENUM Registrar for registering ENUM service for his/her Telephone Number (TN).  No agent or broker is involved.

· The ENUM Registrar and a Tier 2 Nameserver provider have a business relation and have an established trust relationship if ENUM Registrar uses a Tier 2 Nameserver provider.  This includes the method for secure communication, the assignment of user id and password for session management and a registrar ID for ENUM Registration identification, and exchange of contact and other information before ENUM registrations begin.  How to open a secure communication link and establish a session between the Registrar and Tier 2 Service provider are not included in the provisioning procedures.

· The ENUM registrars have established trust relationship with the Tier 1 Registry.  This includes the method for secure communication, the assignment of user id and password for session management and a registrar ID for ENUM Registration identification, and exchange of contact and other information before ENUM registrations begin.  How to open a secure communication link and establish a session between Tier 1 Registry and ENUM Registrar are not included in the provisioning procedures.

12.6.2.2 Proposed Provisioning Procedures

1. ENUM Registrant selects an ENUM Registrar and provides the following information to that ENUM Registrar to register ENUM service for his/her TN:


· ENUM domain name

· ENUM registration period (e.g., two years)

· ENUM Registrant's information and administrative and billing contact information

· Application-related information (e.g., application/service types and e-mail addresses and sip, fax and tel URLs) and the preference value, if specified, for each application-related address

· Any AAA-related information required by ENUM Registrar

2. ENUM Registrar may interact with ENUM Registrant for more information if needed.  ENUM Registrar then validates ENUM Registrant's identity and TN assignment (methodology and procedures to be defined by the Security TG).

3. If the validation fails, the application for ENUM service is rejected.  The process stops for an unauthorized ENUM Registrant.  ENUM Registrant, if the valid TN assignee, either provides more information to get the rejection reversed and continue with Step 2b or selects another ENUM Registrar and goes back to Step 1.  He/she also may decide not to register for ENUM service.

4. If the validation is successful, ENUM Registrar may check whether it has an existing ENUM registration for the same ENUM domain name from a different ENUM Registrant.  

5. If YES, ENUM Registrar initiates the dispute resolution process (methodology and procedures defined in the Section 17) and this process stops.

6. If NOT, ENUM Registrar proceeds with Step 3. 

7. ENUM Registrar selects the Tier 2 Nameserver Provider and provides the following information to that Tier 2 Nameserver Provider:

One of the two below:

1) Naming Authority Pointer (NAPTR) Resource Records (RRs).

If Tier 2 Nameserver Provider formulates the NAPTR RRs

2)       a) TN or ENUM domain name.

b) Application-related information (e.g., application/service types and e-mail addresses and sip, fax and tel Uniform Resource Locators (URLs)) and the preference value, if specified, for each application-related address.

8. Tier 2 Nameserver Provider assigns at least two nameservers, provides the following information to ENUM Registrant and updates the zone file for this ENUM domain name at the assigned nameservers:  

· A list of nameserver host names associated with ENUM domain name

· Contact information for technical contact person for the ENUM domain name
(Note: see the Appendix for details)

9. ENUM Registrar registers the ENUM domain name with Tier 1 Registry by providing the following information:

· Request for new ENUM domain name registration

· ENUM domain name (e.g., 4.3.2.1.3.3.5.2.0.2.1.e164.arpa)

· A list of nameserver host names

· ENUM Registration period (e.g., two years)

10. If required, the ENUM Registrant's contact information and technical, administrative and billing contact information.

11. After successful authentication and authorization checks of ENUM Registrar, Tier 1 Registry determines whether there is an existing ENUM registration for the same ENUM domain name.

12. If YES, it initiates the dispute resolution process (methodology and procedures to be defined in the Dispute Resolution Document) and this process stops.

13. If NOT, Tier 1 Registry acknowledges to ENUM Registrar that the ENUM domain name registration is accepted with a registration expiration date.  Tier 1 Registry then performs the zone file updates to add the NS RRs of this ENUM domain name to its nameservers.  After the zone file updates have been performed at Tier 1 Registry, real-time DNS queries for this particular ENUM domain name will be able to retrieve the nameserver information where NAPTR RRs are hosted.  

14. After receiving the positive acknowledgement from Tier 1 Registry, ENUM Registrar records this successful ENUM registration and may inform ENUM Registrant about the successful registration of his/her ENUM domain name.

12.6.3 Corporate Registrant Selects the Tier 2 at Initial ENUM Registration

A corporate ENUM Registrant selects the Tier 2 Nameserver provider before approaching an ENUM Registrar for ENUM service registration.

12.6.3.1 Assumptions

· ENUM Registrant deals with ENUM Registrar for registering ENUM service for his/her Telephone Number (TN).  No agent or broker is involved.

· Tier 2 Nameserver Provider selected by ENUM Registrant is the technical contact for the registered ENUM domain name.  ENUM Registrant is the billing and administrative contacts for the registered ENUM domain name.  This is to simply the description about who gives what information.

· ENUM registrars have established trust relationship with Tier 1 Registry.  This includes the method for secure communication, the assignment of user id and password for session management and a registrar ID for ENUM Registration identification, and exchange of contact and other information before ENUM registrations begin.  How to open a secure communication link and establish a session between Tier 1 Registry and ENUM Registrar are not included in the provisioning procedures.

· A corporation provides one or more contact persons to the telephony service provider (TSP) when subscribing to the telephony service.  Only those designated contact persons can subscribe ENUM service from an ENUM Registrar.  ENUM Registrant can register many TNs at the same time but only one TN is described in the procedures.

· Only the authorized contact person for the corporation's telephony service account can act on behalf of a corporate ENUM Registrant to register for ENUM service.

· There are certainly other alternative ways that can be involved in the procedures but they are not elaborated to simply the description.

· There is no need to provide the IP addresses that are associated with the nameservers because those nameservers are not likely to be under the .arpa zone (they are the out-of-zone hosts).

12.6.3.2 Proposed Provisioning Procedures

The provisioning procedures are exactly the same as those described in Scenario 7.1 when AAA-related data elements and procedures are not considered.  A corporate ENUM Registrant needs to provide company credit reference information when dealing with Tier 2 Nameserver provider and ENUM Registrar.

12.6.4 Corporate Registrant Did Not Select the Tier 2 at Initial ENUM Registration

A corporate ENUM Registrant does not select the Tier 2 Nameserver provider before approaching an ENUM Registrar for ENUM service registration.  In this scenario, ENUM Registrar does not support the Tier 2 Nameserver functions but outsources those functions to a Tier 2 Nameserver provider.

12.6.4.1 Assumptions

· Same assumptions as are described in Scenario 7.3 except that the Corporate ENUM Registrant does not select Tier 2 Nameserver provider.

12.6.4.2 Proposed Provisioning Procedures

The provisioning procedures are exactly the same as those described in Scenario 7.2 when AAA-related data elements and procedures are not considered.  A corporate ENUM Registrant needs to provide company credit reference information when dealing with ENUM Registrar.

12.6.5 Broker/Agent Involved In Initial ENUM Registration

A broker or agent is authorized by ENUM Registrant for ENUM service registration on behalf of ENUM Registrant. 

12.6.5.1 Assumptions

· ENUM Registrant authorizes a broker or an agent to register ENUM service on behalf of himself/herself.  

12.6.5.2 Proposed Provisioning Procedures

In addition to the procedures described in Sections 7.1 through 7.4, ENUM Registrar or Tier 2 Nameserver Provider must validate that the broker/agent is indeed authorized by ENUM Registrant to register ENUM service for him/her or to contract with Tier 2 Nameserver Provider.  See [16] for the data elements that proves the authorization and procedures to verify the authorization.

12.6.6 ENUM Registrant transfers his/her ENUM service registration to another ENUM Registrar.

ENUM Registrant transfers his/her ENUM service registration to another ENUM Registrar.

12.6.6.1 Assumptions

· ENUM Registrant uses the same Tier 2 Nameserver Provider and the nameservers are the same. 

· ENUM Registrant can initiate the transfer of ENUM registration at any point during the term of the registration.

12.6.6.2 Proposed Provisioning Procedures

1.
ENUM Registrant decides to use another ENUM Registrar for his/her ENUM service registration and provides the following information to that ENUM Registrar:

· ENUM domain name.

· [A list of nameserver host names associated with the ENUM domain name.]

· Existing ENUM registration expiration date.

· [ENUM registration renewal period (e.g., two years.)]

· ENUM Registrant's information and technical, administrative and billing contact information.

-
Any AAA-related information required by ENUM Registrar.

2.
ENUM Registrar may interact with ENUM Registrant for more information if needed.  ENUM Registrar then validates ENUM Registrant's identity and TN assignment (methodology and procedures to be defined by the Security TG).   The validation may be waived if ENUM Registrant provides the password associated with his/her ENUM domain name when the EPP is used between Tier 1 Registry and ENUM Registrar.  If that is the case, go to Step 2b.

a.
If the validation fails, the request for transferring the ENUM service registration is rejected.  The process stops for an unauthorized ENUM Registrant.  ENUM Registrant, if the valid TN assignee, either provides more information to get the rejection reversed and continue with Step 2b or selects another ENUM Registrar and goes back to Step 1.  He/she also may decide not to transfer his/her ENUM service registration.

b.
If the validation is successful, go to Step 3.  

3.
ENUM Registrar requests that Tier 1 Registry transfer the service registration for this particular ENUM domain name by providing the following information:

· Request for transferring an existing ENUM domain name.

· ENUM domain name (e.g., 4.3.2.1.3.3.5.2.0.2.1.e164.arpa).

· [ENUM Registration renewal period (e.g., two years)]

· Any AAA-related information.

Please note that the password associated with the ENUM domain name is provided to Tier 1 Registry if EPP is used.  This ENUM Registrar may also request for transferring some of the contact objects when needed.  The process would be similar except that a Contact ID instead of the ENUM domain name and the password associated with the Contact object instead of the one associated with the ENUM domain name object are used for each to-be-transferred Contact object.

4.
After successful authentication and authorization checks of ENUM Registrar, Tier 1 Registry determines whether there is an existing service registration for the ENUM domain name that can be transferred.

a.
If YES, it puts the ENUM domain name in the “pending transfer” state and informs the old ENUM Registrar about the transfer.

i.
If Tier 1 Registry receives an acknowledgement from the old ENUM Registrar or times out for receiving an acknowledgement, it completes the transfer (e.g., the new ENUM Registrar is now the sponsoring registrar) and changes the state of the ENUM domain name back to the “active” state.  Tier 1 Registry also notifies the new ENUM Registrar about the successful completion of the transfer request.

ii.
If Tier 1 Registry receives a negative acknowledgement from the old ENUM Registrar, it will deny the transfer and the old and new ENUM Registrars and ENUM Registrant need to resolve this among them.

b.
If NOT, Tier 1 Registry rejects the transfer by indicating that the ENUM domain name does not exist.

5.
After receiving the response from Tier 1 Registry, ENUM Registrar performs the following:

a.
If the transfer is complete, it puts the information associated with the transferred ENUM domain name in the local data stores.  It informs ENUM Registrant about the successful transfer and completes the necessary actions (e.g., collects the registration fee from ENUM Registrant for the renewal period and pays Tier 1 Registry).  

b.
If the old ENUM Registrar rejects the transfer, it informs ENUM Registrant about the result and urges ENUM Registrant to settle the matter with the old ENUM Registrar.

c.
If the transfer is rejected due to non-existence of the ENUM domain name, it informs ENUM Registrant about the result.

12.6.7 ENUM Registrant Checks/Changes Information at ENUM Registrar

ENUM Registrant checks or changes information stored at ENUM Registrar.

12.6.7.1 Assumptions

· ENUM Registrant has already set up an account with ENUM Registrar.

· ENUM Registrant can check and make changes to all the information except the Telephone Number (TN) kept by ENUM Registrar.

· ENUM Registrant may initiate the OAM&P changes himself/herself, or his/her action may be triggered by requests from Tier 2 Nameserver Provider if ENUM Registrant is the only one that can deal with ENUM Registrar.

· Some data change/addition/deletion made by ENUM Registrant at ENUM Registrar needs to be reflected at Tier 1 Registry.  It wont' happen that ENUM Registrar approves and acts upon such a request but Tier 1 Registry denies that request.

12.6.7.2 Proposed Provisioning Procedures

1. ENUM Registrant provides the authentication/authorization information and indicates the type of request with the associated information to ENUM Registrar.  The type of request and associated information may include 

· EDITOR BEGS FOR A FLOWCHART

Check

Status of ENUM domain name registration

All or certain current values associated with the registered ENUM domain name account such as:
· Technical, administrative and billing contact information

· Contact information for the account with ENUM Registrar

· Nameservers

· Registration expiration date

Add

New nameserver

Additional technical, administrative or billing contact information

Additional Contact information for the account with ENUM Registrar

Authorization of Tier 2 Nameserver Provider to access its data stored at ENUM Registrar, if not previously authorized

Delete

Nameserver

Technical, administrative or billing contact information

Contact information for the account with ENUM Registrar

Authorization of Tier 2 Nameserver Provider to access its data stored at ENUM Registrar, if previously authorized

Modify/Change

User id, if permitted

Password

Partial information (e.g., address, phone number and/or e-mail address) in technical, administrative or billing contact information

Partial information (e.g., address) in Registrant's contact information

Partial information (e.g., address) in Tier 2 Nameserver contact information

TSP account information such as the TSP name if ENUM Registrant ports his/her TN to a new TSP or billing address

2. ENUM Registrar validates ENUM Registrant.  

3. If the validation fails, ENUM Registrar rejects the request indicating authentication/authorization failure (e.g., invalid password).  ENUM Registrant, if valid, needs to resolve the problem (e.g., re-assign a password) with ENUM Registrar and resubmit the request.

If the validation is successful, ENUM Registrar proceeds with Step 3.

4. ENUM Registrar checks whether the requested action is valid.

If the request is not valid, ENUM Registrar rejects the request indicating the reason of rejection.  Illegal requests include but are not limited to

Change/modified data that ENUM Registrant is not allowed to change/modify or does not exist

Delete data that does not exist or will result in missing mandatory data

Add data that ENUM Registrant is not allowed to add or will exceed the maximum number allowed for that data

If the request is valid, ENUM Registrar performs required actions that include but are not limited to:

Return the requested information

Replace with data from the request and returns a positive acknowledgement

Delete data and returns a positive acknowledgement

Add data and returns a positive acknowledgement

If the action of change/deletion/addition cannot be preformed due to internal problems, indicate "request pending" to ENUM Registrant.  After successful completion of the request, send a positive acknowledgement to ENUM Registrant

It may inform Tier 2 Nameserver Provider if it is authorized by ENUM Registrant to access/change certain data and ENUM Registrant has made changes to the data that Tier 2 Nameserver Provider is authorized to change

5. ENUM Registrar checks whether it needs to inform Tier 1 Registry about the data change, deletion or addition.

If ENUM Registrar needs not inform Tier 1 Registry about the data change, deletion or addition, it stops the process here. 

If ENUM Registrar needs to inform Tier 1 Registry about the data change, deletion or addition, it provides the authentication/authorization information and indicates the type of request with the associated information to Tier 1 Registry.

6. Tier 1 Registry validates the ENUM Registrar.  

If the validation fails, Tier 1 Registry rejects the request indicating authentication/authorization failure (e.g., invalid password).  ENUM Registrar, if valid, needs to resolve the problem (e.g., re-assign a password) with Tier 1 Registry and resubmit the request.

If the validation is successful, Tier 1 Registry proceeds with Step 6.

7. Tier 1 Registry checks whether the requested action is valid.

If the request is not valid (e.g., syntax error), Tier 1 Registry rejects the request indicating the reason of rejection. 

If the request is valid, Tier 1 Registry performs required actions and returns a positive acknowledgement.

12.6.8 ENUM Registrant Checks/Changes Information at Tier 2 Nameserver Provider

ENUM Registrant checks or changes information stored at Tier 2 Nameserver Provider.

12.6.8.1 Assumptions

· ENUM Registrant has already set up an account with Tier 2 Nameserver Provider.  

· If ENUM Registrant did not select Tier 2 Nameserver Provider at the ENUM service registration, it approaches ENUM Registrar as if it is the Tier 2 Nameserver Provider.

· ENUM Registrant can check and make changes to all the information kept by Tier 2 Nameserver Provider; however, ENUM Registrant is not likely to change his/her the Telephone Number (TN) or ENUM domain name.

· ENUM Registrant may initiate the OAM&P changes himself/herself, or his/her action may be triggered by requests from an ASP if ENUM Registrant is the only one that can deal with Tier 2 Nameserver Provider.

· No data change/addition/deletion made by ENUM Registrant at Tier 2 Nameserver Provider needs to be reflected at ENUM Registrar or Tier 1 Registry.

12.6.8.2 Proposed Provisioning Procedures

1. If ENUM Registrant did not select Tier 2 Nameserver Provider during ENUM service registration, go to Step 4.

Otherwise, ENUM Registrant provides the authentication/authorization information and indicates the type of request with the associated information to Tier 2 Nameserver Provider.  The type of request and associated information may include 

Check

All or certain current values associated with the ENUM Registrant account such as:
· Contact information

· Information in NAPTR RRs

· Authorized ASP list and data each ASP can access/modify

· Credit card information, if applicable

Add

NAPTR RR

Additional Contact information for the account with Tier 2 Nameserver Provider

Authorization of an ASP to access its data stored at Tier 2 Nameserver Provider, if not previously authorized

Delete

Contact information for the account with Tier 2 Nameserver Provider

NAPTR RR

Authorization of an ASP to access its data stored at Tier 2 Nameserver Provider, if previously authorized

Modify/Change

User id, if permitted

Password

Partial information (e.g., address, phone number and/or e-mail address) in ENUM Registrant's contact information

Partial information in NAPTR (e.g., preference value, URL)

Partial information (e.g., address) in ASP contact information

List of data that an ASP can access/modify

2. Tier 2 Nameserver Provider validates ENUM Registrant.  

If the validation fails, Tier 2 Nameserver Provider rejects the request indicating authentication/authorization failure (e.g., invalid password).  The process stops here for invalid ENUM Registrant.  ENUM Registrant, if valid, needs to resolve the problem (e.g., re-assign a password) with Tier 2 Nameserver Provider and resubmit the request by going back to Step 1.  

If the validation is successful, Tier 2 Nameserver Provider proceeds with Step 3.

3. Tier 2 Nameserver Provider checks whether the requested action is valid.

If the request is not valid, Tier 2 Nameserver Provider rejects the request indicating the reason of rejection.  Illegal requests include but are not limited to

Change/modified data that does not exist

Delete data that does not exist or will result in missing mandatory data

Add data that ENUM Registrant is not allowed to add or will exceed the maximum number allowed for that data

If the request is valid, Tier 2 Nameserver Provider performs required actions that include but are not limited to

Return the requested information

Replace with data from the request and returns a positive acknowledgement

Delete data and returns a positive acknowledgement

Add data and returns a positive acknowledgement

If the action of change/deletion/addition cannot be preformed due to internal problems, indicate "request pending" to ENUM Registrant.  After successful completion of the request, send a positive acknowledgement to ENUM Registrant

It may inform an ASP if it is authorized by ENUM Registrant to access/change certain data and ENUM Registrant has made changes to the data that ASP is authorized to change

The process stops.

4. ENUM Registrant provides the authentication/authorization information and indicates the type of request with the associated information to ENUM Registrar.  The type of request and associated information are the same as those described in Step 1.

5. ENUM Registrar validates ENUM Registrant.  

If the validation fails, ENUM Registrar rejects the request indicating authentication/authorization failure (e.g., invalid password).  The process stops here for invalid ENUM Registrant.  ENUM Registrant, if valid, needs to resolve the problem (e.g., re-assign a password) with ENUM Registrar and resubmit the request by going back to Step 1.

If the validation is successful, ENUM Registrar proceeds with Step 6.

6. If ENUM Registrar outsources Tier 2 Nameserver operation to a third-party, go to Step 7.  Otherwise, ENUM Registrar checks whether the requested action is valid.

If the request is not valid, ENUM Registrar rejects the request indicating the reason of rejection.  Illegal requests include but are not limited to

Change/modified data that does not exist

Delete data that does not exist or will result in missing mandatory data

Add data that ENUM Registrant is not allowed to add or will exceed the maximum number allowed for that data

If the request is valid, ENUM Registrar performs required actions that include but are not limited to

Return the requested information

Replace with data from the request and returns a positive acknowledgement

Delete data and returns a positive acknowledgement

Add data and returns a positive acknowledgement

If the action of change/deletion/addition cannot be preformed due to internal problems, indicate "request pending" to ENUM Registrant.  After successful completion of the request, send a positive acknowledgement to ENUM Registrant

It may inform an ASP if it is authorized by ENUM Registrant to access/change certain data and ENUM Registrant has made changes to the data that ASP is authorized to change

The process stops.

7. ENUM Registrar relays the request to Tier 2 Nameserver Provider, which performs the same procedures as stated in Steps 6a and 6b except that the response is relayed through ENUM Registrar.  If for any reason ENUM Registrar cannot relay the response to ENUM Registrant, either Tier 2 Nameserver Provider or ENUM Registrar may re-transmit the response for a certain time period depending on who detects the failure.

12.6.9 ENUM Registrar Checks/Changes Information at Tier 1 Registry

ENUM Registrar checks or changes information stored at Tier 1 Registry.

12.6.9.1  Assumptions

· Only the checks/changes initiated by ENUM Registrar are discussed.  Checks/changes initiated by ENUM Registrant and Tier 2 Nameserver Providers may be accomplished through the Registrar.

· ENUM Registrar does not initiate a transfer request without ENUM Registrant’s request.

12.6.9.2 Proposed Provisioning Procedures

1.
ENUM Registrar provides the AAA-related information and indicates the type of request with the associated information to Tier 1 Registry.   Any information that is provided by this ENUM Registrar can be checked and changed by this ENUM Registrar.  An ENUM Registrar may check some information (e.g., whether an ENUM domain name is available) even if the information is provided by other ENUM Registrars.  The type of request and associated information may include 

-
Check

*
All or certain current information associated with the ENUM Registrant’s ENUM service registration such as

+
Contact information

+
Service registration expiration date

+
The last date when an object is created, modified or transferred

+
State of an object (e.g., active, server hold).

*
All or certain current information associated with the ENUM Registrar’s data such as

+


+
Contact information

+
Organizational information

+
IP address(es)

+
[Web site address]

+
[whois server name]

+
Security pass phrase (for authenticating an ENUM Registrar when contacting Tier 1 Registry’s customer support by telephone)

+
User id and password information 

+
Digital certificate information

-
Add

*
Additional ENUM Registrar Contact information

*
Additional ENUM Registrar Organizational information

*
Additional IP address(es)

*
Additional credit/debit card and/or bank information

*
Additional user id and password

-
Delete

*
Contact information

*
IP address(es)

*
Credit card and/or bank information

*
User id and password, when there are multiple accounts.

-
Modify/Change

*
Partial information (e.g., address, phone number and/or e-mail address) in ENUM Registrar’s contact information

*
Partial information  in ENUM Registrar’s such as  contact information, user id, password, security pass phrase, digital certificate information, web site address and whois server name.

2.
Tier 1 Registry validates the ENUM Registrar.  

a.
If the validation fails, Tier 1 Registry rejects the request indicating authentication/authorization failure (e.g., invalid password).  ENUM Registrar, if valid, needs to resolve the problem (e.g., re-assign a password) with Tier 1 Registry and resubmit the request.

b.
If the validation is successful, Tier 1 Registry proceeds with Step 3.

3.
Tier 1 Registry checks whether the requested action is valid.

a.
If the request is not valid (e.g., syntax error), Tier 1 Registry rejects the request indicating the reason of rejection. 

b.
If the request is valid, Tier 1 Registry performs required actions and returns a positive acknowledgement.

4.
When a response is received, ENUM Registrar performs the following:

a.
If the request is rejected, it tries to determine the cause of the failure and re-submit the request, if needed, after the problem is cleared.

b.
If the request is accepted, it makes the necessary changes/additions/deletions in the local data stores.

12.6.10  ENUM Registrant Renews ENUM Registration

ENUM Registrant renews his/her ENUM service registration when the previous ENUM service registration is to expire or when he/she decides to extend the service registration period at any time before the existing service registration expires.

12.6.10.1 Assumptions

· ENUM Registrant does not change ENUM Registrar for the renewed registration period.

· Host information associated with the ENUM domain name does not change.

· ENUM Registrant will renew the service contract, if necessary, with Tier 2 Nameserver Provider.  This process is not discussed.

12.6.10.2  Proposed Provisioning Procedures

1.
ENUM Registrant requests ENUM Registrar to renew or extend the existing ENUM service registration by providing the following information:

· ENUM domain name.

· Renewal period (e.g., two years).

· Any AAA-related information required by ENUM Registrar for renewal.

2.
ENUM Registrar then validates ENUM Registrant's identity and TN assignment (methodology and procedures to be defined by the Security TG).

a.
If the validation fails, the application for renewing ENUM service registration is rejected.  The process stops for an unauthorized ENUM Registrant.  ENUM Registrant, if the valid TN assignee, provides more information to get the rejection reversed and continue with Step 2b.   He/she also may decide not to renew the ENUM service registration.

b.
If the validation is successful, ENUM Registrar proceeds with Step 3. 

3.
ENUM Registrar requests Tier 1 Registry to renew the ENUM domain name by providing the following information:

· Request to renew ENUM service registration.

· ENUM domain name (e.g., 4.3.2.1.3.3.5.2.0.2.1.e164.arpa).

· Renewed ENUM Registration period (e.g., two years).

· Any AAA-related information required by Tier 1 Registry.

4.
After successful authentication and authorization checks of ENUM Registrar, Tier 1 Registry determines whether there is an existing ENUM registration for the requested ENUM domain name.

a.
If YES, Tier 1 Registry acknowledges to ENUM Registrar that the ENUM domain name registration is renewed with a new registration expiration date.  Tier 1 Registry then updates the data (e.g., new registration expiration date and date when renewal is done) in the local data stores.

b.
If NOT, Tier 1 Registry rejects the request.  This case is not likely to happen.

5.
After receiving the response from Tier 1 Registry, ENUM Registrar performs the following:

a.
If the renewal is accepted, it updates information such as the service registration expiration date and the date the renewal is done in the local data stores.  It informs ENUM Registrant about the successful renewal and completes the necessary actions (e.g., collects the registration fee from ENUM Registrant for the renewal period and pays Tier 1 Registry).

b.
If the renewal is rejected due to non-existence of the ENUM domain name, it informs ENUM Registrant about the result.

12.6.11 ENUM Registrant Terminates ENUM Registration

ENUM Registrant terminates his/her ENUM service registration before the previous ENUM service registration expires.

12.6.11.1 Assumptions

· ENUM service registration is to be terminated before the registration expiration date.

12.6.11.2 Proposed Provisioning Procedures

1. ENUM Registrant contacts the ENUM Registrar and indicates his/her desire to terminate registration for his/her ENUM domain name.  ENUM Registrant provides the following information:


· ENUM domain name

· Request for terminating ENUM service

· Any AAA-related information required by ENUM Registrar

2. ENUM Registrar checks if the request (see [18] for detail procedures) comes from the authorized ENUM Registrant.

If YES, ENUM Registrar reminds ENUM Registrant that terminating his/her ENUM registration may cause associated addresses and services to no longer function as before.  Proceed to step 3.

If NO, ENUM Registrar ends the termination process by indicating to the requester that he/she is not authorized to terminate the service registration for the subject ENUM domain name.

3. ENUM Registrar notifies Tier 1 Registry about service termination by providing the following information:

· ENUM domain name

· Request for terminating ENUM service

· Any AAA-related information required by Tier 1 Registry

4. Tier 1 Registry removes the ENUM registration for the subject ENUM domain name from its local data store and name servers.  It then notifies ENUM Registrar that the registration has been terminated.

5. ENUM Registrar acknowledges the successful execution of the request to ENUM Registrant.

6. Removal of NAPTR records at Tier 2 Nameserver provider:

If ENUM Registrar also provides the Tier 2 Nameserver function it removes the NAPTR records from its nameservers. 

If ENUM Registrar uses a Tier 2 Nameserver provider, it notifies the Tier 2 Nameserver provider to terminate the service by removing the NAPTR records from its nameservers. 

If ENUM Registrant had contracted for the Tier 2 Nameserver function directly, ENUM Registrant notifies the Tier 2 Nameserver provider to terminate the service by removing the NAPTR records from its nameservers.

If ENUM Registrant provided the Tier 2 Nameserver function him/her/itself, it will remove the NAPTR records from his/her/its nameservers.

7. Notification of Application Service Providers.  The Registrant should notify his/her/its ASPs (if he/she/it has not already) that his/her/its ENUM registration has been terminated.

12.6.12  ENUM Registrant No Longer a TN Assignee

ENUM Registrant terminates his/her ENUM service registration before the previous ENUM service registration expires, which may result in dangling registration.

12.6.12.1 Assumptions

· ENUM Registrant does not inform ENUM Registrar that he/she is no longer the TN assignee.

· ENUM Registrar detects that ENUM Registrant is no longer the TN assignee through the periodic re-validations or notification from ENUM Registrant’s serving TSP.

12.6.12.2 Proposed Provisioning Procedures

1.
ENUM Registrar determines that the registration of an ENUM domain name should be terminated; it requests Tier 1 Registry to delete the ENUM domain name by providing the following information:

· Request to delete ENUM service registration.

· ENUM domain name (e.g., 4.3.2.1.3.3.5.2.0.2.1.e164.arpa).

· Any AAA-related information required by Tier 1 Registry.

2.
After successful authentication and authorization checks of ENUM Registrar, Tier 1 Registry determines whether there is an existing ENUM registration for the requested ENUM domain name.

a.
If YES, Tier 1 Registry acknowledges to ENUM Registrar that the ENUM domain name registration is deleted.  Tier 1 Registry then removes information associated with the ENUM domain name in the local data stores and updates the zone file.

b.
If NOT, Tier 1 Registry rejects the request.  This case is not likely to happen.

3.
After receiving the response from Tier 1 Registry, ENUM Registrar performs the following:

a.
If the deletion is accepted, it removes information associated with the ENUM domain name in the local data stores.  It may inform ENUM Registrant about the termination of his/her ENUM domain name registration and the technical contacts associated with the ENUM domain name via e-mails about removal of the NAPTR RRs from the nameservers.

b.
If the deletion is rejected due to non-existence of the ENUM domain name, it removes information associated with the ENUM domain name in the local data stores.

12.6.13   ENUM Registrar Terminates the ENUM Registration

ENUM Registrar terminates ENUM Registrant’s service registration before the previous ENUM service registration expires due to contractual business reasons.  This can happen when ENUM Registrant does not pay ENUM Registrar the registration fee before the grace period of ENUM service registration (e.g., five days) expires.  It may also happen if ENUM Registrar determines that an ENUM registration is no longer valid (e.g., as the result of dispute resolution process). 

12.6.13.1 Assumptions

· This ENUM Registrar has registered the subject ENUM domain name.

12.6.13.2 Proposed Provisioning Procedures

The provisioning procedures are exactly the same as those described in Section 7.12. 

12.6.14 Tier 1 Registry Terminates the ENUM Registration

Tier 1 Registry determines that the registration of an ENUM domain name should be terminated.

12.6.14.1 Assumptions

· ENUM Registrant does not renew the service registration for his/her ENUM domain name and the grace period for renewal has expired.

12.6.14.2 Proposed Provisioning Procedures

1.
Tier 1 Registry determines that the registration of an ENUM domain name should be terminated; it removes information associated with the ENUM domain name in the local data stores and updates the zone file

2.
Tier 1 Registry may inform the technical contacts via e-mails associated with the ENUM domain name to remove the NAPTR RRs from the nameservers.

12.6.15 Area Code Split, Same Tier 1 Registry Handles Both the Old and New Area Codes

Due to area code split, the new area code is assigned to the same Tier 1 Registry that handles the old area code.

12.6.15.1 Assumptions

· The Tier 1 Registry that handles the old area code is given the new area code when area code split happens.

· Tier 1 Registry, ENUM Registrars and Tier 2 Nameserver Providers that are involved in the telephone numbers (TNs) impacted by the area code split will take the necessary steps to support area code split and the permissive dialing period
 whether ENUM Registrant informs them about the area code split/TN change or not.

· The ENUM domain name that is associated with the telephone number under the old area code is referred to as the "old ENUM domain name."   The ENUM domain name that is associated with the telephone number under the new area code is referred to as the "new ENUM domain name."  For example, if the TN 703-434-1234 has registered for ENUM service and is to be changed to 571-434-1234, the old ENUM domain name would be "4.3.2.1.4.3.4.3.0.7.1.e164.arpa," and the new ENUM domain name would be "4.3.2.1.4.3.4.1.7.5.1.e164.arpa."    The TN under the old area code (e.g., 703-434-1234) is referred to as the "old TN," and the TN under the new code (e.g., 571-434-1234) is referred to as the "new TN."

· Only the ENUM domain names that are associated with the TNs impacted by area code split (those that are to be changed to the new area code) are discussed.  ENUM domain names that are not impacted by area code split are handled by normal procedures as usual.  For example, if 703-538-6789 is not subject to the area code change, its associated ENUM domain name, 9.8.7.6.8.3.5.3.0.7.1.e164.arpa, 

· T1 is the time (e.g., 12:01am EST on 6/1/01) when the new area code (e.g., 434 split from the old area code 804) becomes effective and permissive dialing period starts.  T2 is the time (e.g., 12:01am EST on 1/15/02) when the permissive dialing period ends.

· Normally an area code split involves only the area code change; however, it may happen that both the area code and office code of a TN are changed.    When area code change is mentioned in this document, it covers the case when both the area code and office code are changed.

In very rare cases, area code split may be done based on the geographical boundary (e.g., country line), which may result in a situation of "partitioned NPA+NXX."   Some TNs in a NPA+NXX are changed to the new area code while others remain in the old area code.   It is for further study as to how the specific TNs under a partitioned NPA+NXX code can be obtained from the telephony service providers because only the serving telephony service provider of a TN knows whether that TN is impacted by area code split.  It may be also possible, although not likely, to directly verify with ENUM Registrant whether his/her TN is impacted by area code split. 

· North American Numbering Plan Administrator (NANPA) (http://www.nanpa.com) offers free notifications of area code splits; however, the information reflects the affected NPA+NXX codes at the notification time.  Because NPA+NXX codes can be added or deleted, there is a need to know the updated information.  Affected NPA+NXX codes for a particular area code split can be found in the "area code split exchange diskette" from Telcordia (http://www.trainfo.com).

12.6.15.2 Proposed Provisioning Procedures

12.6.15.2.1 Procedures/Guidelines for Tier 1 Registry with Permissive Dialing Period

Tier 1 Registry is informed that it is to handle the new area code due to area code split and T1 and T2 that are associated with the permissive dialing period.   If the same Tier 1 Registry always handles the old and new area codes for an area code split, it shall monitor the announcements about the area code splits.

One week before T1, it is recommended that Tier 1 Registry send an e-mail message to each associated ENUM Registrar about the area code split and to remind it to take the appropriate actions about the area code split.  

At any time before T1, Tier 1 Registry shall not accept any request on any new ENUM domain name from ENUM Registrar.   This is because that the new TN under the new area code is not yet effective before T1.

Starting at T1, Tier 1 Registry shall be capable of accepting and responding to any request made on the new ENUM domain name from ENUM Registrar and perform data updates on the local data stores and zone files, if applicable.

Tier 1 Registry shall not accept any request on any old ENUM domain name from ENUM Registrar during the permissive dialing period. 

At T1, Tier 1 Registry shall perform zone file updates to add all the new ENUM domain names.   One or more than one new zone files may be created or new data is added to the existing zone file for those new ENUM domain names with exactly the same nameserver information copied from those associated with the corresponding old ENUM domain names at T1.
    Tier 1 Registry shall not remove the Nameserver (NS) RRs associated with the old ENUM domain names from the existing zone file(s).    

Tier 1 Registry should follow the guidelines below in setting the Time to Live (TTL)
 values for the NS RRs associated with the old ENUM domain name or for the minimum TTL in the Start of a zone of Authority (SOA) RR if that minimum TTL is the default TTL value for all the RRs in the same zone.

Set the TTL to a value between a day and a week in the beginning and before the last month of the permissive dialing period.

Set the TTL to a value between an hour and a day in the last month but before the last week of the permissive dialing period.

Set the TTL to a value between ten minutes and an hour in the last week but before the last day of the permissive dialing period.

Set the TTL to ten minutes in the last day of the permissive dialing period.

The TTL in the NS RRs associated with the new ENUM domain name is set to a typical value (e.g., from a day to a week) depending on the Tier 1 Registry policy (e.g., frequency of zone file updates).  

Within twenty-four hours after T1, Tier 1 Registry shall update its stored information to reflect the area code change on all the TNs.   It shall search the local data stores and change all the TNs that are subject to the area code change, not just those that are associated with the old ENUM domain names.  This will change all the phone numbers and fax numbers in the contact information of all the records.  

Tier 1 Registry shall not accept any request (e.g., create, check, update, renew or transfer) on any old ENUM domain name during the permissive dialing period while it maintains records associated with the old ENUM domain name.  

Tier 1 Registry shall keep the nameserver information in the zone file and information in the local data stores associated with each new ENUM domain name synchronized with the those associated with the corresponding old ENUM domain name during the permissive dialing period.  Any update request on the new ENUM domain name that is received from ENUM Registrar during the permissive dialing period shall cause the same update on the old ENUM domain name.  This includes the data in the whois database in case there are enquires about the whois information on the old ENUM domain names.   Because of this need for data synchronization, it is highly recommended that the same Tier 1 Registry handle both the old and new area codes when there is an area code split.  

During the permissive dialing period, if Tier 1 Registry receives a create request for an ENUM domain name that is available (e.g., no record exists for this ENUM domain name) and the associated TN is a new TN due to area code split, it shall create a record for the old ENUM domain name in addition to the record for the new ENUM domain name.

At T2, Tier 1 Registry shall perform zone file updates to remove the NS RRs associated with the old ENUM domain names.  It shall remove all the records associated with the old ENUM domain names from the local data stores.

After the permissive dialing period expires, Tier 1 Registry shall expect new ENUM registrations on the old ENUM domain names because the associated TNs can be reassigned to new telephony subscribers.

Within twenty-four hours after T2, Tier 1 Registry should send an e-mail message to each technical contact and ENUM Registrant that are associated with each old ENUM domain name to remind them to update the zone file(s) by removing any RR in the zone file and the data in the local data stores that are associated with the old ENUM domain name.  

12.6.15.2.2 Procedures/Guidelines for Tier 1 Registry without Permissive Dialing Period

Since there is no permissive dialing period, T1 and T2 are the same.  T1 in this case is be time when the new TN must be dialed and the old TN must not be dialed.

Tier 1 Registry is informed that it is to handle the new area code due to area code split and T1 when mandatory dialing starts.   If the same Tier 1 Registry always handles the old and new area codes for an area code split, it shall monitor the announcements about the area code splits.

One week before T1, it is recommended that Tier 1 Registry send an e-mail message to each associated ENUM Registrar about the area code split and to remind it to take the appropriate actions about the area code split. 

At any time before T1, Tier 1 Registry shall not accept any request on any new ENUM domain name from ENUM Registrar.   This is because that the new TN under the new area code is not yet effective before T1.

Tier 1 Registry should follow the guidelines below in setting the Time to Live (TTL) values for the NS RRs associated with the old ENUM domain name or for the minimum TTL in the Start of a zone of Authority (SOA) RR if that minimum TTL is the default TTL value for all the RRs in the same zone.

Set the TTL to a value between a day and a week when more than a month before T1.

Set the TTL to a value between an hour and a day when less than a month but more than a week before T1.

Set the TTL to a value between ten minutes and an hour when less than a week but more than a day before T1.

Set the TTL to ten minutes within the last day before T1.

At T1, Tier 1 Registry shall perform zone file updates to change all the old ENUM domain names to the new ENUM domain names while keeping the nameserver information unchanged.  This can also be done by adding the NS RRs for the new ENUM domain names and removing those associated with the old ENUM domain names when dynamic updates are done.  The TTL in the NS RRs associated with the new ENUM domain names should be set to a typical value (e.g., from a day to a week) depending on the Tier 1 Registry policy (e.g., frequency of zone file updates).

Starting at T1, Tier 1 Registry shall be capable of accepting and responding to any request made on the new ENUM domain name from ENUM Registrar and perform data updates on the local data stores and zone files, if applicable.

Within five minutes after T1, Tier 1 Registry shall update its stored information to reflect the area code change on all the TNs.   It shall search the local data stores and change all the TNs that are subject to the area code change, not just those that are associated with the old ENUM domain names.  This will change all the phone numbers and fax numbers in the contact information of all the records.  

After T1, Tier 1 Registry shall expect new ENUM registrations on the old ENUM domain names because the associated TNs can be reassigned to new telephony subscribers.

12.6.15.2.3 Procedures/Guidelines for ENUM Registrar with Permissive Dialing Period

ENUM Registrar should be aware of any area code split and the associated T1 and T2 that impacts the ENUM domain names registered through it.  It may learn about the area code split from the NANPA, state Public Utility Commission (PUC), the news media or ENUM Registrant.  

One week before T1, it is recommended that ENUM Registrar inform ENUM Registrant, based on the registrant contact information, about the changes of the ENUM domain name and the contacts' phone numbers and/or fax numbers for each old ENUM domain name.  If it has the technical contact information or if it deals with Tier 2 Nameserver Provider, ENUM Registrar should send an e-mail message to each technical contact or the contact person of the Tier 2 Nameserver Provider to remind him/her to update the zone file(s) by adding the NS RRs and Naming Authority Pointer (NAPTR) RRs for the new ENUM domain name before T1 and to leave the NS RRs and NAPTR RRs associated with the old ENUM domain names in the existing zone file(s) until the permissive dialing period expires.

At any time before T1, ENUM Registrar may not accept any request on any new ENUM domain name from ENUM Registrant and shall not submit any request on any new ENUM domain name to Tier 1 Registry.

Within twenty-four hours after T1, ENUM Registrar shall update its stored information to reflect the area code change on all the TNs.   It shall search the databases and change any TN that is subject to the area code change.  This will change all the phone numbers and fax numbers in the contact information in all the records.

It is recommended that ENUM Registrar verify with ENUM Registrant, or Tier 2 Nameserver Provider, if it is allowed to access/update data, whether a telephone number is correct when it receives a request during the permissive dialing period to add a phone or fax number or to change to a phone or fax number that is in a NPA+NXX subjecting to an area change due to area code split.

Starting at T1, ENUM Registrar shall be capable of accepting and responding to any request made on the new ENUM domain name from ENUM Registrant and perform data updates on the local data stores and with Tier 1 Registry, if applicable.

ENUM Registrar shall stop accepting any request on any old ENUM domain name during the permissive dialing period.  If ENUM Registrar receives any request on the old ENUM domain name from ENUM Registrant during the permissive dialing period, it should inform ENUM Registrant about the change to the new ENUM domain name due to area code split.  It shall also inform ENUM Registrant and/or the technical contact to have the NAPTR RRs that are associated with both the new and old ENUM domain names in the Tier 2 Nameserver Provider's nameservers.   It needs not maintain any record associated with any old ENUM domain name if ENUM Registrar does not provide whois service.  But if it does offer whois service, it must keep the whois data for the old and new ENUM domain names synchronized.

During the permissive dialing period, if ENUM Registrar receives a new registration for an ENUM domain name that is available (e.g., no record exists for this ENUM domain name) and the associated TN is a new TN due to area code split, it shall submit a create request on the new ENUM domain name and shall inform ENUM Registrant and/or the technical contact to have the NAPTR RRs that are associated with both the new and old ENUM domain names in the Tier 2 Nameserver Provider's nameservers. 

ENUM Registrant may inform ENUM Registrar about the TN change whether it is related to the ENUM domain name or any phone or fax number.  ENUM Registrar can confirm/ignore the update request if the change has been made automatically and may double check whether the change has been made correctly.

After the permissive dialing period expires, ENUM Registrar shall expect new ENUM registrations on the old ENUM domain names because the associated TNs can be reassigned to new telephony subscribers.

12.6.15.3 Procedures/Guidelines for ENUM Registrar without Permissive Dialing Period

ENUM Registrar should be aware of any area code split and the associated T1 that impacts the ENUM domain names registered through it.  It may learn about the area code split from the NANPA, state Public Utility Commission (PUC), the news media or ENUM Registrant.  

One week before T1, it is recommended that ENUM Registrar inform ENUM Registrant, based on the registrant contact information, about the changes of the ENUM domain name and the contacts' phone numbers and/or fax numbers for each old ENUM domain name.  If it has the technical contact information or if it deals with Tier 2 Nameserver Provider, ENUM Registrar should send an e-mail message to each technical contact or the contact person of the Tier 2 Nameserver Provider to remind him/her to update the zone file(s) by adding the NS RRs and NAPTR RRs for the new ENUM domain name and removing those RRs associated with the old ENUM domain name at T1.

At any time before T1, ENUM Registrar may not accept any request on any new ENUM domain name from ENUM Registrant5 and shall not submit any request on any new ENUM domain name to Tier 1 Registry.  

Within five minutes after T1, ENUM Registrar shall update its stored information to reflect the area code change on all the TNs.   It shall search the databases and change any TN that is subject to the area code change.  This will change all the phone numbers and fax numbers in the contact information in all the records.

It is recommended that ENUM Registrar verify with ENUM Registrant, or a Tier 2 Nameserver Provider, if it is allowed to access/update data, whether a telephone number is correct when it receives a request within one month after T1 to add a phone or fax number or to make a change to a phone or fax number that is in a NPA+NXX subjecting to an area change due to area code split.

Starting at T1, ENUM Registrar shall be capable of accepting and responding to any request made on the new ENUM domain name from ENUM Registrant and perform data updates on the local data stores and with Tier 1 Registry, if applicable.

ENUM Registrant may inform ENUM Registrar about the TN change whether it is related to the ENUM domain name or any phone or fax number before or after T1.  ENUM Registrar can confirm/ignore the update request if the change has been made automatically and may double check whether the change has been made correctly.

After T1, ENUM Registrar shall expect new ENUM registrations on the old ENUM domain names because the associated TNs can be reassigned to new telephony subscribers.

12.6.15.4 Procedures/Guidelines for Tier 2 Nameserver Provider with Permissive Dialing Period

Tier 2 Nameserver Provider should be aware of any area code split that impacts the ENUM domain names that it currently hosts the NAPTR RRs and the associated T1 and T2.  It may learn about the area code split from the state PUC, the news media or ENUM Registrant. 

At any time within a week before T1, it is recommended that Tier 2 Nameserver Provider inform ENUM Registrant and Application Service Providers (ASPs), if the ASPs are allowed to update data, that are associated with each old ENUM domain name it currently serves to remind him/her/them that it will automatically update the ENUM domain name and any affected contact information after T1 due to the area code change.  

At any time before T1, Tier 2 Nameserver Provider may not accept any request (e.g., create, update and delete) on any new ENUM domain name from ENUM Registrant.
   

Starting at T1, Tier 2 Nameserver Provider shall be capable of accepting and responding to any request made on the new ENUM domain name from ENUM Registrant and perform data updates on the local data stores and zone files, if applicable. 

During the permissive dialing period, if Tier 2 Nameserver Provider receives a request for an ENUM domain name that has not been provisioned (e.g., no record exists for this ENUM domain name) and the associated TN is a new TN due to area code split, it shall create the NAPTR RRs for both the new and old ENUM domain names. 

Tier 2 Nameserver Provider shall continue accepting requests on the old ENUM domain names until T1.  During the permissive dialing period, Tier 2 Nameserver Provider shall stop accepting any request on any old ENUM domain name from ENUM Registrant or any Application Service Provider (ASP), if the ASP is allowed to update data.  If Tier 2 Nameserver Provider receives any request on the old ENUM domain name from ENUM Registrant or ASP during the permissive dialing period, it should inform ENUM Registrant or ASP about the change to the new ENUM domain name due to area code split.

It is recommended that Tier 2 Nameserver Provider verify with ENUM Registrant, or ASP, if it is allowed to access/update data, whether a telephone number is correct when it receives a request during the permissive dialing period to add a phone or fax number or to make a change to a phone or fax number that is in a NPA+NXX subjecting to an area change due to area code split.

Before T1, Tier 2 Nameserver Provider shall have the NS RRs and NAPTR RRs associated with the new ENUM domain names added to the zone file(s).  The information in the RRs for the new ENUM domain name, except for the owner or domain name, shall be exactly the same as that in the RRs for the old ENUM domain name.  It is recommended that this be done in the last day at least an hour earlier than T1. 

During the permissive dialing period, if Tier 2 Nameserver Provider receives a create request for an ENUM domain name that is available (e.g., no record exists for this ENUM domain name) and the associated TN is a new TN due to area code split, it shall create a record for the old ENUM domain name in addition to the record for the new ENUM domain name.

Tier 2 Nameserver Provider has the choice of either of the following two schemes in handling the RRs associated with the old and new ENUM domain names in the zone file(s):

Maintain the same NS RRs and NAPTR RR information, certainly except for the "owner" or the "domain name," for the old ENUM domain name during the permissive dialing period.

Tier 2 Nameserver Provider shall keep the NS RRs and NAPTR RRs in the zone file and any data in the local data stores (e.g., whois) that are associated with the old ENUM domain name synchronized with those associated with the new ENUM domain name.   Any change to the data associated with the new ENUM domain name during the permissive dialing period will cause the same change to the data associated with the old ENUM domain name.

Use only one Canonical Name (CNAME) RR for the old ENUM domain name (e.g., 4.3.2.1.4.3.4.3.0.7.1.e164.arpa) that identifies the canonical name of an alias, which is the new ENUM domain name (e.g., 4.3.2.1.4.3.4.1.7.5.1.e164.arpa).

Using this scheme, any update to the zone file related to the new ENUM domain name will not require any update to the zone file related to the old ENUM domain name; however, updates to the data in the local data stores (e.g., whois data) are still required.

It is highly recommended that the zone files that contain the CNAME RR for the old ENUM domain name and the NS RRs and NAPTR RRs for the new ENUM domain name, if different, are on the same nameserver so that the nameserver can respond to a query for the old ENUM domain name with the CNAME RR and the NAPTR RRs in the same response.  If the zone files are not on the same nameserver, Tier 2 nameserver will return the CNAME RR, and the ENUM client has to generate a new query for the new ENUM domain name, if it does not have the information cached, causing additional delay in DNS resolution process.  

Tier 2 Nameserver Provider should follow the guidelines below in setting the TTL values for the CNAME RRs or for the NS RRs and NAPTR RRs associated with the old ENUM domain name or for the minimum TTL in the SOA RR if that minimum TTL is the default TTL value for all the RRs in the same zone.

Set the TTL to a value between a day and a week in the beginning and before the last month of the permissive dialing period.

Set the TTL to a value between an hour and a day in the last month but before the last week of the permissive dialing period.

Set the TTL to a value between ten minutes and an hour in the last week but before the last day of the permissive dialing period.

Set the TTL to ten minutes in the last day of the permissive dialing period.

Within twenty-four hours after T1, Tier 2 Nameserver Provider shall update its stored information to reflect the area code change on all the TNs.   It shall search the local data stores and change all the TNs that are subject to the area code change.  This will change all the phone numbers and fax numbers in the contact information of all the records.

ENUM Registrant may inform Tier 2 Nameserver Provider about the TN change whether it is related to the ENUM domain name or any phone or fax number.  Tier 2 Nameserver Provider can confirm/ignore the update request if the change has been made automatically and/or double check whether the change has been made correctly.

At T2, Tier 2 Nameserver Provider shall perform zone file updates to remove all the CNAME RRs or the NS RRs and NAPTR RRs associated with the old ENUM domain names.  It shall remove all data related to the old ENUM domain names from the local data stores.

After the permissive dialing period expires, Tier 2 Nameserver Provider shall expect new service requests on the old ENUM domain names because the associated TNs can be reassigned to new telephony subscribers.

12.6.15.5 Procedures/Guidelines for Tier 2 Nameserver Provider without Permissive Dialing Period

Tier 2 Nameserver Provider should be aware of any area code split that impacts the ENUM domain names that it currently hosts the NAPTR RRs and the associated T1.  It may learn about the area code split from the NANPA, state PUC, the news media or ENUM Registrant. 

At any time within a week before T1, it is recommended that Tier 2 Nameserver Provider inform ENUM Registrant and ASPs, if the ASPs are allowed to update data, that are associated with each old ENUM domain name it currently serves to remind him/her/them that it will automatically update the ENUM domain name and any affected contact information after T1 due to the area code change.  

Tier 2 Nameserver Provider should follow the guidelines below in setting the Time to Live (TTL) values for the NS RRs and NAPTR RRs associated with the old ENUM domain name or for the minimum TTL in the Start of a zone of Authority (SOA) RR if that minimum TTL is the default TTL value for all the RRs in the same zone.

· Set the TTL to a value between a day and a week when more than a month before T1.

· Set the TTL to a value between an hour and a day when less than a month but more than a week before T1.

· Set the TTL to a value between ten minutes and an hour when less than a week but more than a day before T1.

· Set the TTL to ten minutes within the last day before T1.

At any time before T1, Tier 2 Nameserver Provider may not accept any request (e.g., create, update and delete) on any new ENUM domain name from ENUM Registrant.6 

At T1, Tier 2 Nameserver Provider shall perform zone file updates to change all the old ENUM domain names to the new ENUM domain names while keeping the nameserver information and other NAPTR RR information unchanged.  This can also be done by adding the NS and NAPTR RRs for the new ENUM domain names and removing those associated with the old ENUM domain names when dynamic updates are done.  The TTL in the NS RRs and NAPTR RRs associated with the new ENUM domain names should be set to typical values (e.g., from a day to a week) depending on the Tier 2 Nameserver Provider policy (e.g., frequency of zone file updates).

At time T1 or later, Tier 2 Nameserver Provider shall be capable of accepting and responding to any request made on the new ENUM domain name from ENUM Registrant or ASP and perform data updates on the local data stores and zone files, if applicable.

Within five minutes after T1, Tier 2 Nameserver Provider shall update its stored information to reflect the area code change on all the TNs.   It shall search the local data stores and change all the TNs that are subject to the area code change, not just those that are associated with the old ENUM domain names.  This will change all the phone numbers and fax numbers in the contact information of all the records.  

After T1, Tier 2 Nameserver Provider shall expect new ENUM registrations on the old ENUM domain names because the associated TNs can be reassigned to new telephony subscribers.  However, it is recommended that within one month after T1 Tier 2 Nameserver Provider verify with ENUM Registrant or ASP to see whether it is still using the old ENUM domain name or old TNs when receiving requests that are related to the old ENUM domain names or that contain old TN(s).
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12.8 Addenda

This appendix identifies the data elements that the ENUM registrars need to provide to the Tier 1 Registry at the time of initial ENUM registration.    The first list of the data elements are those that are related to the initial ENUM registration and are independent of the protocol used between Tier 1 Registry and ENUM Registrar.  The second list of the data elements are those that may be needed if the Extensible Provisioning Protocol (EPP) is used between Tier 1 Registry and ENUM Registrars.   Some data elements contain several information elements.  Optional data elements or information elements are shown in brackets
 (e.g., [Organization]).  Please note that subjecting to the ENUM Tier 1 Registry policies, additional data elements may be required and some optional data elements may become mandatory and vice versa.  Data elements required for authorization, authentication and accounting with an ENUM Registrar and for secure communications between ENUM Registrars and Tier 1 Registry are addressed in the ENUM Registrar Requirements document [17].

12.8.1 Typical Data Elements Related to ENUM Registration

The data elements that may be provided to Tier 1 Registry are listed below with the reason(s) how each of those data elements may be used by Tier 1 Registry.

ENUM domain name (e.g., 4.3.2.1.3.3.5.2.0.2.1.e164.arpa).  This data element needs to be in the zone file of the Tier 1 Registry's nameservers for DNS resolution.

· Two to thirteen fully qualified domain names for hosts/nameservers (e.g., the host names such as ns1.foo.biz).
   Those domain names need to be in the zone file of the Tier 1 Registry's nameservers for DNS resolution.

· [ENUM Registration period] (e.g., two years).
   This data element is needed to indicate to Tier 1 Registry the period a particular ENUM domain name registration is in effect (assuming maintenance of the underlying number assignment of ENUM Registrant). 

ENUM Registrant's contact information.
  This data element may be used for data escrow and dispute resolution (e.g., Tier 1 Registry can inform ENUM Registrant to transfer to another ENUM Registrar in case his/her serving ENUM Registrar goes out of business).

At least one but not more than two of the postal information below.
  The postal information can be all in American Standard Code for Information Interchange (ASCII) encoding or all in Unicode Transformation Format -8 (UTF-8) encoding or one each when there are two postal records.

+
Name or role/title

+
[Organization]

+
Address ([street], city, [state/province], [zip code/postal code] and country code)

[Phone number and extension, if any]

[Fax number]

E-mail address

Billing contact information (at least one but not more than two).  This data element may be needed for data escrow (e.g., an ENUM Registrar uses Tier 1 Registry as a backup in case of database failure).

At least one but not more than two of the postal information below.  The postal information can be all in ASCII encoding or all in UTF-8 encoding or one each when there are two postal records.

+
Name or role/title

+
[Organization]

+
Address ([street], city, [state/province], [zip code/postal code] and country code)

[Phone number and extension, if any]

[Fax number]

E-mail address

Administrative contact information (at least one but not more than two).  This data element may be needed for data escrow (e.g., an ENUM Registrar uses Tier 1 Registry as a backup in case of database failure) and dispute resolution.

At least one but not more than two of the postal information below.  The postal information can be all in ASCII encoding or all in UTF-8 encoding or one each when there are two postal records.

+
Name or role/title

+
[Organization]

+
Address ([street], city, [state/province], [zip code/postal code] and country code)

[Phone number and extension, if any]

[Fax number]

E-mail address

Technical contact information (at least one but not more than two).  This data element may be needed for data escrow and trouble shooting (e.g., in case that Tier 1 Registry needs to discuss technical issues associated with an ENUM domain name but the serving ENUM Registrar is not available).

At least one but not more than two of the postal information below.  The postal information can be all in ASCII encoding or all in UTF-8 encoding or one each when there are two postal records.

+
Name or role/title

+
[Organization]

+
Address ([street], city, [state/province], [zip code/postal code] and country code)

[Phone number and extension, if any]

[Fax number]

E-mail address

The mandatory and optional data elements or information elements in some of the data elements shown above are based on the EPP-related Internet-Drafts mentioned in footnote #1.  "Mandatory" information elements must be provided and "optional" information elements may or may not be provided to the Tier 1 Registry.

12.8.2 Object-Management Related Data Elements

This section describes the data elements that may need to be provided to Tier 1 Registry if the EPP is used between Tier 1 Registry and ENUM Registrars.  The EPP is an application layer client-server protocol for the provisioning and management of objects stored in a Shared Registration System (SRS).  If the EPP is used between ENUM Registrar and Tier 1 Registry, ENUM Registrar must have the "contact" object(s) and "host" (for nameserver) object(s) created, if they have not been created at Tier 1 Registry yet, before they can create the "domain" object that must refer to those already created "contact" and "host" objects by their "contact IDs" and "host names" for the registered ENUM domain name.

For each to-be-created "contact," or "domain" object, ENUM Registrar must provide an "authorization" data element, which usually is a password,
 to Tier 1 Registry.   The "authorization" data element is used when ENUM Registrar performs the transfer of a  "contact" or "domain" object.  In addition to the "authorization" data element, a "contact ID" data element that is chosen by the ENUM Registrant or ENUM Registrar and is unique within Tier 1 Registry is also provided to Tier 1 Registry for each to-be-created "contact" object.  

To transfer a "domain" object, the new ENUM Registrar provides the domain name and the associated "authorization" data element to Tier 1 Registry.  To transfer a "contact" object, the new ENUM Registrar provides the "contact ID" and the associated "authorization" data element to Tier 1 Registry.  ENUM Registrant needs to get the "contact ID" and the "authorization" information from the old ENUM Registrar and give the information to the new ENUM Registrar to submit a transfer request for that particular "contact" object.

Each "contact," "host" or "domain" object has a list of "status" values that can be set by ENUM Registrar and/or Tier 1 Registry.  

For each "domain" object "sponsored" or "owned" by an ENUM Registrar, this ENUM Registrar can set the status values to prohibit itself from performing update, transfer, delete and/or renew and/or put the object "on hold," when needed.  For each "host" object, the sponsoring ENUM Registrar can set the status values to prohibit itself from performing update, and/or delete.  For each "contact" object, the sponsoring ENUM Registrar can set the status values to prohibit itself from performing update, transfer and/or delete.

When creating a "domain" object, this "domain" object can be associated with the "host" objects that are the nameservers for this "domain" object and with the "contact" objects where each associated "contact" object is given a type such as "technical contact" or "billing contact."  A "host" object cannot be transferred and can only be updated by the ENUM Registrar that sponsors or owns it.  Only the "sponsoring" ENUM Registrar can delete a "host" object; however, it cannot delete the object if the object is associated with another "domain" object.

Those objects are described and discussed here because they are created by ENUM Registrars at the time of initial ENUM registration.

13 Registrar Requirements

Working Document 2003, PRO0036, Working Document 5000
13.1 Scope & Introduction

This section contains ENUM Registrar requirements for entities operating as ENUM Registrars in the USA for registering E.164 telephone numbers into the e164.apra DNS.

ENUM Registrars are entities that via contract with assignees of E.164 numbers and an ENUM Tier-1 Registry and/or an ENUM Tier-2 Provider, provide registration services to ENUM Registrants. ENUM Registrars also are the operational contact with ENUM Registrants and they interface between the ENUM Registrant, the Tier 1 Registry and Tier 2 Service Providers. An ENUM Registrar may also be a Tier 2 provider or may interface with one or more independent Tier 2 providers.

13.2 ENUM Registrant Registration

ENUM Registrars are required to verify that an ENUM Registrant, requesting to subscribe, change or cancel ENUM registration, is the telephone number assignee and is also authorized to subscribe, change or cancel the service. A listing of authentication and verification methods is listed in Section 14.

ENUM Registrars are required to collect certain  minimal information in order to populate the ENUM Registrants E.164 telephone number into e164.arpa: See Section 12.8

13.3 Tier 1 Registration Requirements

ENUM Registrars are required to interface directly with the appropriate US Tier 1 entity to input the ENUM Registrant’s telephone number(s) into the US Tier 1 DNS and also provide the Tier 2 name servers and host names where the Registrants NAPTR records are located. 

ENUM Registrars will be required to establish a business relationship with the US Tier 1 entity(s) prior to registering any telephone number in e164.apra. The nature of the business relationship  will be defined by the contracting entity and embodied in the Registry Agreement and will be the same for all ENUM Registrars.. This necessary to ensure that ENUM Registrants records are properly maintained and that only the assignee of the E.164 telephone number has decided to opt into e164.arpa.

13.4 Tier 2 Registration Requirements

ENUM Registrars are required to provide Tier 2 name server and host names to the Tier 1 Registry(s), therefore ENUM Registrars will interface either directly or indirectly with Tier 2 service providers. An entity, functioning as an ENUM Registrar, can be its own Tier 2 name server operator, and/or can have relationships with single or multiple independent Tier 2 name server operators. Also the ENUM Registrant can be its own Tier 2 name server operator. In any of these cases the ENUM Registrar will need the appropriate secure communication links with Tier 2 name server operators to support both registration and operational activities (e.g. NAPTR record changes).

13.5 Resolution of Registration Conflicts Requirements

Procedures for resolution of registration conflicts are described in Section 17.
13.6 Privacy Requirements

13.7 Registration Changes and Terminations Requirements

13.8 Registrar Infrastructure Requirements

13.8.1 Escrow & Backup

The Registrar will incrementally backup all customer data and transactions on a daily basis.  Once a week, full backup will be made of the datasets.  The backups will be made on commercially available media with an expected lifetime of not less than 15 years. The daily and weekly backups shall be automated as scheduled tasks.  The Registrar will keep four (4) full weekly backups and 

all daily incremental backups since the oldest full backup.

Backup media will be stored in at least two alternating offsite locations.

All customer data must be escrowed with a third party.

13.8.2 Security

13.8.2.1 Physical

All Registrar systems containing customer information shall be in a secured facility. Access to all server rooms shall be controlled by an access database; pass cards, and video surveillance. Guards monitor all areas within the facility and are protected by bulletproof glass. Only those persons authorized by the Registrar are allowed into the facility. All visits shall be logged against a Registrars access lists. Cardkey locks restrict equipment area access. Surveillance cameras shall be located throughout the facility capture all activity to help ensure no unauthorized entry to protected areas.

13.8.2.2 Network

13.8.2.3 Code diversity

13.8.2.4 Systems diversity

13.8.3 Availability

13.8.3.1 General

All availability figures shall me measured to/from at least two diverse points on the Internet located on networks not providing access to the Registrar. All availability figures are to be calculated monthly and made publicly available.

13.8.3.2 Systems 

All registrar systems shall operate with 99.97% availability or better to customers wishing to manage e.164 numbers from the public Internet. This includes systems for updating the Registry and all customer information databases. 

Such availability implies redundant, high availability systems, the implementation of which is at the discretion of the Registrar.

The Registrar shall have experienced technical personnel who can restore the systems to operation in the event of system outage.  Identical hardware with preinstalled software will be available at all locations and, in the event of hardware malfunction, components will be replaced.  All systems must be designed for easy replacement of components, e.g. with hot-swappable hard drives and power supplies.  

All registrar systems shall be capable of providing service to at least 3 times the average load.

Facilities for all customer systems must have Uninterrupted Power System (UPS) with redundant capacity, which allows maintenance to be performed on the system with no risk of a power outage. Back-up generators shall be capable of powering the facility at full power for a minimum of 48 hours before fuel re-supply is necessary.

13.8.3.3 Updates

Updates to registry systems and customer data shall be made within one minute of an update request. 

13.8.3.4 Network

A Registrar shall maintain an average 99.99% network availability every calendar month as measured from at least two monitoring points on the public Internet not connected via the same Internet provider as the registrar. 

A Registrar shall maintain at least two separate network connections to the Internet from two separate Internet service provides with diverse physical and logical routing.

13.9 Registrar – Interaction with Registry 

13.9.1 Dataset

A Registrar shall provide a Registry with one or more valid Nameservers for any e.164 to be registered.

13.9.2 Protocols

Registrar Registry interaction shall, for the purposes of data exchange and request transfer, shall be via EPP, as defined in IETF RFC XXXX.

13.9.3 Timescale

A Registry shall, upon receipt of a valid request from a Registrar, implement the request within one minute of the request.

13.10 Registrar – Interaction with Registrant

13.10.1 Dataset

Data elements required for registration are detailed in Section 13.17
13.10.2 Protocols

The protocol utilized for interacting with the registrant is at the discretion of the registrar. It is anticipated that a number of solutions will be available, including, but not limited to web forms, fax, and postal mail.

13.10.3 Timescale

A registrar, shall, upon receipt of a valid request from a registrant, implement such a request within one business day. It is suggested, however, that competitive advantage may be gained by offering a shorter turnaround and implementation.

13.11 Registrar Interaction with Tier 2
13.11.1 Dataset

13.11.2 Protocols

13.11.3 Timescale

13.12 Registrar protocols

The Registrar will support the open standard interface between the registry and accredited registrars, as defined in the IETF extensible provisioning protocol (EPP) standard suite. e.g., [7],[8],[9].
13.12.1 EPP

13.13 Security Requirements & Implications

14 Authentication and Authorization of Geographic NANP Numbers

[5000_0_11]  Section Numbers need to be examined
This section discusses the authentication and authorization methods that need to be implemented for geographic NANP numbers to ensure that the provisioning of ENUM registration information between all parties involved is validated. For the purposes of this report, authentication is defined as the process of verifying that the applicant is who they say they are. In addition authorization is the process of verifying that the applicant is entitled to register the telephone number. These processes are necessary to verify both the identity of the ENUM registrant and the authority of ENUM registrant to register the requested telephone number. 

This section covers only geographic NANP numbers. There are unique issues associated with authentication and authorization of toll free and other non-geographic numbers. Further study is needed on this issue and this will be addressed in another section.

14.1 Provisioning

Provisioning includes the procedures involved in registering, maintaining, modifying, and deleting an E.164 telephone number in the e164.arpa DNS including the authentication and authorization of the E.164 telephone number assignee. These procedures involve ENUM Registrants, ENUM Registrars, the Tier 1 entity, the Tier 2 entities, and the Tier 0 entity. 

During the initial registration process to “opt in“ an E.164 telephone number to use the ENUM protocol, as well as on an ongoing basis, authentication and authorization procedures are necessary to ensure that ENUM Registrants and the general public are protected from misuse or misrepresentation of telephone numbers in the ENUM e.164 DNS. 

Verifying the identity of the ENUM Registrant and that the ENUM Registrant is authorized to register the telephone number (i.e., verifying that the ENUM Registrant is the telephone number assignee) has to be accomplished during the provisioning process.  The initial and ongoing verification of telephone number assignment is the responsibility of the ENUM Registrar. Trusted business relationships between the ENUM Registrars, Tier 1 Registry, and Tier 2 Service Providers are necessary so that authentication and authorization of information occurs during the provisioning process (e.g., authenticate and authorize the Tier 2 entity to the Tier 1 entity).

14.2 Verification & Authentication Methods

14.2.1 Entities

The following entities may be involved with the authorization and/or authentication in ENUM provisioning. 

ENUM Registrant. 
 

ENUM Tier-2 Provider. 


ENUM Registrar.


ENUM Tier-1 Registry.  

ENUM Tier-0 Registry. 
 

North American Numbering Plan Administrator (NANPA)

RIPE NCC, entity having operational control of ENUM Tier 0, e164.arpa)

US State Dept., entity responsible for notifying the ITU TSB that the USA is opting into e164.arpa 

E.164 Number Provider


ITU TSB, the Tier 0 e164.arpa Administrator

14.2.2 Information Flows

Following are ENUM registration information flows that requires verification:

· ENUM Registrants - ENUM Registrars – Notification of ENUM Registration opting in, changing or canceling ENUM registration basis)

· ENUM Registrar to Tier 1 Registry – Notification of an ENUM Registrant opting in, changing or canceling ENUM registration

· ENUM Registrar to Tier 2 provider – Notification of an ENUM Registrant opting in, changing or canceling ENUM registration


An additional information flow takes place between Tier 1 and Tier 0 for the purposes of entering country codes into e164.arpa.

14.2.3 Authorization & Authentication Requirements

14.2.3.1 ENUM Registrant/ ENUM Registrar 

ENUM Registrars shall verify that an ENUM Registrant requesting subscription, maintenance, modification, or cancellation of ENUM registration, is the telephone number assignee or their designee and is also authorized to subscribe, change or cancel the registration. This requirement ensures that only the authorized telephone number assignee subscribes to, changes, or cancels its ENUM registration to prevent ENUM registration hijacking.  This verification function shall occur both upon initial subscription as well as on an ongoing basis.

ENUM registration hijacking is defined as the provisioning of an E.164 telephone number into any ENUM DNS registry by an unauthorized entity, i.e. by someone other than the assignee of the E.164 Telephone number. NOTE: This is analogous to telephone number hijacking in the PSTN.  

14.2.3.2 ENUM Registrar/Tier 2

ENUM Registrars that interface with independent Tier 2 entities to input ENUM registrations in Tier 2 DNS may have a business relationship with the Tier 2 entity. Within this business relationship will be an agreement on the authorization and authentication procedures ENUM Registrars are to follow (see Section 4), so that the Tier 2 entity can be certain that the ENUM Registrant is the valid telephone number assignee, and has opted into ENUM.   

14.2.3.3 ENUM Registrar/Tier 1 Entity(s)

ENUM Registrars interface directly with the US Tier 1 entity(ies) to input the ENUM Registrants telephone number into the Tier 1 DNS and they will need to have a business relationship with the Tier 1 entity(ies). Within this business relationship will be an agreement that the ENUM Registrar shall verify that the ENUM Registrant is the telephone number assignee and that the Registrar has verified that assignment. This is required so that the Tier 1 entity(ies) can be certain that the ENUM Registrant is the valid telephone number assignee and has opted into e164.arpa ENUM. 

14.2.3.4 Tier 1/Tier 0

RIPE/NCC as the 164.arpa Tier 0 operator has published registration procedures that require that the country desiring to opt into e164.arpa needs to notify the ITU-TSB. The ITU-TSB will verify and authenticate each request to opt into e164.arpa by verifying that the request is coming from the country’s authorized representative. The ITU-TSB will either object to the registration or approve the registration and notify RIPE/NCC accordingly based on direction it receives from a given country’s authorized representative. 

14.3 Authentication and Authorization Methods between ENUM Registrants and ENUM Registrars

The following sections describe authentication and authorization methods that can be used to verify the identity of ENUM applicants and that the applicant is the telephone number assignee. As a service integrity measure, the ENUM Registrar is responsible for conducting ongoing verification once an initial subscription is established. 

14.3.1 New Residential Customer

An ENUM applicant contacts an ENUM Registrar and the ENUM applicant and the ENUM Registrar have no existing business relationship. The Registrar shall verify that this is a residential telephone number. Contact could be via electronic or other means (e.g., via a web site or telephone). 

ENUM Registrar shall collect the following necessary information for registration into e164.arpa:

Name and contact telephone number

E.164 phone number(s) to be registered in e164.arpa

An affirmation of the desired ENUM registration 

The Registrar must employ methods that allow it to reliably authenticate the identity of the Registrant and reliably determine that the Registrant is the assignee of the to-be-registered telephone number and is authorized to register it.

Authentication of Registrant identity requires presentation to the Registrar of information or documentation that only the Registrant should be able to provide.

Authorization requires obtaining authoritative information indicating the assignee of the to-be-registered number.

The reliability of authorization and authentication can be improved by employing combinations of the methods detailed below where appropriate.
14.3.1.1 Additional Information


The following additional information may be collected about the applicant and their existing phone service in order to assist in the Registrar’s authorization and authentication procedures:

· Name of phone service provider(s)

· Listed or unlisted number

· Billing method (e.g. credit card #)

· Type of phone service associated with E.164 number(s) (e.g., wireline, wireless, paging)

· Registrant’s address

14.3.1.2 Authentication and authorization methods:

· Obtain credit card number (authentication). The Registrar can verify with the card issuer that the name of the cardholder corresponds to that provided by the Registrant 

· Obtain a copy the applicant’s motor vehicle driver’s license, passport, or other government-issued identification (authentication) (Only the Registrant should be in possession of these documents.)

· Query the LIDB (Line Information Database) (where LIDB shows the name of the number assignee, as well as the service provider id, the type of service for that number, example biz, res, cell, etc., the zip code, and possibly a password.) (Authorization)
· Obtain a copy of the most recent phone bill  (Both authorization and authentication) (This document should show the identity of the number assignee and, in principle should only be available to the assignee.)
· Call the phone number to be registered and, utilizing information from a trusted source, authenticate the registrant and request authorization
· Contact number assignee (via information obtained from a trusted source) verifying registration request (Authentication & Authorization)

14.3.2 Existing Residential Customer

Contact is made between an ENUM Registrar and an ENUM applicant where the ENUM Registrar has an existing business relationship with the applicant.  Contact could be via electronic means, i.e. via a web site or verbally.

ENUM Registrar shall collect the following necessary information for registration into e164.arpa:


· Name and contact telephone number

· E.164 phone number(s) to be registered in e164.arpa

· An affirmation of the desired ENUM registration

14.3.2.1 Additional Information


The following additional information may be collected about the applicant and their existing phone service in order to assist in the Registrar’s authorization and authentication procedures:


· Name of phone service provider(s) 

· Listed or unlisted number

· Billing method (e.g. credit card #)

· Type of phone service associated with E.164 number(s) (e.g., wireline, wireless, paging)

· Existing user name and password

· Digital certificate, if used


· Registrants address

14.3.2.2 Authorization and authentication methods 

The Registrar shall authenticate that this is a residential telephone number and verify the applicant’s identity.

Since the applicant already has a business relationship with the ENUM Registrar, it will know that the applicant is a residential customer; and the applicants capability to pay will be known based on the account payment history.

The applicant present account verifies the applicant’s identity


· User name and password or digital certificate (Authentication)

· Querying the LIDB (Authorization)

· Obtain a copy of the most recent phone bill (Both authorization & authentication)

· Contact number assignee (via information obtained from a trusted source) verifying registration request (Authentication & Authorization)
· Make use of other information that is reliably indicative of number assignment (e.g. number assignment records if the Registrar is the telephone service provider for the number or Customer Account Record Exchange (CARE) records provided by the telephone service provider. (Authorization)

14.3.3 New Business Customer 

Contact is made between an ENUM Registrar and an ENUM applicant where the ENUM registrar does not have a business relationship with the applicant.  The Registry shall verify that this is a business customer. Contact could be via electronic means (i.e., via a web site or verbally).

ENUM Registrar shall collect the following necessary information for registration into e164.arpa:


· Name and contact telephone number

· E.164 phone number(s) to be registered in e164.arpa

· An affirmation of the desired ENUM registration 

14.3.3.1 Additional Information

The following additional information may be collected about the applicant and their existing phone service in order to assist in the Registrar’s authorization and authentication procedures:

· Name of phone service provider(s)

· Listed or unlisted number

· Billing method (e.g. credit card #)

· Type of phone service associated with E.164 number(s) (e.g., wireline, wireless, paging,)

· Existing user name and password

· Business address

· Purchase order # or billing method (e.g. credit card #)

· Name of authorized person to make changes to the registration

14.3.3.2 Authorization and authentication methods: 

· Receipt of letter with company’s letterhead and/or purchase order (Authentication)

· Contact number assignee (via information obtained from a trusted source) verifying registration request (Authentication & Authorization)
· Check credit history of business (Authentication)

· Use LIDB Line Information Database (Authorization)

· Obtain a copy of the most recent phone bill (Both authentication & authorization)

14.3.4 Existing Business Customer

Contact is made between an ENUM Registrar and an ENUM applicant where the ENUM registrar has an existing business relationship with the entity.  Contact could be via electronic means, i.e. via a web site or verbally.

14.3.4.1 Additional Information

ENUM Registrar shall collect the following necessary information for registration into e164.arpa:

· Business name and contact telephone number

· E.164 phone number(s) to be registered in e164.arpa

· An affirmation of the desired ENUM registration 

The following additional information may be collected about the applicant and their existing phone service in order to assist in the Registrar’s authorization and authentication procedures:

· Name of phone service provider(s)

· Listed or unlisted numbers

· Billing method (e.g. credit card #)

· Type of phone service associated with E.164 number(s) (e.g., wireline, wireless, paging,)

· Existing user name and password

· Business address

· Purchase order # or billing method (e.g. credit card #)

· Name of authorized person to make changes to registration

· Existing account number or information


14.3.4.2 Authorization and authentication methods:


· Since the business already has a business relationship with the company, the Registrar will already have his business contact information and all that the Registrar would need to check to see if they were the same or if not then check with his existing contact

· Obtain a purchase order (Authentication)

· Existing user name and password or digital certificate (Authentication)

· Use LIDB database (Authorization)

· Obtain a copy of the most recent phone bill (Both authorization & authentication)

· Contact number assignee (via information obtained from a trusted source) verifying registration request (Authentication & Authorization)

15 Tier 2 Guidelines

[ 1003 (ARC0039R1) ]
15.1 Scope

This document provides requirements and guidelines for the Tier 2 function in US deployment of ENUM under the e164.arpa domain as detailed in Deliverable 0 of the ENUM Forum Architecture Task Group [1].

15.2 Background

ENUM deployment under e164.arpa is based on a tiered architecture in which Tier 2 hosts the actual NAPTR records, Tier 1 indicates which Tier 2 name servers host records corresponding to a given E.164 number, and Tier 0 indicates the Tier 1 name servers corresponding to a numbers in a particular E.164 country code or portion thereof.

Although Tier 0  and Tier 1 represent a cooperative enterprise (see [1], Section 6.2), Tier 2 functionality is inherently competitive and may be provided by any of a number of business entities, including ENUM Registrars, Telephone Service Providers, Application Service Providers, independent DNS operators, or even the ENUM Registrant him/her/itself. Thus, while some requirements are placed on the Tier 2 to govern its interfaces with the cooperative infrastructure, other aspects of Tier 1 operation are largely left to the market although guidelines are provided to promote the provision of reliable service to ENUM Registrants and end users.

15.3 Guidelines

Performance guidelines for Tier 2 are in section 7.3.6
IETF.

Other documents from the ENUM Forum. 

ITU-T Study Group 2.

15.4 7. References

 [1] ENUM Forum, “US ENUM Reference Architecture under e164.arpa.”

16 Procedures for Resolution of Registration Conflicts

16.1 BACKGROUND

This section describes procedures for resolution of conflicting ENUM registration claims based on E.164 number assignment status.  

Conflicts regarding registration of a given E.164 telephone number in a Tier 1 Registry should be rare, but they may occur.  A primary ENUM principle is that only the current assignee of an E.164 telephone number may apply for, establish, or change the ENUM registration for that number.  Conflict resolution will, therefore, consist of identifying which, if any, party to the conflict is the current number assignee or the valid assignee’s legal representative or agent.  

16.2 RELATED WORK

ITU-T Study Group 2 - Operational and Administrative Issues Associated with National Implementations of the ENUM Functions (stand-alone supplement)

16.3  ASSUMPTIONS

16.4 GENERAL PRINCIPLES

All Registries, Registrars, and Registrants are required to use these procedures and abide by the outcome.  

These procedures will be incorporated by reference into every ENUM registration agreement.  

The Tier 1 Registry, in an unbiased manner, will perform the dispute resolution process. 

Either party to the dispute may appeal the result to a court with competent jurisdiction, but only after completing the process described in this document.  

16.5 CONFLICT IDENTIFICATION

This section lists situations that could trigger the dispute resolution process:

A Registrar tells a prospective Registrant that the E.164 number is already registered or that the Registrar’s attempt to register an E.164 number in the Tier 1 Registry has been refused by the Tier 1 Registry because the number is already registered.

The assignee of an E.164 number discovers by other means that the number is registered in a Tier 1 Registry (e.g., by performing an ENUM DNS query).  

16.6 DISPUTE RESOLUTION PROCESS

16.6.1 Process Initiation

When a Registrar has informed a prospective Registrant that the E.164 number in question has already been registered, the prospective Registrant (the “Complainant”) may initiate the dispute resolution process by submitting a Dispute Initiation Form [by email and postal mail?] to the Tier 1 Registry responsible for that number. 

If the current assignee of an E.164 number discovers by another method that the number is registered in an ENUM Tier 1 Registry, that current number assignee (the “Complainant”) may initiate the dispute resolution process in the same manner, even if the current assignee does not intend to register the number and only wants the existing registration removed from the Registry.

16.6.2 Determination of Assignee

The determination of which, if any, of the parties to the dispute is the current assignee of the E.164 number:

The Tier 1 Registry will verify that the parties are disputing the registration of the same E.164 number.  

The Tier 1 Registry will use the same types of methods used by Registrars during initial registrations and periodic verification reviews to identify the current assignee of the E.164 number.  The Tier 1 Registry will need detailed identity information as well as permission from the disputing parties in order to obtain assignment information.  

If the Tier 1 Registry is unable to contact the current Registrant, or if either party does not cooperate in providing the information necessary to allow the Tier 1 Registry to verify the current number assignee, the Tier 1 Registry shall use definitive documentation to determine the party that has the right to register the number. In this situation, the parties cannot hold the Tier 1 Registry liable for a decision that is reversed upon appeal. 

16.6.3 Time Frame

Upon receipt of a Dispute Initiation Form, the Tier 1 Registry will, within 3 business days, send a notification to the Registrar, the current Registrant and the Complainant.  

The complete process, including resolution, should take no more than 30 calendar days from receipt of the Dispute Initiation Form by the Tier 1 Registry.  (This time frame is designed accommodate availability factors of all parties, including reasonable vacation schedules or other factors while providing reasonably quick resolution.)

16.6.4 Remedies

The remedies available to a complainant pursuant to these Procedures shall be limited to requiring the cancellation of the registration or the transfer of the registration to the complainant if so desired.

16.6.5 Transfers During a Dispute

Transfers of an ENUM registration to a new holder. The current Registrant may not transfer the registration to another holder (i) during a pending administrative proceeding; or (ii) during a pending court proceeding or arbitration commenced regarding the registration unless the party to whom the registration is being transferred agrees, in writing, to be bound by the decision of the court or arbitrator. 

Changing Registrars. The Registrant may not transfer the registration to another Registrar during a pending administrative proceeding. The Registrant may transfer administration of the registration to another Registrar during a pending court action or arbitration, provided that they shall continue to be subject to the proceedings. 

16.6.6 Procedure Modifications

These Procedures may be modified at any time by [authoritative body]. The revised Procedures will be published at least thirty (30) calendar days before they become effective. Unless this Procedure has already been invoked by the submission of a Dispute Initiation Form to a Tier 1 Registry, in which event the version of the Procedure in effect at the time it was invoked will apply until the dispute is over, all such changes will be binding upon registrants with respect to any registration dispute, whether the dispute arose before, on or after the effective date of the change. In the event that a Registrant objects to a change in this Procedure, the Registrant’s sole remedy is to cancel the registration. The revised Procedure will apply to all parties until the registration is cancelled.

16.6.7 [Fees]

[All fees charged in connection with the handling of a dispute under this Procedure shall be paid by the complainant.  (This is intended to discourage frivolous complaints.  Charging the losing party and/or its Registrar might be considered.)]

A. ANNEX – DISPUTE INITIATION FORM

[To be developed]

B. Annex - Tier 1 Architecture

[ Tier 1 Architecture – 1001_0_3 ]
Purpose and Scope. THIS SEGMENT NEEDS HELP
Whether one or multiple entities are selected to carry out the US ENUM Tier-1 function; and, if multiple, then how many and exactly how they are distinguished is out of scope for this document and the ENUM Forum. Those matters are deemed to be the province of whatever entity puts the US ENUM Tier-1 function out to bid, called hereafter the "US ENUM Tier-1 contracting entity". The contents of this document are chosen so as to provide such an entity with a specification that can be readily used either in a process of bidding for a single US ENUM Tier-1 entity or in a process of bidding for multiple US ENUM Tier-1 entities. The purpose of this Section is to provide information to the US ENUM Tier 1 contracting entity, which may assist them in deciding to implement one or multiple Tier 1 ENUM providers.

This Section also makes a recommendation on how the domain e164.arpa will accommodate multiple countries within the NANP. 

a.  ENUM zone tiers in the US.

i. Single US ENUM Tier-1 entity.

Figure 1 illustrates zones for a single ENUM Tier-1 entity for all the countries within country code 1. The ENUM Tier-1 function is delegated from the e164.arpa zone for all of Country Code 1.  This single Tier-1 structure requires agreement with all the countries within Country Code 1. 

Figure 1: Zones for single ENUM Tier-1 entity for Country Code 1
ii. Multiple US ENUM Tier-1 entities.

Figure 2 below illustrates zones for multiple US ENUM Tier-1 entities, each for a subset of the zones for Country Code 1. The US ENUM Tier-1 function is delegated from the e164.arpa zone to the multiple ENUM Tier-1 entities. Delegations with multiple US ENUM Tier-1 entities will be on “1+NPA zones”., i.e., delegations for “1+NPA” zones:

Figure 2: Zones for multiple US ENUM Tier-1 entities

Alternative approaches to distinguishing among multiple ENUM Tier-1 entities could be conceived. Numbering Plan Area (NPA) codes are selected to be the way to structure and assign the scope of such zones for the following reasons:
This is a well-defined structure, which is the main technical requirement. 

People are familiar with this structure, which is a helpful additional property for administration. 

Concerning geographic significance of NPA codes:

National sovereignty of each NANP country to make their own decisions concerning ENUM Tier-1 is to be respected.

Within the US, geographic significance of the NPA code is not a property that need be used for structuring and assigning the scope of zones. For example, 2.0.2.1.e164.arpa would be the NPA zone corresponding to “+1 202” and that is well defined. The relationship between "+1 202" and the association with Washington, D.C. geography, however, is a not a DNS-relevant property. 

Because each of multiple US ENUM Tier-1 Registries concern selected portions of Country Code 1, this approach does not assume that all NANP countries outside the US have agreed to share a single ENUM Tier-1 entity. It is an approach that can be deployed by the US in a manner that allows other NANP countries to share the US ENUM Tier-1 entities (by adding the appropriate area codes) or to set up their own, as they are ready. 

To understand how the zones are organized, consider a user named Jane Smith who has been assigned the E.164 number +1 732 555 4042. Jane has the service of hosting her NAPTR record from the ENUM Tier-2 entity Supremo Inc. 

In the ENUM Tier-0 “parent” zone e164.arpa, there would be Name Server (NS) resource records that delegate authority for 2.3.7.1.e164.arpa to an ENUM Tier-1 entity, called Acmeone Inc. say, by identifying appropriate primary and secondary name servers.
 Because of this the ENUM Tier-0 entity includes in their DNS file the following
:

$ORIGIN e164.arpa.

2.3.7.1 IN NS ns.acmeoneprimary.com.

2.3.7.1 IN NS ns.acmeonesecondary1.com.

2.3.7.1 IN NS ns.acmeonesecondary2.com.
In turn, in the Acmeone Inc. zone 2.3.7.1.e164.arpa there would be a record defining the start of authority, the so-called Start of Authority (SOA) record, for DNS domain names in 1.e164.arpa. The zone for each E.164 number within Country Code 1 and area code 732 that is registered for ENUM would be a “child” zone of 2.3.7.1.e164.arpa, and would be indicated by NS records delegating authority to ENUM Tier-2 entities. Because of this Acmeone Inc. puts in their DNS file the following:

$ORIGIN 2.3.7.1.e164.arpa.

@ IN SOA ns.acmeprimary.com. <subsequent fields omitted for simplicity>

2.4.0.4.5.5.5 IN NS ns.supremoprimary.com.

2.4.0.4.5.5.5 IN NS ns.supremosecondary1.com.

2.4.0.4.5.5.5.IN NS ns.supremosecondary2.com.
Jane has three services: (1) telephony from a telephone company, (2) SIP service from Sippo.net, and (3) email service from an ISP called ispo.com. Because of this Supremo Inc. puts in their DNS file the following:

2.4.0.4.5.5.5.2.3.7.1.e164.arpa. IN SOA ns.supremoprimary.com

$ORIGIN 2.4.0.4.5.5.5.2.3.7.1.e164.arpa.

IN NAPTR 10 10 "u" "E2U+sip"
"!^.*$!sip:jsmith@sippo.net!"

.

IN NAPTR 10 10 "u" "mailto+E2U"
"!^.*$!mailto:jsmith@ispo.com!"
.

IN NAPTR 10 10 "u" "E2U+tel"
"!^.*$!tel:+1-732-555-4042!"

.

This describes that the domain 2.4.0.4.5.5.5.2.3.7.1.e164.arpa can be contacted by SIP or SMTP or telephone, all with the same levels of order (the first number 10) and preference (the second number 10).

b. 5. Resolution

For example, suppose a user John Smith wants to contact Jane Smith and has only her E.164 number +1-732 555 4042. John takes that number and enters it into his communication client software, which happens to know how to handle the SIP protocol. The client software removes the dashes and spaces to derive +17325554042 and proceeds to convert the E.164 number to the domain name 2.4.0.4.5.5.5.2.3.7.1.e164.arpa. and query for NAPTR records for this domain name. The following records are returned:

$ORIGIN 2.4.0.4.5.5.5.2.3.7.1.e164.arpa.

IN NAPTR 100 10 "u" "E2U+sip"
"!^.*$!sip:jsmith@sippo.net!"

.

IN NAPTR 102 10 "u" "E2U+mailto"
"!^.*$!mailto:jsmith@ispo.com!"
.

IN NAPTR 102 10 "u" "E2U+tel"
"!^.*$!tel:+1-732-555-4042!"



.

Because the client software can do SIP, the first record is selected, and the regular expression "!^.*$!sip:jsmith@sippo.net!"
 is applied to the original string "+1732 5554042". The output is "sip:jsmith@sippo.net" which is used according to the SIP resolution to determine the node to contact. 

If John Smith's client software had recently made the same DNS query, the returned record could be locally cached and can be reused. Even if the previous query was now old, that client software could have cached the information about which name server to query and then proceed to do so. 

In the case where the client software must query a name server higher in the name space for a referral to the location of the name server containing the record for 2.4.0.4.5.5.5.2.3.7.1.e164.arpa. there are numerous possible referral paths. For example, first time queries could in principle start at the DNS root or at arpa or at e164.arpa.  If the client software is configured to query e164.arpathen the ENUM Tier-0 name server that is queried  would provide a referral to an Acmeone name server, then the subsequent query to an Acmeone name server would provide a referral to a Supremo name server, then the subsequent query to the Supremo name server would fetch the NAPTR record information. 

c. Service quality.

For each zone, such as the 1.e164.arpa zone in the case of a single US ENUM Tier-1 entity and such as the 2.3.7.1.e164.arpa zone in the case of multiple US ENUM Tier-1 entities, consistent with DNS practice and with the reliability and performance needs of ENUM, there will be a primary and multiple secondary name servers each of which has identical data for the zone. There could be an organization of multiple independent companies providing for the operation of that set of name servers, just as there is today for the DNS root. Reliability is improved through having multiple operational ENUM Tier-1s, so operational failure of one entity for business or technology reasons can be mitigated by transferring operations to the others. For a first time query, delay will be impacted by the referrals described above in Section 5.

Service quality is further elaborated in " Operational Requirements for an ENUM Tier-1 Registry". 

d. Administrative functions, interfaces, and procedures.

The development of ENUM Tier-1 administrative procedures is essential for US implementation in the common tree under e164.arpa. This section specifies administrative functions, interfaces, and procedures that define the roles and responsibilities of each organization involved. 

A two phase administrative process is proposed.  First, a "start-up" phase requiring the US Department of State and the ITU-TSB to be centrally involved, followed by an "ongoing" phase wherein designated industry entities would carry out operations, including the consequences of a US area code split or overlay, without necessitating US Department of State and ITU-TSB involvement. 

i. Phase 1 - Starting up participation of the US in the common tree.

The procedures described below are intended to apply for the existing assigned geographic NPAs within the United States.  It is recognized that other countries within the NANP may want to participate in ENUM implementation so the following procedures preserve (1) the freedom of the other NANP countries to select their own ENUM Tier-1 entity(s), and (2) their freedom to decide delegations within their own countries. 

The procedure for setting up the delegation from ENUM Tier-0 of "1+NPA" zones corresponding to the E.164 Country Code “1” plus the 3-digit geographically assigned Numbering Plan Areas (NPAs) in the United States is envisioned to proceed according to the following sequence of steps:

 Area codes are assigned to each Tier-1 entity. If there is a single US ENUM Tier-1 entity then all the US area codes would map to that single entity. If there are multiple US ENUM Tier-1 entities, the US ENUM Tier-1 contracting entity would define how NPAs are to be delegated to each entity. 

The US ENUM Tier-1 contracting entity notifies the US Department of State as to its recommendation regarding:

The US participating in a single common ENUM DNS domain; and

The delegation of the "1+NPA" zones for the US to either one or multiple US Tier 1 entities(s). 
3. The US Department of State notifies the ITU-TSB in writing of (1) its intent for the US to participate and (2) certify the designated US ENUM Tier-1 entity(s).

4. From that point forward the involvement of the US Department of State and the ITU-TSB are no longer required except for well-defined exceptions concerning change in procedures or change in certified US ENUM Tier-1 entities or problem resolution that specifically concerns their role.
ii. Phase 2 - Ongoing.

This phase is based on using normal DNS operational procedures for economy, speed, and accuracy. This can be illustrated by working through the steps when a new US area code is assigned and implemented either by a split or an overlay. The following sequence of steps would be followed:

The new area code is assigned by NANPA in the normal way. Then mapping to a US ENUM Tier-1 entity is done using the rules to be defined by the US ENUM Tier-1 contracting entity. The US ENUM Tier-1 entity(s) will need to keep abreast of new NPA assignments. The NANPA has the authoritative listing of US NPAs and informs the industry when changes occur.

The pertinent US ENUM Tier-1 entity notifies the ENUM Tier-0 Operator
 of the new entries needed in the ENUM Tier-0 zone file to point to the correct nameservers for this new area code. In this process there is a level of trust associated with the US ENUM Tier-1 entity providing accurate information to the ENUM Tier-0 Operator. The ENUM Tier-0 Operator must authenticate the identity of the US ENUM Tier-1 entity and authorize its update. This provides a process that does not burden the US Department of State or the ITU-TSB with involvement that can lead to delay and inaccuracies. 

The ENUM Tier-0 Operator contacts the US ENUM Tier-1 entity(ies) to receive the zone file update information and plan testing and production cutover.

There is a need for problem resolution procedures whether there is one or multiple US ENUM Tier-1 entities. For example, if it is determined that the updating entity is (1) spoofing their identity, (2) providing deliberately false information, (3) providing inadvertently false information, or (4) some other issue, then these problems must be resolved. These problems must also be covered under contract between the ENUM Tier-0 Administrator and the US ENUM Tier-1 entity(s), e.g., there needs to be appropriate business consequences for a US ENUM Tier-1 entity who does not act in good faith up to and including termination of contract.
e. Recommendation on how the domain e164.arpa will accommodate multiple countries within the NANP.

C. Annex – ENUM Forum Interworking Task Group Report

a. Introduction

As noted in the ENUM Forum Work Plan – Rev 1.0 (Aug 28, 2001):

The primary role of the Interworking Task Group is to determine key requirements related to the interworking of other ENUM trees with the ENUM tree rooted in e164.arpa.  The following are the key objectives for the Interoperability Task Group:

· Explore, determine & develop interoperability requirements and methodologies of other ENUM instantiations to the e164.arpa ENUM tree.

· Determine the need for ENUM standards, as appropriate and liaise with standards developing organizations or other appropriate organizations.

This report describes the determinations and recommendations of the Interworking Task Group (INT TG) regarding the available methodologies for interworking between ENUM implementations rooted in e164.arpa pursuant to RFC 2916 and other potential or existing ENUM implementations not rooted in e164.arpa.

b. Interworking Methodologies

As part of defining the scope of its efforts, the INT TG developed the following problem statement to more succinctly state the question that it seeks to answer:

Given the co-existence of the e164.arpa-rooted tree with one or more other trees, what is the implementation framework for enabling a party’s NAPTR record(s), which exist in any set of trees to be found.

A critical aspect of the INT TGs work is the recognition that the existence of the e164‑rooted tree does not prevent the implementation or operation of other ENUM “trees” rooted in domains other than e164.arpa.  Indeed, there already are ENUM implementations outside of e164.arpa and there likely will be others.  Nothing in the work of this TG or the ENUM Forum at large should prevent the operation of other ENUM trees.

With the above problem statement as a guide, the ENUM Forum INT TG has explored possible approaches to ENUM tree interoperability.  It has identified three methodologies for possible interworking between separate ENUM “trees.”

i. Interconnected Registries

One possible approach is to develop a system whereby all known ENUM Tier 1 implementations could be interconnected such that a registration of a telephone number in one tree is replicated through all trees.  This method would allow ENUM resolver developers to point their resolvers at any of the interconnected trees and resolve any telephone number within the network of ENUM Tier 1 providers.

A complete summary of this approach is contained in INT TG Contribution INT0003R1.  The basic architecture of the system required to implement this interworking approach falls outside of the scope of RFC 2916.  Consensus has not yet been reached as to whether the formal architecture and requirements of the interconnected registry methodology should be a part of the work of the ENUM Forum.  It is clear, however, that ENUM Tier 1 operators that have chosen to implement their ENUM trees following the architecture and requirements set forth by the ENUM Forum nevertheless would be free to jointly implement an interconnected registry system such as that described in INT0003R1.  

[Note:  We do not have consensus on this second paragraph.  I propose it, however, as a possible way to expedite the work of the group. – Jim]
ii. E164.arpa Tier 1 Referral to Non-E164.arpa Tier 2

Another possible approach to ensuring that an ENUM request will find the proper NAPTR record associated with a given number is to allow non-e164-rooted ENUM Tier 1 entities to operate as Tier 2 ENUM “Registrars” to the e164-rooted Tier 1.  In this approach, every telephone number registered in a non-e164-rooted Tier 1, theoretically, could have a corresponding record in the e164-rooted Tier 1 pointing to the other tree.  This would allow ENUM resolvers to be developed to point at the e164.arpa root, but still find numbers originally registered with other Tier 1s.

This approach will not, of course, address the situation in which a given number is registered in more than two ENUM trees.  In such cases, only one of the trees would be discoverable from the e164 root.

iii. ENUM Resolver Interworking

The third approach is to set the ENUM resolver to check multiple known ENUM trees when resolving a telephone number.  Basically, any ENUM resolver could be provisioned with a list of the domain names associated with multiple known ENUM trees (e.g., e164.arpa, e164.com, ENUM.org, etc.).  The resolver then would be designed retrieve the appropriate records through two possible schemes:

1. Sequential search

The ENUM resolver starts from the top of the list by using the selected domain name to create the ENUM domain name for the invoked TN.  It then sends a DNS query requesting the NAPTR RRs for the ENUM domain name.  If the ENUM resolver fails to retrieve the NAPTR RRs, it then selects the next domain name on the list and, using the new domain name to create the ENUM domain name, sends a DNS query requesting the NAPTR RRs for the new ENUM domain name.  The ENUM resolver repeats this process until it retrieves the NAPTR RRs or it exhausts the list.  The discovered NAPTR RRs or a “not found” error code is then returned to the invoking application.

This search method, of course, will resolve only the first instance of an ENUM enabled telephone number.  Thus, if a given number is registered in multiple Tier 1 trees, the resolver will only discover the first instance of a number.  The resolver, theoretically, could be designed, however, to check all listed trees and provide the end user with a choice of conflicting records.

2. Parallel searches

The ENUM resolver starts from the top of the list by creating the ENUM domain name and sending out a DNS query requesting for the NAPTR RRs for the ENUM domain name for each of the domain names on the provisioned list.  In other words, the ENUM resolver sends several DNS queries for the TN at the same time.  When the ENUM resolver receives the first response that contains the NAPTR RRs, it cancels all other queries that are still waiting for responses.  Queries that result in errors before the first valid response is received are silently dropped.  If none of the queries result in any valid response, the ENUM resolver reports a “not found” error to the invoking application.  Because this search scheme sends multiple queries at the same time rather than awaiting responses on each individual search, it may be preferred for real-time services.

Again, the resolver also might be designed to offer the end user a choice between conflicting NAPTR RRs contained in different ENUM trees.

c. Conclusion

The primary goal of the INT TG is to ensure that to the extent that the operators of different ENUM trees desire the ability to interwork, the architecture and requirements established by the ENUM Forum do not prevent or unnecessarily burden such interworking.  The methodologies discussed above represent possible approaches to interworking that are largely compatible with the proposed architecture and requirements of the ENUM Forum.
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� The computer systems that store information about the domain name space are called name servers. Name servers have information about a zone (or multiple zones), which they load from a file or from another name server. The name server is then said to have authority for that zone(s). For example, the name server for the e164.arpa zone contains only pointers to the name servers with the data for the zones with information on subdomains of e164.arpa. For robustness, zone data is promulgated both onto a primary name server and secondary name servers. 





� This is only one of multiple possible ways of writing this logic. Note that $ORIGIN is appended to subsequent names not ending in a dot, e.g., 1 at the beginning of the second line then becomes 1.e164.arpa. 





� Issue: Selection of e164.arpa by ITU-T is still subject to discussion.


� If the EPP is used, there is no need to provide the list of nameservers because the host information is in the to-be-transferred ENUMENUM domain name object.


� Depending on Tier 1 Registry’s policy, there may be a default renewal period of one year if the renewal period is not provided.


� If the EPP is used and the provided password is correct, Tier 1 Registry will immediately perform the transfer and may not notify the old ENUMENUM Registrar.  There won’t be any need to continue the process below.


� ENUMENUM Registrar may need to pay the TSP to receive the notification.


� If the EPP is used between Tier 1 Registry and ENUMENUM Registrar, ENUMENUM Registrar may request to delete some of the Contact objects and/or Host objects.


� Permissive dialing period is the duration of time when the telephone number under either the old area code or the new area code can be dialed to reach the same termination.  The length of permissive dialing period is normally a few months and is set by the state Public Utility Commission for each involved area code.





� The new and old ENUMENUM domain names may or may not be in the same zone file depending on how the zones are cut/delegated.


� TTL is a time limit on how long a received RR can be kept in a cache.


� ENUMENUM Registrar could accept the requests but hold off them until T1 to submit the requests to Tier 1 Registry or it could submit the requests using the old ENUMENUM domain names before T1.


� Tier 2 Nameserver Provider could accept the requests but hold off them until T1 to act on them, or it could act on the old ENUMENUM domain names before T1.  But if records or zone file(s) have been created for the new ENUMENUM domain name, Tier 2 Nameserver Provider may act upon them before T1.  In that case, any update on the data for the new ENUMENUM domain name shall cause the same update on the data for the old ENUMENUM domain name before T1.


� Optional data elements are based on draft-ietf-provreg-epp-domain-04.txt, draft-ietf-provreg-epp-host-04.txt and draft-ietf-provreg-epp-contact-04.txt.


� It is to be determined whether only one nameserver is allowed for ENUMENUM Registrants who operate the Tier 2 nameservers themselves (e.g., in the basement).  Also, the IP addresses that are associated with the nameservers are not needed because no nameserver will be under the registered 1.e164.arpa zone.


� This data element is optional if a default registration period is specified.


� If privacy is a concern, a privacy level can be defined for registrant/billing contact /administrative contact /technical contact so that no information, specific partial information or all information can be available in whois-like service.


� The initial purpose of allowing up to two postal records is to show one postal information in ASCII encoding so everyone can understand and the other postal information, if needed, in UTF-8 encoding of native language.   The rule does not restrict the postal information to be all in ASCII or UTF-8 encoding.


� ENUMENUM Registrant may have a postal address outside the U.S.  For example, U.S. embassies outside the U.S. may have +1 telephone numbers assigned to them (e.g., U.S. government is assigned a unique area code).


� Mechanisms other than password can be used for authorization.  Data elements for each of those mechanisms can be defined when specific mechanisms are adopted for ENUMENUM provisioning.


� The computer systems that store information about the domain name space are called name servers. Name servers have information about a zone (or multiple zones), which they load from a file or from another name server. The name server is then said to have authority for that zone(s). For example, the name server for the e164.arpa zone contains only pointers to the name servers with the data for the zones with information on subdomains of e164.arpa. For robustness, zone data is promulgated both onto a primary name server and secondary name servers. 





� This is only one of multiple possible ways of writing this logic. Note that $ORIGIN is appended to subsequent names not ending in a dot, e.g., 1 at the beginning of the second line then becomes 1.e164.arpa. 





� To clarify the role of "Administrator" and "Operator", the Administrator would be the "Administrative Contact" and the Operator would be the "Technical Contact" with the normal DNS meanings.
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Figure 1: A single common ENUM domain, which is e164.arpa
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Figure 5: Functions to provision ENUM for an ENUM Registrant
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Figure 2: US maps to only a portion of Country Code 1
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Figure 4: ENUM zone tiers in the US
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Figure 3: Set of ENUM zones in the US












