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ABSTRACT:  This contribution proposes changes to Section 4 of the Unified Document
NOTICE:

This document is offered to the ENUM Forum as a basis for discussion and is not a binding proposal on AT&T. AT&T specifically reserves the right to amend or withdraw the statements contained herein.

Reference Architecture 

4.1 Introduction 

This section specifies the reference architecture of a single common ENUM DNS domain, e164.arpa, within the United States.  This architecture is the basis  for subsequent sections that:
:

· develop detailed ENUM architecture requirements

· develop ENUM security and privacy requirements 

· develop ENUM provisioning flows

· 
This Section recognizes the role of parties outside the US.

ENUM implementation is based on a tiered architecture. At Tier 0 is the RIPE NCC which maintains the e164.arpa zone. Entries in the RIPE NCC name server correspond to country codes or portions of country codes and point to the Tier 1 Registry  that is the authoritative name server for that country code or portion of country code.  The Tier 1 Registry maintains records that indicate the authoritative name server for individual E.164 numbers in the country code or portion thereof. The Tier 2 Provider for an E.164 number maintains the actual NAPTR records that contain information for specific communication services.

Figure 1 provides a high level overview of this architecure  and shows that Tier 1 nameservers  for US numbers may be delegated on an NPA basis from Tier 0 since the country code “1” is shared with other NANP nations which may or may not choose to partner in a common implementation. The US portions of the global ENUM hierarchy which are the focus of this document are shown  as filled-in.
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Figure 1 – The ENUM Hierarchy
Figure 2  presents the provisioning architecture  through which records are entered into the structure shown in Figure 1. Figure 2 shows an ENUM Registrant interacting with various entities to provision ENUM records corresponding the Registrant’s telephone number. Solid lines show mandatory interactions; dashed lines show potential ones dependent on the Registrant’s choice of Tier 2 operator and delegation of provisioning responsibility to the Registrar or Application service Provider. Detailed provisioning requirements and flows are provided in Section 10, Provisioning Process.

The Registrant must request registration through an accredited Registrar.

The Registrar authenticates the Registrant and validates their number assignment through the Authentication and Validation Entities (see Section 12, Authentication and Authorization for Geographic NANP Numbers)
The Registrar provisions NS records into the Tier 1 Registry pointing to the Registrant’s designated Tier 2.

Depending on the option selected by the Registrant, the Registrant, the Registrar, or the Application service Provider provisions NAPTR records into the Tier 2 Registry


Figure 2 - ENUM Provisioning Architecture



FIGURE 3: ENUM Security Architecture

The ENUM Security Architecture (Figure 3) provides a detailed view of the secure protocols that are used for the provisioning and resolution process.  When viewing the figure from left to right, the provisioning process starts with the registrant connecting to the registrar using the secure protocol HTTPS.  HTTPS uses SSL in order to provide the security mechanism.  Also, between the validation system and the registrar HTTPS is used during the validation of the registrant.  Between the registrar and the Tier 1 & 2 databases and between the Tier databases the extensible provisioning protocol (EPP) protocol is used for provisioning through the use of HTTPS as the secure transport mechanism. The EPP supports the open standard interface between the registry and accredited registrars, as defined by the IETF.  This standard protocol supports secure transactions between the entities responsible for providing ENUM capabilities to the subscriber.

  The only exception is that the provisioning process between the Tier 2 master and secondary database uses the TSIG protocol for security during the synchronization of these databases. 

When viewing the figure from right to left, the security that is used during the resolution process is DNSSEC.  DNSSEC is used between the end user’s nameserver and all Tiers associated with the resolution process, root to Tier 2.
4.2 Functional Groupings

4.2.1 Contents

This section identifies functional groupings without reference to which entities may establish such a functional grouping. 

4.2.2 Need for a cooperative enterprise.

The e164.arpa implementation supports population of (and thus access to) all E.164 numbers for which ENUM records in a single hierarchy have been established by their assignees. This was done using procedures established by the individual ITU-T Member States to which the corresponding E.164 numbering resources are assigned. In a single global hierarchy, there is no uncertainty about the path to follow to find the ENUM records corresponding to any given E.164 number. RFC 2916 defines a tiered architecture in which the upper tier of name servers point to the correct name server that contains the actual service-specific ENUM records for a given E.164 number. Additionally, this architecture provides, for those ITU-T Member States that decide to participate, the opportunity for ENUM registrants to choose the provider who will host the records for their E.164 number while ensuring that parties who wish to communicate with the assignee of the number will always know where to find those records. To obtain this result requires that the upper tier of name servers must constitute some type of cooperative enterprise to assure access to the desired record without the requirement of searching multiple domain name spaces. Tier 0 is the international portion of this cooperative structure as defined by the ITU and IETF/IAB and Tier 1 is the US-specific portion for which the ENUM Forum is developing requirements  in this document.
4.2.3 Functions

The following sections describe the necessary functional roles for ENUM implementation.

4.2.3.1 Registrant

The Registrant is responsible for choosing whether to register their telephone number in ENUM, selecting a Registrar to do so and choosing a Tier 2 provider to host the NAPTR records for their number. Registrants are also responsible for cancelling their registration if they give up telephone service on the number.

Registrants deal primarily with their Registrar through an interface that could take many forms (web, telephone, written mail) and is not standardized but left to Registrar discretion as a business decision.

Registrants may also deal directly with their Tier 2 provider, and, again, this interface is left up to the business arrangement between the parties.

4.2.3.2 Registrar

The Registrar is responsible for taking registration requests from Registrants, validating their authority to register the number in question and interfacing with the Tier 1 Registry to establish a pointer to the Registrant’s Tier 2 Provider’s name server in the Registry’s name servers. 

Registrars may also provide, through directly or through outsourcing the Tier 2 function or interact with a Registrant-selected Tier 2 or Application service Provider  to provision NAPTR records on behalf of the Registrant.

Only the interface between the Registrar and Tier 1 Registry is formally specified. It is recommended that the Extensible Provisioning Protocol (EPP) will be employed (see Section Error! Reference source not found.).

The Registrar is responsible for periodically revalidating registrations and terminating them if validation fails.

Registrar requirements are detailed in Section Error! Reference source not found..

4.2.3.3 Tier 1 Registry

The Tier 1 Registry is responsible for the authoritative set of name servers that indicate for any US telephone number registered in ENUM which Tier 2 holds the corresponding NAPTR records.  The Registry’s name servers respond to ENUM DNS queries with appropriate Tier 2 host name.

The Tier 1 accepts registrations from Registrars and handles the dispute resolution process.

The Tier 1 Registry interacts primarily with the Registrars through a defined interface using the EPP protocol as described in Section Error! Reference source not found..

The Tier 1 also interacts with Tier 0 to establish delegations from Tier 0 to Tier 1 for US NPAs . The Tier 0 – Tier 1 interface is to be defined in conjunction with Tier 0.

Tier 1 Requirements are discussed in Sections Error! Reference source not found. through Error! Reference source not found..

4.2.3.4 Tier 2 Provider

The Tier 2 Provider’s DNS responds to ENUM queries for served numbers by providing the set of NAPTR records associated with the queried number.

The Tier 2 Provider is responsible for provisioning the NATPR records requested by the ENUM Registrant or parties that Registrant may authorize (ASP, Registrar) pursuant to the terms of the business arrangement with the Registrant and/or such parties. Where multiple ASPs are involved, the Tier 2 must ensure that the order and preference fields of the NAPTR records provisioned reflect the Registrant’s choices.

The Tier 2 Provider is responsible for providing the Tier 2 name server and contact information required by the Tier 1 Registry to the Registrar for conveyance to the Tier 1 Registry.  The Tier 2 Provider is responsible for notifying the Registrar of changes to Nameserver and contact information.
4.2.4 Interfaces

The following sections describe the interactions among the various functional entities.

ADD REMAINING ONES (Tier 0 – Tier 1, Registrar – Tier1, Registrar-Registrant, ASP-Registrant) HERE
4.2.4.1 Interaction of: ENUM Registrar – Tier 2

This interface has several functions that can, depending on the business arrangement chosen by the registrant, include:

Provision by Tier 2 of name server information for the Registrar to communicate to Tier 1

Provision by the Registrar of NAPTR record information to be provisioned by Tier 2

Communication by the Registrar of information from Tier 1 such as numbering plan changes, contact, or other information.

4.2.4.2 Interaction of: ENUM Registrant – Tier 2

The function of this interface may include:

Account management (creation, closure, modification, billing)

Provision of NAPTR record information from Registrant to Tier 2

Authorization by the Registrant for ASPs to interact directly with Tier 2

4.2.4.3 Interaction of: ASP – Tier 2

The primary purpose of this interface is for the ASP (with authorization) to manage NAPTR record information to Tier 2.

4.2.4.4 Interaction of: Tier 1 – Tier 2

Uses of this interface could include:

Update of name server information from Tier 2 directly to Tier 1 

Provision by Tier 1 of information such numbering plan changes, contact, or other information to Tier 2.

The interfaces that the Tier 2 must maintain with other ENUM entities will depend on the relationship between the Tier 2 and these other entities as determined by the choice made by the ENUM Registrant in selecting a Tier 2 provider:

The Registrant may:

Choose to perform the Tier 2 function him/her/itself. In this case the Tier 2-Registrar interface may be the only interface subject to formal definition since the Tier 2 can communicate any needed information to the Tier 1 via the Registrar and the interface between the Registrant and any ASPs is a matter of the business arrangement between those parties.

Designate another party to be Tier 2 Provider. In this case the Registrant may Act as intermediary between Tier 2 and Registrar. Here the Tier 2 interfaces primarily with the Registrant subject to the terms of their business arrangement, which may also govern the Tier 2 interface with ASPs if the Registrant elects to authorize them to interface directly with the Tier 2 on his behalf.

Request the designated Tier 2 and Registrar to interact directly. Here the Tier 2 interfaces with the Registrant for account management and the Registrar subject to the terms of their applicable business arrangements and may also interface with ASPs if authorized by the Registrant.

Contract with the Registrar to provide the Tier 2 NAPTR hosting function. Here, there is no direct interface between Tier 2 and Registrant and the Registrar – Tier 2 interface may be internal, unless the Registrar outsources the Tier 2 function in which case the interface could depend on the applicable business arrangement.

The type of business entity providing the Tier 2 function may also determine whether there is a Tier 1 – Tier 2 interface. A large Tier 2 provider that serves many Registrants with multiple Registrars may find it useful to directly interact with Tier 1 for updating things like name server information.
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