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ABSTRACT:  This contribution documents the  changes to the Provisioning Section of the Unified Document based on the review of  6000_0_7 that the author was tasked to conduct at the October 2002 ENUM Forum meeting
NOTICE:

This document is offered to the ENUM Forum as a basis for discussion and is not a binding proposal on AT&T. AT&T specifically reserves the right to amend or withdraw the statements contained herein.

Provisioning Process

10.1 INTRODUCTION

This section defines provisioning requirements and procedures forENUM administration.  This involves the following ENUM functional entities: ENUM Registrar, ENUM Tier 1 Registry, Tier 2 Provider, Application Service Provider (ASP), and ENUM Registrant. This section will address the tasks and responsibilities required to provision and maintain ENUM registrations by the above functional entities with the focus on the interface between Tier 1 Registry and ENUM Registrar. 


This section does not include the procedures and interface involving Tier 0 Registry.

The data elements that may be provided to Tier 1 Registry are shown in Section 10.1.

The procedures for authentication and authorization are detailed in Section Error! Reference source not found..

The process for resolution of disputed registrations is detailed in Section Error! Reference source not found. of this document.
10.2 ASSUMPTIONS

The following assumptions are made when describing the provisioning scenarios:

· ENUM registrars have an established trust relationship with Tier 1 Registry.  This relationship  includes the method for secure communication, the assignment of user id and password for session management and a registrar identifier (ID) for ENUM Registration identification, and exchange of contact and other information before ENUM registrations begin.  How to open a secure communication link and establish a session between Tier 1 Registry and ENUM Registrar are not included in the provisioning procedures.

· There is no need to provide the IP addresses that are associated with the nameservers as part of the provisioning process because those nameservers are not likely to be under the .arpa zone (i.e., they are the out-of-zone hosts).

· An ENUM Registrar can offer Tier 2 Nameserver service.  It can either operate the nameservers itself or outsource the nameserver operation to other Tier 2 providers.  

· The entity that serves as the Tier 1 Registry for a number cannot also serve as a Registrar. The ENUM Forum’s recommendation for implementation of a “thick registry” model on which these procedures are based is contingent on this assumption.
· Zone file generation, publication/distribution and updates at Tier 1 Registry and Tier 2 Nameserver providers are not included in this document.  They are internal operational procedures.

· 
· The procedures for each scenario will cover both the successful and failure cases.

· 
· Initial ENUM registration by the ENUM registrant in the scenarios described below implies that it is the first time a given ENUM registrant requests ENUM capability for his/her TN regardless whether someone else has registered for the ENUM capability previously for that same TN. 

· Detailed data elements and procedures related to authorization, authentication and accounting (AAA) between entities other than the Registrant and Registrar are not addressed. 

· The ENUM Registrant specifies the billing and administrative contact information.  He/she provides the technical contact information only when he/she operates the Tier 2 Nameservers for his/her ENUM domain name.

· ENUM Registrant may authorize its Tier 2 Nameserver provider to review/update certain data (e.g., host and technical contact information) at its ENUM Registrar and/or its ASPs to review/update some application-related data for his/her ENUM domain name.   The data elements and procedures related to the interactions between Tier 2 Nameserver provider and ENUM Registrar or between ASPs and Tier 2 Nameserver providers are not addressed to simplify the scenario descriptions.

· Resolution of registration conflicts is addressed in SectionError! Reference source not found..

· This section does not address reseller requirements.

· Since this section's focus is on things related to the interface between Tier 1 Registry and ENUM Registrar, it will not address scenarios that do not involve the Registry-Registrar interface.  This includes the scenario where one Tier 1 Registry transfers some or all of its ENUM registrations to another Tier 1 Registry.  Scenarios where Tier 2 Nameserver provider initiates the action (e.g., check/change data) are not included.

· In case of an area code split, the same Tier 1 Registry that handles the old area code always handles the new area code.

10.3 PROVISIONING REQUIREMENTS

This section lists orcross references the high-level requirements for the involved entities in provisioning the ENUM.   In terms of provisioning for ENUM, more stringent and specific requirements will be placed on Tier 1 Registry and ENUM Registrars.  Tier 2 Nameserver providers, although still subject to certain requirements, will have more freedom in interacting with ENUM Registrant and optionally the ASPs and ENUM Registrar in terms of the protocols and/or methods for interactions.   

10.3.1 Tier 1 Registry 

Tier 1 provisioning requirement are identified in Section 5 of the this document.
 Redundant with Section 5.2
 Redundant with Section 5.2
 Redundant with Section 5.2
Tier 1 Registry shall reject illegal commands/requests (e.g., missing mandatory data element) from ENUM Registrars. Move to 5.1
 Redundant with Section 5.3
Tier 1 Registry shall detect dual registrations for the same ENUM domain name and inform the requesting ENUM Registrar so that it can initiate the dispute resolution process (see Section Error! Reference source not found. of this document for details). If required, it needs to take appropriate action during the dispute to protect the TN assignee’s right. Move to Section 5.1
Tier 1 Registry should support batch file processing so that ENUM Registrar can put many commands in one file and deposit it in a “command” directory on a Tier 1 Registry server.  Tier 1 Registry should move the file to an archive directory, process the commands based on the order they appear in the file and put all the responses to the commands in the same order in a file that is deposited in a “response” directory on the same server.  ENUM Registrars can periodically check and retrieve files in the “response” directory.  Once the file is read, Tier 1 Registry can move the file to an archive directory so that it won’t be read again and can be used as back up. Move to Section 5.1
Redundant 
Tier 1 Registry shall follow the procedures described in Section 10.4.15 to update the zone files and information in the local data stores when an area code split takes place. Move to Section 5
10.3.2 ENUM Registrar

ENUM Registrar requirements are specified in Section 11.
(redundant)
When dealing with a corporate ENUM Registrant, ENUM Registrar must ensure that only those specific persons who are the designated contact persons of the corporate account with the telephony service provider (TSP) can request for ENUM registration for any TN used by that corporation.

When a broker/agent is involved in applying for ENUM, ENUM Registrar must ensure that broker/agent is authorized by the TN assignee/ENUM Registrant to register for ENUM.

ENUM Registrar must support the protocols specified between Tier 1 Registry and ENUM Registrars.  The protocols include those for application handling, secure communications and low-layer transport and routing.

ENUM Registrar must follow the policies specified for ENUM provisioning (e.g., various grace periods, transfer and renewal).

ENUM Registrar should notify the technical contact associated with each ENUM domain name impacted by area code split following the recommended procedures in Section 10.4.15.   

If the ENUM Registrar also offers Tier 2 Nameserver functions to ENUM Registrant, it must support all the requirements a Tier 2 Nameserver provider must support.  If it out-sources those functions with a Tier 2 Nameserver provider, it must collect the NAPTR RR information or sufficient information that allows that Tier 2 Nameserver provider to provision the NAPTR RRs from the ENUM Registrant.
Move the remaining requirements above to Section 11.2
10.3.3 Tier 2 Provider  Move to Section 13
Tier 2 Provider requirements are found in Section 13






10.3.4 ENUM Registrant

The ENUM Registrant shall register only the TN or TNs assigned to them.

The ENUM Registrant should inform the ENUM Registrar when he/she disconnects the telephony service (e.g., is no longer the TN assignee).

If ENUM Registrant operates the Tier 2 nameservers, it should support the requirements in Section 10.3.3.

10.3.5  Application Service Provider (ASP)

The ASPs must give the correct application addresses/URLs to ENUM Registrant.  They may interact with Tier 2 Nameserver provider in provisioning certain data related to their application service when authorized by ENUM Registrant.

Some of the ASPs’ application services may require further resolution services such as LDAP to retrieve application-related information.  In that case, they must ensure that the correct information is provisioned in the NAPTR RRs stored at Tier 2 nameservers.

10.4 PROVISIONING PROCEDURES

This section describes various possible scenarios for ENUM Provisioning Activities.

10.4.1 Scenario - Registrant Selects the Tier 2 at Initial ENUM Registration 

In this scenario, the ENUM Registrant selects the Tier 2 Nameserver provider before approaching an ENUM Registrar for ENUM registration.

10.4.1.1 Assumptions

· The ENUM Registrant deals with the ENUM Registrar for registering ENUM for his/her Telephone Number (TN).  No agent or broker is involved.

· The Tier 2 Nameserver Provider is selected by the ENUM Registrant is the technical contact for the registered ENUM domain name.  The ENUM Registrant is the billing and administrative contacts for the registered ENUM domain name.

10.4.1.2 Proposed Provisioning Procedures

1) An individual ENUM Registrant selects the Tier 2 Nameserver Provider and provides the following information to that Tier 2 Nameserver Provider:

· One of the two below:

1) Naming Authority Pointer (NAPTR) Resource Records (RRs).

2) If Tier 2 Nameserver Provider can formulate the NAPTR RRs

- TN or ENUM domain name.

- Application-related information (e.g., application/service types and e-mail addresses and sip, fax and tel Uniform Resource Locators (URLs)) and the preference value, if specified, for each application-related address.

·  (see the Section 10.5 for details).

· Any AAA (Authentication, Authorization and Accounting) related information required by Tier 1 Nameserver provider.

2) The Tier 2 Nameserver Provider verifies the information provided by the ENUM Registrant (e.g., for the purpose of accounting/payment), sets up a user account with the ENUM Registrant and acknowledges the receipt of the information.  

3) If the account is not approved (e.g., due to bad credit), the Tier 2 Nameserver Provider informs the ENUM Registrant about its decision.  The ENUM Registrant either gets the rejection reversed and continues with Step 2 or selects another the Tier 2 Nameserver Provider and goes back to Step 1.   He/she may also decide not to have an ENUM registration at all.

4) If the account is approved, the Tier 2 Provider assigns at least two nameservers, provides the following information to the ENUM Registrant and updates the zone file for this ENUM domain name at the assigned nameservers:

· A list of nameserver host names associated with the ENUM domain name

· Contact information for technical contact person for the ENUM domain name

5) The ENUM Registrant selects an ENUM Registrar and provides the following information to that ENUM Registrar to register for ENUM for his/her TN:

· TN

· A list of nameserver host names associated with the ENUM domain name

· ENUM registration period (e.g., two years)

· ENUM Registrant's information and technical, administrative and billing contact information

· Any AAA-related information required by ENUM Registrar

6) The ENUM Registrar may interact with the ENUM Registrant for more information if needed.  The ENUM Registrar then validates the ENUM Registrant's identity and TN assignment (methodology and procedures are defined in Section 12).

7) If the validation fails, the application for ENUM is rejected.  The process stops for an unauthorized ENUM Registrant.  The ENUM Registrant, if the valid TN assignee, either provides more information to get the rejection reversed and continue with Step 4b or selects another ENUM Registrar and goes back to Step 3.  He/she also may decide not to register for ENUM.

8) If the ENUM Registrant is not authorized to register the ENUM domain name (e.g., not the TN assignee), it is that ENUM Registrant's responsibility to cancel its contract with the selected Tier 2 Nameserver Provider.

9) If the validation is successful, ENUM Registrar may check whether it has an existing ENUM registration for the same ENUM domain name from a different ENUM Registrant.  

· If YES, ENUM Registrar initiates the dispute resolution process (methodology and procedures defined in Section Error! Reference source not found.) and this process stops.

· If NOT, ENUM Registrar proceeds with Step 5. 

10) ENUM Registrar registers the ENUM domain name with Tier 1 Registry by providing the following information:


· Request for new ENUM domain name registration

· ENUM domain name (e.g., 4.3.2.1.3.3.5.2.0.2.1.e164.arpa)

· A list of nameserver host names

· ENUM Registration period (e.g., two years)

· The ENUM Registrant's contact information and technical, administrative and billing contact information

11) After successful authentication and authorization checks of ENUM Registrar, Tier 1 Registry determines whether there is an existing ENUM registration for the same ENUM domain name.

· If YES, it initiates the dispute resolution process (methodology and procedures defined in the Section 14 ) and this process stops.

· If NOT, Tier 1 Registry acknowledges to ENUM Registrar that the ENUM domain name registration is accepted with a registration expiration date.  Tier 1 Registry then performs the zone file updates to add the NS RRs of this ENUM domain name to its nameservers.  After the zone file updates have been performed at Tier 1 Registry, real-time DNS queries for this particular ENUM domain name will be able to retrieve the nameserver information where NAPTR RRs are hosted.  

12) After receiving the positive acknowledgement from Tier 1 Registry, ENUM Registrar records this successful ENUM registration and may inform ENUM Registrant about the successful registration of his/her ENUM domain name.

ENUM Registrant Selects Tier 2  at Initial ENUM Registration



10.4.2 Scenario - Registrant Did Not Select the Tier 2 at Initial ENUM Registration

An individual ENUM Registrant does not select the Tier 2 Nameserver provider before approaching an ENUM Registrar for ENUM registration.  ENUM Registrar does not support the Tier 2 Nameserver functions but outsources those functions to a Tier 2 Nameserver provider.

10.4.2.1 Assumptions

· The ENUM Registrant interfaces with an ENUM Registrar for registering his/her Telephone Number (TN) in ENUM.  No agent or broker is involved.

· The ENUM Registrar and a Tier 2 Nameserver provider have a business relationship and have an established trust relationship if ENUM Registrar uses a Tier 2 Nameserver provider.  This includes the method for secure communication, the assignment of user id and password for session management and a registrar ID for ENUM Registration identification, and exchange of contact and other information before ENUM registrations begin.  How to open a secure communication link and establish a session between the Registrar and Tier 2 service provider are not included in the provisioning procedures.

10.4.2.2 Proposed Provisioning Procedures

1. ENUM Registrant selects an ENUM Registrar and provides the following information to that ENUM Registrar to register  his/her TN:


· TN

· ENUM registration period (e.g., two years)

· ENUM Registrant's information and administrative and billing contact information

· Application-related information (e.g., application/service types and e-mail addresses and sip, fax and tel URLs) and the preference value, if specified, for each application-related address

· Any AAA-related information required by ENUM Registrar

2. ENUM Registrar may interact with ENUM Registrant for more information if needed.  ENUM Registrar then validates ENUM Registrant's identity and TN assignment (methodology and procedures defined in Section 12).

3. If the validation fails, the application for ENUM registration is rejected.  The process stops for an unauthorized ENUM Registrant.  ENUM Registrant, if the valid TN assignee, either provides more information to get the rejection reversed and continue with Step 2 or selects another ENUM Registrar and goes back to Step 1.  He/she also may decide not to register for ENUM.

4. If the validation is successful, ENUM Registrar may check whether it has an existing ENUM registration for the same ENUM domain name from a different ENUM Registrant.  

a. If YES, ENUM Registrar initiates the dispute resolution process (methodology and procedures defined in the Section 14) and this process stops.

b. If NOT, ENUM Registrar proceeds with Step 5. 

5. ENUM Registrar selects the Tier 2 Nameserver Provider and provides the following information to that Tier 2 Nameserver Provider:

One of the two below:

1) Naming Authority Pointer (NAPTR) Resource Records (RRs).

OR If Tier 2 Nameserver Provider formulates the NAPTR RRs

2)       a) TN or ENUM domain name.

b) Application-related information (e.g., application/service types and e-mail addresses and sip, fax and tel Uniform Resource Locators (URLs)) and the preference value, if specified, for each application-related address.

6. Tier 2 Nameserver Provider assigns at least two nameservers, provides the following information to ENUM Registrar and updates the zone file for this ENUM domain name at the assigned nameservers:  

· A list of nameserver host names associated with ENUM domain name

· Contact information for technical contact person for the ENUM domain name
(Note: see the Appendix for details)

7. ENUM Registrar registers the ENUM domain name with Tier 1 Registry by providing the following information:

· Request for new ENUM domain name registration

· ENUM domain name (e.g., 4.3.2.1.3.3.5.2.0.2.1.e164.arpa)

· A list of nameserver host names

· ENUM Registration period (e.g., two years)

· If required, the ENUM Registrant's contact information and technical, administrative and billing contact information.

8. After successful authentication and authorization checks of ENUM Registrar, Tier 1 Registry determines whether there is an existing ENUM registration for the same ENUM domain name.

a. If YES, it initiates the dispute resolution process (methodology and procedures  defined in the Dispute Resolution Section 14) and this process stops.

b. If NOT, Tier 1 Registry acknowledges to ENUM Registrar that the ENUM domain name registration is accepted with a registration expiration date.  Tier 1 Registry then performs the zone file updates to add the NS RRs of this ENUM domain name to its nameservers.  After the zone file updates have been performed at Tier 1 Registry, real-time DNS queries for this particular ENUM domain name will be able to retrieve the nameserver information where NAPTR RRs are hosted.  

9. After receiving the positive acknowledgement from Tier 1 Registry, ENUM Registrar records this successful ENUM registration and may inform ENUM Registrant about the successful registration of his/her ENUM domain name.

ENUM Registrant did not Select Tier 2 at Initial ENUM Registration



10.4.3 Corporate Registrant Selects the Tier 2 at Initial ENUM Registration

A corporate ENUM Registrant selects the Tier 2 Nameserver provider before approaching an ENUM Registrar for ENUM registration.

10.4.3.1 Assumptions

· ENUM Registrant deals with ENUM Registrar for registering his/her Telephone Number (TN).  No agent or broker is involved.

· Tier 2 Nameserver Provider selected by ENUM Registrant is the technical contact for the registered ENUM domain name.  ENUM Registrant is the billing and administrative contacts for the registered ENUM domain name.  This is to simply the description about who gives what information.

· A corporation provides one or more contact persons to the telephony service provider (TSP) when subscribing to the telephony service.  Only those designated contact persons can subscribe to ENUM from an ENUM Registrar.  
· The ENUM Registrant can register many TNs at the same time but only one TN is described in the procedures.

· 
10.4.3.2 Proposed Provisioning Procedures

The provisioning procedures are exactly the same as those described in Scenario 10.4.2.1 when AAA-related data elements and procedures are not considered.  A corporate ENUM Registrant needs to provide company credit reference information when dealing with Tier 2 Nameserver provider and ENUM Registrar.

10.4.4 Corporate Registrant Did Not Select the Tier 2 at Initial ENUM Registration

A corporate ENUM Registrant does not select the Tier 2 Nameserver provider before approaching an ENUM Registrar for ENUM registration.  In this scenario, ENUM Registrar does not support the Tier 2 Nameserver functions but outsources those functions to a Tier 2 Nameserver provider.

10.4.4.1 Assumptions

· Same assumptions as are described in Scenario 10.4.2.1 except that the Corporate ENUM Registrant does not select Tier 2 Nameserver provider.

10.4.4.2 Proposed Provisioning Procedures

The provisioning procedures are exactly the same as those described in Scenario 10.4.2.2 when AAA-related data elements and procedures are not considered.  A corporate ENUM Registrant needs to provide company credit reference information when dealing with ENUM Registrar.

10.4.5 Broker/Agent Involved In Initial ENUM Registration

A broker or agent is authorized by ENUM Registrant for ENUM registration on behalf of ENUM Registrant. 

10.4.5.1 Assumptions

ENUM Registrant authorizes a broker or an agent to register for ENUM on behalf of himself/herself.  

10.4.5.2 Proposed Provisioning Procedures

In addition to the procedures described in Sections 10.41 through 10.4.4, ENUM Registrar or Tier 2 Nameserver Provider must validate that the broker/agent is indeed authorized by ENUM Registrant to register for ENUM for him/her or to contract with Tier 2 Nameserver Provider.  The broker or agent is expected to provide a letter of agency or other proof of their authorization to register the number on behalf of the assignee.
10.4.6 ENUM Registrant transfers his/her ENUM registration to another ENUM Registrar.

ENUM Registrant transfers his/her ENUM registration to another ENUM Registrar.

10.4.6.1 Assumptions

· ENUM Registrant uses the same Tier 2 Nameserver Provider and the nameservers are the same

· ENUM Registrant can initiate the transfer of ENUM registration at any point during the term of the registration

10.4.6.2 Proposed Provisioning Procedures

1.
ENUM Registrant decides to use another ENUM Registrar for his/her ENUM registration and provides the following information to that ENUM Registrar:

· TN

· [A list of nameserver host names associated with the ENUM domain name.]

· Existing ENUM registration expiration date.

· [ENUM registration renewal period (e.g., two years.)]

· ENUM Registrant's information and technical, administrative and billing contact information

· Any AAA-related information required by ENUM Registrar

2.
ENUM Registrar may interact with ENUM Registrant for more information if needed.  ENUM Registrar then validates ENUM Registrant's identity and TN assignment (methodology and procedures defined in Section 12).   The validation may be waived if ENUM Registrant provides the password associated with his/her ENUM domain name when the EPP is used between Tier 1 Registry and ENUM Registrar.  If that is the case, go to Step 2b.

a.
If the validation fails, the request for transferring the ENUM registration is rejected.  The process stops for an unauthorized ENUM Registrant.  ENUM Registrant, if the valid TN assignee, either provides more information to get the rejection reversed and continue with Step 2b or selects another ENUM Registrar and goes back to Step 1.  He/she also may decide not to transfer his/her ENUM registration.

b.
If the validation is successful, go to Step 3.  

3.
ENUM Registrar requests that Tier 1 Registry transfer the service registration for this particular ENUM domain name by providing the following information:

· Request for transferring an existing ENUM domain name

· ENUM domain name (e.g., 4.3.2.1.3.3.5.2.0.2.1.e164.arpa)

· [ENUM Registration renewal period (e.g., two years)]

· Any AAA-related information

Please note that the password associated with the ENUM domain name is provided to Tier 1 Registry if EPP is used.  This ENUM Registrar may also request transfer of some of the contact objects when needed.  The process would be similar except that a Contact ID instead of the ENUM domain name and the password associated with the Contact object instead of the one associated with the ENUM domain name object are used for each to-be-transferred Contact object.

4.
After successful authentication and authorization checks of ENUM Registrar, Tier 1 Registry determines whether there is an existing service registration for the ENUM domain name that can be transferred.

a.
If YES, it puts the ENUM domain name in the “pending transfer” state and informs the old ENUM Registrar about the transfer.

i.
If Tier 1 Registry receives an acknowledgement from the old ENUM Registrar or times out for receiving an acknowledgement, it completes the transfer (e.g., the new ENUM Registrar is now the sponsoring registrar) and changes the state of the ENUM domain name back to the “active” state.  Tier 1 Registry also notifies the new ENUM Registrar about the successful completion of the transfer request.

ii.
If Tier 1 Registry receives a negative acknowledgement from the old ENUM Registrar, it will deny the transfer and the old and new ENUM Registrars and ENUM Registrant need to resolve this among them.

b.
If NOT, Tier 1 Registry rejects the transfer by indicating that the ENUM domain name does not exist.

5.
After receiving the response from Tier 1 Registry, ENUM Registrar performs the following:

a.
If the transfer is complete, it puts the information associated with the transferred ENUM domain name in the local data stores.  It informs ENUM Registrant about the successful transfer and completes the necessary actions (e.g., collects the registration fee from ENUM Registrant for the renewal period and pays Tier 1 Registry).  

b.
If the old ENUM Registrar rejects the transfer, it informs ENUM Registrant about the result and urges ENUM Registrant to settle the matter with the old ENUM Registrar.

c.
If the transfer is rejected due to non-existence of the ENUM domain name, it informs ENUM Registrant about the result.

Flow Chart for 10.4.6.2: ENUM Registrant Transfers ENUM Registration to another Registrar



ENUM Registrant did not Select Tier 2 at Initial ENUM Registration
Belongs after 10.4.2


10.4.7 ENUM Registrant Checks/Changes Information at ENUM Registrar

ENUM Registrant checks or changes information stored at ENUM Registrar.

10.4.7.1 Assumptions

· ENUM Registrant has already set up an account with ENUM Registrar.

· ENUM Registrant can check and make changes to all the information except the Telephone Number (TN) kept by ENUM Registrar.

· ENUM Registrant may initiate the OAM&P changes himself/herself, or his/her action may be triggered by requests from Tier 2 Nameserver Provider if ENUM Registrant is the only one that can deal with ENUM Registrar.

· Some data changes/additions/deletions made by ENUM Registrant at ENUM Registrar needs to be reflected at Tier 1 Registry.  It is assumed  that if the ENUM Registrar approves and acts upon such a request theTier 1 Registry will not deny that request.

10.4.7.2 Proposed Provisioning Procedures

1. ENUM Registrant provides the authentication/authorization information and indicates the type of request with the associated information to ENUM Registrar.  The type of request and associated information may include 

· 
· Check

1. Status of ENUM domain name registration

2. All or certain current values associated with the registered ENUM domain name account such as:

· Technical, administrative and billing contact information

· Contact information for the account with ENUM Registrar

· Nameservers

· Registration expiration date

· Add

· New nameserver

· Additional technical, administrative or billing contact information

· Additional Contact information for the account with ENUM Registrar

· Authorization for Tier 2 Nameserver Provider to access its data stored at ENUM Registrar, if not previously authorized

· Delete

· Nameserver

· Technical, administrative or billing contact information

· Contact information for the account with ENUM Registrar

· Authorization of Tier 2 Nameserver Provider to access its data stored at ENUM Registrar, if previously authorized

Modify/Change

· User id, if permitted

· Password

· Partial information (e.g., address, phone number and/or e-mail address) in technical, administrative or billing contact information

· Partial information (e.g., address) in Registrant's contact information

· Partial information (e.g., address) in Tier 2 Nameserver contact information

· TSP account information such as the TSP name if ENUM Registrant ports his/her TN to a new TSP or billing address

2. ENUM Registrar validates ENUM Registrant.  

3. If the validation fails, ENUM Registrar rejects the request indicating authentication/authorization failure (e.g., invalid password).  ENUM Registrant, if valid, needs to resolve the problem (e.g., re-assign a password) with ENUM Registrar and resubmit the request.

If the validation is successful, ENUM Registrar proceeds with Step 3.

4. ENUM Registrar checks whether the requested action is valid.

a) If the request is not valid, ENUM Registrar rejects the request indicating the reason of rejection.  Illegal requests include but are not limited to

· Change/modified data that ENUM Registrant is not allowed to change/modify or does not exist

· Delete data that does not exist or will result in missing mandatory data

· Add data that ENUM Registrant is not allowed to add or will exceed the maximum number allowed for that data

b) If the request is valid, ENUM Registrar performs required actions that include but are not limited to:

· Return the requested information

· Replace with data from the request and returns a positive acknowledgement

· Delete data and returns a positive acknowledgement

· Add data and returns a positive acknowledgement

If the action of change/deletion/addition cannot be preformed due to internal problems, indicate "request pending" to ENUM Registrant.  After successful completion of the request, send a positive acknowledgement to ENUM Registrant

The Registrar may inform Tier 2 Nameserver Provider if it is authorized by ENUM Registrant to access/change certain data and ENUM Registrant has made changes to the data that Tier 2 Nameserver Provider is authorized to change

5. The ENUM Registrar checks whether it needs to inform Tier 1 Registry about the data change, deletion or addition.

If the ENUM Registrar need not inform Tier 1 Registry about the data change, deletion or addition, it stops the process here. 

If the ENUM Registrar needs to inform Tier 1 Registry about the data change, deletion or addition, it provides the authentication/authorization information and indicates the type of request with the associated information to Tier 1 Registry.

6. Tier 1 Registry validates the ENUM Registrar.  

If the validation fails, Tier 1 Registry rejects the request indicating authentication/authorization failure (e.g., invalid password).  ENUM Registrar, if valid, needs to resolve the problem (e.g., re-assign a password) with Tier 1 Registry and resubmit the request.

If the validation is successful, Tier 1 Registry proceeds with Step 7.

7. Tier 1 Registry checks whether the requested action is valid.

If the request is not valid (e.g., syntax error), Tier 1 Registry rejects the request indicating the reason for rejection. 

If the request is valid, Tier 1 Registry performs required actions and returns a positive acknowledgement.

ENUM Registrant Checks/Changes Information at ENUM Registrar



10.4.8 ENUM Registrant Checks/Changes Information at Tier 2 Nameserver Provider

ENUM Registrant checks or changes information stored at Tier 2 Nameserver Provider.

10.4.8.1 Assumptions

· ENUM Registrant has already set up an account with Tier 2 Nameserver Provider.  

· If ENUM Registrant did not select Tier 2 Nameserver Provider at the ENUM registration, it approaches ENUM Registrar as if it is the Tier 2 Nameserver Provider.

· ENUM Registrant can check and make changes to all the information kept by Tier 2 Nameserver Provider; however, ENUM Registrant is not likely to change his/her the Telephone Number (TN) or ENUM domain name.

· ENUM Registrant may initiate the OAM&P changes himself/herself, or his/her action may be triggered by requests from an ASP if ENUM Registrant is the only one that can deal with Tier 2 Nameserver Provider.

· No data change/addition/deletion made by ENUM Registrant at Tier 2 Nameserver Provider needs to be reflected at ENUM Registrar or Tier 1 Registry.

10.4.8.2 Proposed Provisioning Procedures

1. If ENUM Registrant did not select Tier 2 Nameserver Provider during ENUM registration, go to Step 4.

Otherwise, ENUM Registrant provides the authentication/authorization information and indicates the type of request with the associated information to Tier 2 Nameserver Provider.  The type of request and associated information may include 

· Check all or certain current values associated with the ENUM Registrant account such as:

· Contact information

· Information in NAPTR RRs

· Authorized ASP list and data each ASP can access/modify

· Credit card information, if applicable

· Add

· NAPTR RR

· Additional Contact information for the account with Tier 2 Nameserver Provider

· Authorization of an ASP to access its data stored at Tier 2 Nameserver Provider, if not previously authorized

· Delete

· Contact information for the account with Tier 2 Nameserver Provider

· NAPTR RR

· Authorization of an ASP to access its data stored at Tier 2 Nameserver Provider, if previously authorized

· Modify/Change

· User id, if permitted

· Password

· Partial information (e.g., address, phone number and/or e-mail address) in ENUM Registrant's contact information

· Partial information in NAPTR (e.g., preference value, URL)

· Partial information (e.g., address) in ASP contact information

· List of data that an ASP can access/modify

2. Tier 2 Nameserver Provider validates ENUM Registrant.  

If the validation fails, Tier 2 Nameserver Provider rejects the request indicating authentication/authorization failure (e.g., invalid password).  The process stops here for invalid ENUM Registrant.  ENUM Registrant, if valid, needs to resolve the problem (e.g., re-assign a password) with Tier 2 Nameserver Provider and resubmit the request by going back to Step 1.  

If the validation is successful, Tier 2 Nameserver Provider proceeds with Step 3.

3. Tier 2 Nameserver Provider checks whether the requested action is valid.

If the request is not valid, Tier 2 Nameserver Provider rejects the request indicating the reason of rejection.  Illegal requests include but are not limited to

· Change/modify data that does not exist

· Delete data that does not exist or will result in missing mandatory data

· Add data that ENUM Registrant is not allowed to add or will exceed the maximum number allowed for that data

If the request is valid, Tier 2 Nameserver Provider performs required actions that include but are not limited to

· Return the requested information

· Replace with data from the request and return a positive acknowledgement

· Delete data and return a positive acknowledgement

· Add data and return a positive acknowledgement

If the action of change/deletion/addition cannot be preformed due to internal problems, indicate "request pending" to ENUM Registrant.  After successful completion of the request, send a positive acknowledgement to ENUM Registrant

It may inform an ASP if it is authorized by ENUM Registrant to access/change certain data and ENUM Registrant has made changes to the data that ASP is authorized to change

The process stops.

4. ENUM Registrant provides the authentication/authorization information and indicates the type of request with the associated information to ENUM Registrar.  The type of request and associated information are the same as those described in Step 1.

5. ENUM Registrar validates ENUM Registrant.  

If the validation fails, ENUM Registrar rejects the request indicating authentication/authorization failure (e.g., invalid password).  The process stops here for invalid ENUM Registrant.  ENUM Registrant, if valid, needs to resolve the problem (e.g., re-assign a password) with ENUM Registrar and resubmit the request by going back to Step 1.

If the validation is successful, ENUM Registrar proceeds with Step 6.

6. If ENUM Registrar outsources Tier 2 Nameserver operation to a third-party, go to Step 7.  Otherwise, ENUM Registrar checks whether the requested action is valid.

a) If the request is not valid, ENUM Registrar rejects the request indicating the reason for rejection.  Illegal requests include but are not limited to

· Change/modified data that does not exist

· Delete data that does not exist or will result in missing mandatory data

· Add data that ENUM Registrant is not allowed to add or will exceed the maximum number allowed for that data

b) If the request is valid, ENUM Registrar performs required actions that include but are not limited to

· Return the requested information

· Replace with data from the request and return a positive acknowledgement

· Delete data and return a positive acknowledgement

· Add data and return a positive acknowledgement

If the action of change/deletion/addition cannot be preformed due to internal problems, indicate "request pending" to ENUM Registrant.  After successful completion of the request, send a positive acknowledgement to ENUM Registrant

It may inform an ASP if it is authorized by ENUM Registrant to access/change certain data and ENUM Registrant has made changes to the data that ASP is authorized to change

The process stops.

7. ENUM Registrar relays the request to Tier 2 Nameserver Provider, which performs the same procedures as stated in Steps 6a and 6b except that the response is relayed through ENUM Registrar.  If for any reason ENUM Registrar cannot relay the response to ENUM Registrant, either Tier 2 Nameserver Provider or ENUM Registrar may re-transmit the response for a certain time period depending on who detects the failure.

ENUM Registrant Checks/Changes Information at Tier 2 Provider

a. Registrant selected Tier2


b. Registrar selected Tier 2


10.4.9 ENUM Registrar Checks/Changes Information at Tier 1 Registry

ENUM Registrar checks or changes information stored at Tier 1 Registry.

10.4.9.1  Assumptions

· Only the checks/changes initiated by ENUM Registrar are discussed.  Checks/changes initiated by ENUM Registrant and Tier 2 Nameserver Providers may be accomplished through the Registrar.

· ENUM Registrar does not initiate a transfer request without ENUM Registrant’s request

10.4.9.2 Proposed Provisioning Procedures

1.
ENUM Registrar provides the AAA-related information and indicates the type of request with the associated information to Tier 1 Registry.   Any information that is provided by this ENUM Registrar can be checked and changed by this ENUM Registrar.  An ENUM Registrar may check some information (e.g., whether an ENUM domain name is available) even if the information is provided by other ENUM Registrars.  The type of request and associated information may include: 

· Check

· All or certain current information associated with the ENUM Registrant’s ENUM registration such as:

· Contact information

· service registration expiration date

· The last date when an object is created, modified or transferred

· State of an object (e.g., active, server hold)

· All or certain current information associated with the ENUM Registrar’s data such as:

· Contact information

· Organizational information

· IP address(es)

· [Web site address]

· [whois server name]

· Security pass phrase (for authenticating an ENUM Registrar when contacting Tier 1 Registry’s customer support by telephone)

· User id and password information 

· Digital certificate information

· Add

· Additional ENUM Registrar Contact information

· Additional ENUM Registrar Organizational information

· Additional IP address(es)

· Additional user id and password

· Delete

· Contact information

· IP address(es)

· Credit card and/or bank information

· User id and password, when there are multiple accounts

· Modify/Change

· Partial information (e.g., address, phone number and/or e-mail address) in ENUM Registrar’s contact information

· Partial information in ENUM Registrar’s such as contact information, user id, password, security pass phrase, digital certificate information, web site address and ContactInfo server name

2.
Tier 1 Registry validates the ENUM Registrar.  

a.
If the validation fails, Tier 1 Registry rejects the request indicating authentication/authorization failure (e.g., invalid password).  ENUM Registrar, if valid, needs to resolve the problem (e.g., re-assign a password) with Tier 1 Registry and resubmit the request.

b.
If the validation is successful, Tier 1 Registry proceeds with Step 3.

3.
Tier 1 Registry checks whether the requested action is valid.

a.
If the request is not valid (e.g., syntax error), Tier 1 Registry rejects the request indicating the reason of rejection. 

b.
If the request is valid, Tier 1 Registry performs required actions and returns a positive acknowledgement.

4.
When a response is received, ENUM Registrar performs the following:

a.
If the request is rejected, it tries to determine the cause of the failure and re-submit the request, if needed, after the problem is cleared.

b.
If the request is accepted, it makes the necessary changes/additions/deletions in the local data stores.

ENUM Registrar Checks/Changes Information at Tier 1 Registry



10.4.10  ENUM Registrant Renews ENUM Registration

ENUM Registrant renews his/her ENUM registration when the previous ENUM registration is to expire or when he/she decides to extend the service registration period at any time before the existing service registration expires.

10.4.10.1 Assumptions

· ENUM Registrant does not change ENUM Registrar for the renewed registration period.

· Host information associated with the ENUM domain name does not change.

· ENUM Registrant will renew the service contract, if necessary, with Tier 2 Nameserver Provider.  This process is not discussed.

10.4.10.2  Proposed Provisioning Procedures

1.
ENUM Registrant requests ENUM Registrar to renew or extend the existing ENUM registration by providing the following information:

· ENUM TN

· Renewal period (e.g., two years)

· Any AAA-related information required by ENUM Registrar for renewal

2.
ENUM Registrar then validates ENUM Registrant's identity and TN assignment (methodology and procedures to be defined by the Security TG).

a.
If the validation fails, the application for renewing ENUM registration is rejected.  The process stops for an unauthorized ENUM Registrant.  ENUM Registrant, if the valid TN assignee, provides more information to get the rejection reversed and continue with Step 2b.   He/she also may decide not to renew the ENUM registration.

b.
If the validation is successful, ENUM Registrar proceeds with Step 3. 

3.
ENUM Registrar requests Tier 1 Registry to renew the ENUM domain name by providing the following information:

-
Request to renew ENUM registration.

-
ENUM domain name (e.g., 4.3.2.1.3.3.5.2.0.2.1.e164.arpa).

-
Renewed ENUM Registration period (e.g., two years).

-
Any AAA-related information required by Tier 1 Registry.

4.
After successful authentication and authorization checks of ENUM Registrar, Tier 1 Registry determines whether there is an existing ENUM registration for the requested ENUM domain name.

a.
If YES, Tier 1 Registry acknowledges to ENUM Registrar that the ENUM domain name registration is renewed with a new registration expiration date.  Tier 1 Registry then updates the data (e.g., new registration expiration date and date when renewal is done) in the local data stores.

b.
If NOT, Tier 1 Registry rejects the request.  This case is not likely to happen.

5.
After receiving the response from Tier 1 Registry, ENUM Registrar performs the following:

a.
If the renewal is accepted, it updates information such as the service registration expiration date and the date the renewal is done in the local data stores.  It informs ENUM Registrant about the successful renewal and completes the necessary actions (e.g., collects the registration fee from ENUM Registrant for the renewal period and pays Tier 1 Registry).

b.
If the renewal is rejected due to non-existence of the ENUM domain name, it informs ENUM Registrant about the result.

ENUM Registrant Renews ENUM Registration



10.4.11 ENUM Registrant Terminates ENUM Registration

ENUM Registrant terminates his/her ENUM registration before the previous ENUM registration expires.

10.4.11.1 Assumptions

· ENUM registration is to be terminated before the registration expiration date.

10.4.11.2 Proposed Provisioning Procedures

1. ENUM Registrant contacts the ENUM Registrar and indicates his/her desire to terminate registration for his/her ENUM domain name.  ENUM Registrant provides the following information:


· ENUM TN

· Request for terminating ENUM registration
· Any AAA-related information required by ENUM Registrar

2. ENUM Registrar checks if the request (see Section 12 for detailed procedures) comes from the authorized ENUM Registrant.

If YES, ENUM Registrar reminds ENUM Registrant that terminating his/her ENUM registration may cause associated addresses and services to no longer function as before.  Proceed to step 3.

If NO, ENUM Registrar ends the termination process by indicating to the requester that he/she is not authorized to terminate the service registration for the subject ENUM domain name.

3. ENUM Registrar notifies Tier 1 Registry about service termination by providing the following information:

· ENUM domain name

· Request for terminating ENUM 
· Any AAA-related information required by Tier 1 Registry

4. Tier 1 Registry removes the ENUM registration for the subject ENUM domain name from its local data store and name servers.  It then notifies ENUM Registrar that the registration has been terminated.

5. ENUM Registrar acknowledges the successful execution of the request to ENUM Registrant.

6. The responsible party arranges for removal of NAPTR records at Tier 2 Nameserver provider:

If ENUM Registrar also provides the Tier 2 Nameserver function it removes the NAPTR records from its nameservers. 

If ENUM Registrar uses a Tier 2 Nameserver provider, it notifies the Tier 2 Nameserver provider to terminate the service by removing the NAPTR records from its nameservers. 

If ENUM Registrant had contracted for the Tier 2 Nameserver function directly, ENUM Registrant notifies the Tier 2 Nameserver provider to terminate the service by removing the NAPTR records from its nameservers.

If ENUM Registrant provided the Tier 2 Nameserver function him/her/itself, the Registrant removes the NAPTR records from his/her/its nameservers.

7. Notification of Application service Providers.  The Registrant should notify the Registrant’s ASPs (if the Registrant has not already) that the ENUM registration has been terminated.

ENUM Registrant Terminates ENUM Registration



10.4.12  ENUM Registrant No Longer a TN Assignee

ENUM Registrant terminates his/her telephone service before the previous ENUM registration expires, which may result in a dangling registration.

10.4.12.1 Assumptions

· ENUM Registrant does not inform ENUM Registrar that he/she is no longer the TN assignee

· ENUM Registrar detects that ENUM Registrant is no longer the TN assignee through the periodic re-validations or notification from ENUM Registrant’s serving TSP

10.4.12.2 Proposed Provisioning Procedures

1.
ENUM Registrar determines that the registration of an ENUM domain name should be terminated; it requests Tier 1 Registry to delete the ENUM domain name by providing the following information:

Request to delete ENUM registration

ENUM domain name (e.g., 4.3.2.1.3.3.5.2.0.2.1.e164.arpa)

Any AAA-related information required by Tier 1 Registry

2.
After successful authentication and authorization checks of ENUM Registrar, Tier 1 Registry determines whether there is an existing ENUM registration for the requested ENUM domain name.

a.
If YES, Tier 1 Registry acknowledges to ENUM Registrar that the ENUM domain name registration is deleted.  Tier 1 Registry then removes information associated with the ENUM domain name in the local data stores and updates the zone file.

b.
If NOT, Tier 1 Registry rejects the request.  This case is not likely to happen.

3.
After receiving the response from Tier 1 Registry, ENUM Registrar performs the following:

a.
If the deletion is accepted, it removes information associated with the ENUM domain name in the local data stores.  It may inform ENUM Registrant about the termination of his/her ENUM domain name registration and the technical contacts associated with the ENUM domain name via e-mails about removal of the NAPTR RRs from the nameservers.

b.
If the deletion is rejected due to non-existence of the ENUM domain name, it removes information associated with the ENUM domain name in the local data stores.

ENUM Registrant No Longer a TN Assignee


10.4.13   ENUM Registrar Terminates the ENUM Registration

ENUM Registrar terminates ENUM Registrant’s service registration before the previous ENUM registration expires due to contractual business reasons.  This can happen when ENUM Registrant does not pay ENUM Registrar the registration fee before the grace period of ENUM registration (e.g., five days) expires.  It may also happen if ENUM Registrar determines that an ENUM registration is no longer valid (e.g., as the result of dispute resolution process). 

10.4.13.1 Assumptions

This ENUM Registrar has registered the subject ENUM domain name.

10.4.13.2 Proposed Provisioning Procedures

The provisioning procedures are exactly the same as those described in Section 10.6.12. 

10.4.14 Tier 1 Registry Terminates the ENUM Registration

Tier 1 Registry determines that the registration of an ENUM domain name should be terminated.

10.4.14.1 Assumptions

-
ENUM Registrant does not renew the service registration for his/her ENUM domain name and the grace period for renewal has expired.

10.4.14.2 Proposed Provisioning Procedures

1.
Tier 1 Registry determines that the registration of an ENUM domain name should be terminated; it removes information associated with the ENUM domain name in the local data stores and updates the zone file and notifies the associated Registrar.

2.
Tier 1 Registry may inform the technical contacts via e-mails associated with the ENUM domain name to remove the NAPTR RRs from the nameservers.

10.4.15 Area Code Split 
An area code is split; the new area code is assigned to the same Tier 1 Registry that handles the old area code.

10.4.15.1 Assumptions

· The Tier 1 Registry that handles the old area code is given the new area code when area code split happens.

· Tier 1 Registry, ENUM Registrars and Tier 2 Nameserver Providers that are involved in the telephone numbers (TNs) impacted by the area code split will take the necessary steps to support area code split and the permissive dialing period
 whether ENUM Registrant informs them about the area code split/TN change or not.

· The ENUM domain name that is associated with the telephone number under the old area code is referred to as the "old ENUM domain name."   The ENUM domain name that is associated with the telephone number under the new area code is referred to as the "new ENUM domain name."  For example, if the TN 703-434-1234 has registered for ENUM and is to be changed to 571-434-1234, the old ENUM domain name would be "4.3.2.1.4.3.4.3.0.7.1.e164.arpa," and the new ENUM domain name would be "4.3.2.1.4.3.4.1.7.5.1.e164.arpa."    The TN under the old area code (e.g., 703-434-1234) is referred to as the "old TN," and the TN under the new code (e.g., 571-434-1234) is referred to as the "new TN."

· Only the ENUM domain names that are associated with the TNs impacted by area code split (those that are to be changed to the new area code) are discussed.  ENUM domain names that are not impacted by area code split are handled by normal procedures as usual.  For example, if 703-538-6789 is not subject to the area code change, its associated ENUM domain name, 9.8.7.6.8.3.5.3.0.7.1.e164.arpa, remains the same.

· T1 is the time (e.g., 12:01am EST on 6/1/01) when the new area code (e.g., 434 split from the old area code 804) becomes effective and permissive dialing period starts.  T2 is the time (e.g., 12:01am EST on 1/15/02) when the permissive dialing period ends.

· Normally an area code split involves only the area code change; however, it may happen that both the area code and office code of a TN are changed.    When area code change is mentioned in this document, it covers the case when both the area code and office code are changed.

In very rare cases, area code split may be done based on the geographical boundary (e.g., country line), which may result in a situation of "partitioned NPA-NXX."   Some TNs in a NPA-NXX are changed to the new area code while others remain in the old area code.   It is for further study as to how the specific TNs under a partitioned NPA+NXX code can be obtained from the telephony service providers because only the serving telephony service provider of a TN knows whether that TN is impacted by area code split.  It may be also possible, although not likely, to directly verify with ENUM Registrant whether his/her TN is impacted by area code split. 

· North American Numbering Plan Administrator (NANPA) (http://www.nanpa.com) offers free notifications of area code splits; however, the information reflects the affected NPA-NXX codes at the notification time.  Because NPA-NXX codes can be added or deleted, there is a need to know the updated information.  Affected NPA-NXX codes for a particular area code split can be found in the "area code split exchange diskette" from Telcordia (http://www.trainfo.com).

10.4.15.2 Proposed Provisioning Procedures

10.4.15.2.1 Procedures/Guidelines for Tier 1 Registry with Permissive Dialing Period

Tier 1 Registry is informed that it is to handle the new area code due to area code split and T1 and T2 that are associated with the permissive dialing period.   If the same Tier 1 Registry always handles the old and new area codes for an area code split, it shall monitor the announcements about the area code splits.

One week before T1, it is recommended that Tier 1 Registry send an e-mail message to each associated ENUM Registrar about the area code split and to remind it to take the appropriate actions about the area code split.  

At any time before T1, Tier 1 Registry shall not accept any request on any new ENUM domain name from ENUM Registrar.   This is because that the new TN under the new area code is not yet effective before T1.

Starting at T1, Tier 1 Registry shall be capable of accepting and responding to any request made on the new ENUM domain name from ENUM Registrar and perform data updates on the local data stores and zone files, if applicable.

Tier 1 Registry shall not accept any request on any old ENUM domain name from ENUM Registrar during the permissive dialing period. 

At T1, Tier 1 Registry shall perform zone file updates to add all the new ENUM domain names.   One or more than one new zone files may be created or new data is added to the existing zone file for those new ENUM domain names with exactly the same nameserver information copied from those associated with the corresponding old ENUM domain names at T1.
    Tier 1 Registry shall not remove the Nameserver (NS) RRs associated with the old ENUM domain names from the existing zone file(s).    

Tier 1 Registry should follow the guidelines below in setting the Time to Live (TTL)
 values for the NS RRs associated with the old ENUM domain name or for the minimum TTL in the Start of a zone of Authority (SOA) RR if that minimum TTL is the default TTL value for all the RRs in the same zone.

Set the TTL to a value between a day and a week in the beginning and before the last month of the permissive dialing period.

Set the TTL to a value between an hour and a day in the last month but before the last week of the permissive dialing period.

Set the TTL to a value between ten minutes and an hour in the last week but before the last day of the permissive dialing period.

Set the TTL to ten minutes in the last day of the permissive dialing period.

The TTL in the NS RRs associated with the new ENUM domain name is set to a typical value (e.g., from a day to a week) depending on the Tier 1 Registry policy (e.g., frequency of zone file updates).  

Within twenty-four hours after T1, Tier 1 Registry shall update its stored information to reflect the area code change on all the TNs.   It shall search the local data stores and change all the TNs that are subject to the area code change, not just those that are associated with the old ENUM domain names.  This will change all the phone numbers and fax numbers in the contact information of all the records.  

Tier 1 Registry shall not accept any request (e.g., create, check, update, renew or transfer) on any old ENUM domain name during the permissive dialing period while it maintains records associated with the old ENUM domain name.  

Tier 1 Registry shall keep the nameserver information in the zone file and information in the local data stores associated with each new ENUM domain name synchronized with the those associated with the corresponding old ENUM domain name during the permissive dialing period.  Any update request on the new ENUM domain name that is received from ENUM Registrar during the permissive dialing period shall cause the same update on the old ENUM domain name.  This includes the data in the whois database in case there are enquires about the ContactInfo information on the old ENUM domain names.   Because of this need for data synchronization, it is highly recommended that the same Tier 1 Registry handle both the old and new area codes when there is an area code split.  

During the permissive dialing period, if Tier 1 Registry receives a create request for an ENUM domain name that is available (e.g., no record exists for this ENUM domain name) and the associated TN is a new TN due to area code split, it shall create a record for the old ENUM domain name in addition to the record for the new ENUM domain name.

At T2, Tier 1 Registry shall perform zone file updates to remove the NS RRs associated with the old ENUM domain names.  It shall remove all the records associated with the old ENUM domain names from the local data stores.

After the permissive dialing period expires, Tier 1 Registry shall expect new ENUM registrations on the old ENUM domain names because the associated TNs can be reassigned to new telephony subscribers.

Within twenty-four hours after T2, Tier 1 Registry should send an e-mail message to each technical contact and ENUM Registrant that are associated with each old ENUM domain name to remind them to update the zone file(s) by removing any RR in the zone file and the data in the local data stores that are associated with the old ENUM domain name.  

10.4.15.2.2 Procedures/Guidelines for Tier 1 Registry without Permissive Dialing Period

Since there is no permissive dialing period, T1 and T2 are the same.  T1 in this case is be time when the new TN must be dialed and the old TN must not be dialed.

Tier 1 Registry is informed that it is to handle the new area code due to area code split and T1 when mandatory dialing starts.   If the same Tier 1 Registry always handles the old and new area codes for an area code split, it shall monitor the announcements about the area code splits.

One week before T1, it is recommended that Tier 1 Registry send an e-mail message to each associated ENUM Registrar about the area code split and to remind it to take the appropriate actions about the area code split. 

At any time before T1, Tier 1 Registry shall not accept any request on any new ENUM domain name from ENUM Registrar.   This is because that the new TN under the new area code is not yet effective before T1.

Tier 1 Registry should follow the guidelines below in setting the Time to Live (TTL) values for the NS RRs associated with the old ENUM domain name or for the minimum TTL in the Start of a zone of Authority (SOA) RR if that minimum TTL is the default TTL value for all the RRs in the same zone.

Set the TTL to a value between a day and a week when more than a month before T1.

Set the TTL to a value between an hour and a day when less than a month but more than a week before T1.

Set the TTL to a value between ten minutes and an hour when less than a week but more than a day before T1.

Set the TTL to ten minutes within the last day before T1.

At T1, Tier 1 Registry shall perform zone file updates to change all the old ENUM domain names to the new ENUM domain names while keeping the nameserver information unchanged.  This can also be done by adding the NS RRs for the new ENUM domain names and removing those associated with the old ENUM domain names when dynamic updates are done.  The TTL in the NS RRs associated with the new ENUM domain names should be set to a typical value (e.g., from a day to a week) depending on the Tier 1 Registry policy (e.g., frequency of zone file updates).

Starting at T1, Tier 1 Registry shall be capable of accepting and responding to any request made on the new ENUM domain name from ENUM Registrar and perform data updates on the local data stores and zone files, if applicable.

Within five minutes after T1, Tier 1 Registry shall update its stored information to reflect the area code change on all the TNs.   It shall search the local data stores and change all the TNs that are subject to the area code change, not just those that are associated with the old ENUM domain names.  This will change all the phone numbers and fax numbers in the contact information of all the records.  

After T1, Tier 1 Registry shall expect new ENUM registrations on the old ENUM domain names because the associated TNs can be reassigned to new telephony subscribers.

10.4.15.2.3 Procedures/Guidelines for ENUM Registrar with Permissive Dialing Period

ENUM Registrar should be aware of any area code split and the associated T1 and T2 that impacts the ENUM domain names registered through it.  The Tier 1 Registry will notify Registrars of impending area code splits.

One week before T1, it is recommended that ENUM Registrar inform ENUM Registrant, based on the registrant contact information, about the changes of the ENUM domain name and the contacts' phone numbers and/or fax numbers for each old ENUM domain name.  If it has the technical contact information or if it deals with Tier 2 Nameserver Provider, ENUM Registrar should send an e-mail message to each technical contact or the contact person of the Tier 2 Nameserver Provider to remind him/her to update the zone file(s) by adding the NS RRs and Naming Authority Pointer (NAPTR) RRs for the new ENUM domain name before T1 and to leave the NS RRs and NAPTR RRs associated with the old ENUM domain names in the existing zone file(s) until the permissive dialing period expires.

At any time before T1, ENUM Registrar may not accept any request on any new ENUM domain name from ENUM Registrant and shall not submit any request on any new ENUM domain name to Tier 1 Registry.

Within twenty-four hours after T1, ENUM Registrar shall update its stored information to reflect the area code change on all the TNs.   It shall search the databases and change any TN that is subject to the area code change.  This will change all the phone numbers and fax numbers in the contact information in all the records.

It is recommended that ENUM Registrar verify with ENUM Registrant, or Tier 2 Nameserver Provider, if it is allowed to access/update data, whether a telephone number is correct when it receives a request during the permissive dialing period to add a phone or fax number or to change to a phone or fax number that is in a NPA-NXX subject to an area change due to area code split.

Starting at T1, ENUM Registrar shall be capable of accepting and responding to any request made on the new ENUM domain name from ENUM Registrant and perform data updates on the local data stores and with Tier 1 Registry, if applicable.

ENUM Registrar shall stop accepting any request on any old ENUM domain name during the permissive dialing period.  If ENUM Registrar receives any request on the old ENUM domain name from ENUM Registrant during the permissive dialing period, it should inform ENUM Registrant about the change to the new ENUM domain name due to area code split.  It shall also inform ENUM Registrant and/or the technical contact to have the NAPTR RRs that are associated with both the new and old ENUM domain names in the Tier 2 Nameserver Provider's nameservers
During the permissive dialing period, if ENUM Registrar receives a new registration for an ENUM domain name that is available (e.g., no record exists for this ENUM domain name) and the associated TN is a new TN due to area code split, it shall submit a create request on the new ENUM domain name and shall inform ENUM Registrant and/or the technical contact to have the NAPTR RRs that are associated with both the new and old ENUM domain names in the Tier 2 Nameserver Provider's nameservers. 

ENUM Registrant may inform ENUM Registrar about the TN change whether it is related to the ENUM domain name or any phone or fax number.  ENUM Registrar can confirm/ignore the update request if the change has been made automatically and may double check whether the change has been made correctly.

After the permissive dialing period expires, ENUM Registrar shall expect new ENUM registrations on the old ENUM domain names because the associated TNs can be reassigned to new telephony subscribers.

10.4.15.3 Procedures/Guidelines for ENUM Registrar without Permissive Dialing Period

ENUM Registrar should be aware of any area code split and the associated T1 that impacts the ENUM domain names registered through it.  The Tier 1 Registry will notify Registrars of impending area code splits.

One week before T1, it is recommended that ENUM Registrar inform ENUM Registrant, based on the registrant contact information, about the changes of the ENUM domain name and the contacts' phone numbers and/or fax numbers for each old ENUM domain name.  If it has the technical contact information or if it deals with Tier 2 Nameserver Provider, ENUM Registrar should send an e-mail message to each technical contact or the contact person of the Tier 2 Nameserver Provider to remind him/her to update the zone file(s) by adding the NS RRs and NAPTR RRs for the new ENUM domain name and removing those RRs associated with the old ENUM domain name at T1.

At any time before T1, ENUM Registrar may not accept any request on any new ENUM domain name from ENUM Registrant and shall not submit any request on any new ENUM domain name to Tier 1 Registry.  

Within five minutes after T1, ENUM Registrar shall update its stored information to reflect the area code change on all the TNs.   It shall search the databases and change any TN that is subject to the area code change.  This will change all the phone numbers and fax numbers in the contact information in all the records.

It is recommended that ENUM Registrar verify with ENUM Registrant, or a Tier 2 Nameserver Provider, if it is allowed to access/update data, whether a telephone number is correct when it receives a request within one month after T1 to add a phone or fax number or to make a change to a phone or fax number that is in a NPA+NXX subjecting to an area change due to area code split.

Starting at T1, ENUM Registrar shall be capable of accepting and responding to any request made on the new ENUM domain name from ENUM Registrant and perform data updates on the local data stores and with Tier 1 Registry, if applicable.

ENUM Registrant may inform ENUM Registrar about the TN change whether it is related to the ENUM domain name or any phone or fax number before or after T1.  ENUM Registrar can confirm/ignore the update request if the change has been made automatically and may double check whether the change has been made correctly.

After T1, ENUM Registrar shall expect new ENUM registrations on the old ENUM domain names because the associated TNs can be reassigned to new telephony subscribers.

10.4.15.4 Procedures/Guidelines for Tier 2 Nameserver Provider with Permissive Dialing Period

Tier 2 Nameserver Provider should be aware of any area code split that impacts the ENUM domain names that it currently hosts the NAPTR RRs and the associated T1 and T2.  It may learn about the area code split from the Tier 1 Registry, the state PUC, the news media or ENUM Registrant. 

At any time within a week before T1, it is recommended that Tier 2 Nameserver Provider inform ENUM Registrant and Application service Providers (ASPs), if the ASPs are allowed to update data, that are associated with each old ENUM domain name it currently serves to remind him/her/them that it will automatically update the ENUM domain name and any affected contact information after T1 due to the area code change.  

At any time before T1, Tier 2 Nameserver Provider may not accept any request (e.g., create, update and delete) on any new ENUM domain name from ENUM Registrant.
   

Starting at T1, Tier 2 Nameserver Provider shall be capable of accepting and responding to any request made on the new ENUM domain name from ENUM Registrant and perform data updates on the local data stores and zone files, if applicable. 

During the permissive dialing period, if Tier 2 Nameserver Provider receives a request for an ENUM domain name that has not been provisioned (e.g., no record exists for this ENUM domain name) and the associated TN is a new TN due to area code split, it shall create the NAPTR RRs for both the new and old ENUM domain names. 

Tier 2 Nameserver Provider shall continue accepting requests on the old ENUM domain names until T1.  During the permissive dialing period, Tier 2 Nameserver Provider shall stop accepting any request on any old ENUM domain name from ENUM Registrant or any Application service Provider (ASP), if the ASP is allowed to update data.  If Tier 2 Nameserver Provider receives any request on the old ENUM domain name from ENUM Registrant or ASP during the permissive dialing period, it should inform ENUM Registrant or ASP about the change to the new ENUM domain name due to area code split.

It is recommended that Tier 2 Nameserver Provider verify with ENUM Registrant, or ASP, if it is allowed to access/update data, whether a telephone number is correct when it receives a request during the permissive dialing period to add a phone or fax number or to make a change to a phone or fax number that is in a NPA-NXX subjecting to an area change due to area code split.

Before T1, Tier 2 Nameserver Provider shall have the NS RRs and NAPTR RRs associated with the new ENUM domain names added to the zone file(s).  The information in the RRs for the new ENUM domain name, except for the owner or domain name, shall be exactly the same as that in the RRs for the old ENUM domain name.  It is recommended that this be done in the last day at least an hour earlier than T1. 

During the permissive dialing period, if Tier 2 Nameserver Provider receives a create request for an ENUM domain name that is available (e.g., no record exists for this ENUM domain name) and the associated TN is a new TN due to area code split, it shall create a record for the old ENUM domain name in addition to the record for the new ENUM domain name.

Tier 2 Nameserver Provider has the choice of either of the following two schemes in handling the RRs associated with the old and new ENUM domain names in the zone file(s):

· Maintain the same NS RRs and NAPTR RR information, certainly except for the "owner" or the "domain name," for the old ENUM domain name during the permissive dialing period.

Tier 2 Nameserver Provider shall keep the NS RRs and NAPTR RRs in the zone file and any data in the local data stores (e.g., whois) that are associated with the old ENUM domain name synchronized with those associated with the new ENUM domain name.   Any change to the data associated with the new ENUM domain name during the permissive dialing period will cause the same change to the data associated with the old ENUM domain name.

· Use only one Canonical Name (CNAME) RR for the old ENUM domain name (e.g., 4.3.2.1.4.3.4.3.0.7.1.e164.arpa) that identifies the canonical name of an alias, which is the new ENUM domain name (e.g., 4.3.2.1.4.3.4.1.7.5.1.e164.arpa).

Using this scheme, any update to the zone file related to the new ENUM domain name will not require any update to the zone file related to the old ENUM domain name; however, updates to the data in the local data stores (e.g., Contactinfo data) are still required.

It is highly recommended that the zone files that contain the CNAME RR for the old ENUM domain name and the NS RRs and NAPTR RRs for the new ENUM domain name, if different, are on the same nameserver so that the nameserver can respond to a query for the old ENUM domain name with the CNAME RR and the NAPTR RRs in the same response.  If the zone files are not on the same nameserver, Tier 2 nameserver will return the CNAME RR, and the ENUM client has to generate a new query for the new ENUM domain name, if it does not have the information cached, causing additional delay in DNS resolution process.  

Tier 2 Nameserver Provider should follow the guidelines below in setting the TTL values for the CNAME RRs or for the NS RRs and NAPTR RRs associated with the old ENUM domain name or for the minimum TTL in the SOA RR if that minimum TTL is the default TTL value for all the RRs in the same zone.

Set the TTL to a value between a day and a week in the beginning and before the last month of the permissive dialing period.

Set the TTL to a value between an hour and a day in the last month but before the last week of the permissive dialing period.

Set the TTL to a value between ten minutes and an hour in the last week but before the last day of the permissive dialing period.

Set the TTL to ten minutes in the last day of the permissive dialing period.

Within twenty-four hours after T1, Tier 2 Nameserver Provider shall update its stored information to reflect the area code change on all the TNs.   It shall search the local data stores and change all the TNs that are subject to the area code change.  This will change all the phone numbers and fax numbers in the contact information of all the records.

ENUM Registrant may inform Tier 2 Nameserver Provider about the TN change whether it is related to the ENUM domain name or any phone or fax number.  Tier 2 Nameserver Provider can confirm/ignore the update request if the change has been made automatically and/or double check whether the change has been made correctly.

At T2, Tier 2 Nameserver Provider shall perform zone file updates to remove all the CNAME RRs or the NS RRs and NAPTR RRs associated with the old ENUM domain names.  It shall remove all data related to the old ENUM domain names from the local data stores.

After the permissive dialing period expires, Tier 2 Nameserver Provider shall expect new service requests on the old ENUM domain names because the associated TNs can be reassigned to new telephony subscribers.

10.4.15.5 Procedures/Guidelines for Tier 2 Nameserver Provider without Permissive Dialing Period

Tier 2 Nameserver Provider should be aware of any area code split that impacts the ENUM domain names that it currently hosts the NAPTR RRs and the associated T1 The Tier 1 Registry will notify Registrars of impending area code splits.

At any time within a week before T1, it is recommended that Tier 2 Nameserver Provider inform ENUM Registrant and ASPs, if the ASPs are allowed to update data, that are associated with each old ENUM domain name it currently serves to remind him/her/them that it will automatically update the ENUM domain name and any affected contact information after T1 due to the area code change.  

Tier 2 Nameserver Provider should follow the guidelines below in setting the Time to Live (TTL) values for the NS RRs and NAPTR RRs associated with the old ENUM domain name or for the minimum TTL in the Start of a zone of Authority (SOA) RR if that minimum TTL is the default TTL value for all the RRs in the same zone.

· Set the TTL to a value between a day and a week when more than a month before T1.

· Set the TTL to a value between an hour and a day when less than a month but more than a week before T1.

· Set the TTL to a value between ten minutes and an hour when less than a week but more than a day before T1.

· Set the TTL to ten minutes within the last day before T1.

At any time before T1, Tier 2 Nameserver Provider may not accept any request (e.g., create, update and delete) on any new ENUM domain name from ENUM Registrant.6 

At T1, Tier 2 Nameserver Provider shall perform zone file updates to change all the old ENUM domain names to the new ENUM domain names while keeping the nameserver information and other NAPTR RR information unchanged.  This can also be done by adding the NS and NAPTR RRs for the new ENUM domain names and removing those associated with the old ENUM domain names when dynamic updates are done.  The TTL in the NS RRs and NAPTR RRs associated with the new ENUM domain names should be set to typical values (e.g., from a day to a week) depending on the Tier 2 Nameserver Provider policy (e.g., frequency of zone file updates).

At time T1 or later, Tier 2 Nameserver Provider shall be capable of accepting and responding to any request made on the new ENUM domain name from ENUM Registrant or ASP and perform data updates on the local data stores and zone files, if applicable.

Within five minutes after T1, Tier 2 Nameserver Provider shall update its stored information to reflect the area code change on all the TNs.   It shall search the local data stores and change all the TNs that are subject to the area code change, not just those that are associated with the old ENUM domain names.  This will change all the phone numbers and fax numbers in the contact information of all the records.  

After T1, Tier 2 Nameserver Provider shall expect new ENUM registrations on the old ENUM domain names because the associated TNs can be reassigned to new telephony subscribers.  However, it is recommended that within one month after T1 Tier 2 Nameserver Provider verify with ENUM Registrant or ASP to see whether it is still using the old ENUM domain name or old TNs when receiving requests that are related to the old ENUM domain names or that contain old TN(s).

10.5 Data Elements for ENUM Registration

This Section identifies the data elements that the ENUM registrars provide to the Tier 1 Registry at the time of initial ENUM registration.    The first list of the data elements are those that are related to the initial ENUM registration and are independent of the protocol used between Tier 1 Registry and ENUM Registrar.  The second list is of the data structures that may be needed if the Extensible Provisioning Protocol (EPP) is used between Tier 1 Registry and ENUM Registrars.   Some data elements contain several information elements.  Optional data elements or information elements are shown in brackets
 (e.g., [Organization]).  Please note that subject to the ENUM Tier 1 Registry policies, additional data elements may be required and some optional data elements may become mandatory and vice versa.  Data elements required for authorization, authentication and accounting with an ENUM Registrar and for secure communications between ENUM Registrars and Tier 1 Registry are not addressed
10.5.1 Typical Data Elements Related to ENUM Registration

The data elements that may be provided to Tier 1 Registry are listed below with the way(s) in which each data element may be used by Tier 1 Registry.

· ENUM domain name (e.g., 4.3.2.1.3.3.5.2.0.2.1.e164.arpa).  This data element needs to be in the zone file of the Tier 1 Registry's nameservers for DNS resolution.

· Two to thirteen fully qualified domain names for hosts/nameservers (e.g., the host names such as ns1.foo.biz).
   Those domain names need to be in the zone file of the Tier 1 Registry's nameservers for DNS resolution.

· [ENUM Registration period] (e.g., two years).
   This data element is needed to indicate to Tier 1 Registry the period a particular ENUM domain name registration is in effect (assuming maintenance of the underlying number assignment of ENUM Registrant). 

· ENUM Registrant's contact information.
  This data element may be used for data escrow (e.g., Tier 1 Registry can inform ENUM Registrant to transfer to another ENUM Registrar in case his/her serving ENUM Registrar goes out of business) and in dispute resolution.

Contact information consists of at least one but not more than two instances of the postal information below.
  The postal information can be all in American Standard Code for Information Interchange (ASCII) encoding or all in Unicode Transformation Format -8 (UTF-8) encoding or one each when there are two postal records.

· Name or role/title

· [Organization]

· Address ([street], city, [state/province], [zip code/postal code] and country code)

· [Phone number and extension, if any]

· [Fax number]

· E-mail address

· Billing contact information (at least one but not more than two).  This data element may be needed for data escrow (e.g., an ENUM Registrar uses Tier 1 Registry as a backup in case of database failure).

At least one but not more than two of the postal information below.  The postal information can be all in ASCII encoding or all in UTF-8 encoding or one each when there are two postal records.

· Name or role/title

· [Organization]

· Address([street], city, [state/province],[zip code/postal code] & country code)

· [Phone number and extension, if any]

· [Fax number]

· E-mail address

· Administrative contact information (at least one but not more than two).  This data element may be needed for data escrow (e.g., an ENUM Registrar uses Tier 1 Registry as a backup in case of database failure) and dispute resolution.

At least one but not more than two of the postal information below.  The postal information can be all in ASCII encoding or all in UTF-8 encoding or one each when there are two postal records.

· Name or role/title

· [Organization]

· Address ([street], city, [state/province], [zip code/postal code] and country code)

· [Phone number and extension, if any]

· [Fax number]

· E-mail address

· Technical contact information (at least one but not more than two).  This data element may be needed for data escrow and trouble shooting (e.g., in case that Tier 1 Registry needs to discuss technical issues associated with an ENUM domain name but the serving ENUM Registrar is not available).

At least one but not more than two of the postal information below.  The postal information can be all in ASCII encoding or all in UTF-8 encoding or one each when there are two postal records.

· Name or role/title

· [Organization]

· Address ([street], city, [state/province], [zip code/postal code] and country code)

· [Phone number and extension, if any]

· [Fax number]

· E-mail address

The mandatory and optional data elements or information elements in some of the data elements shown above are based on the EPP-related Internet-Drafts mentioned in footnote #1.  "Mandatory" information elements must be provided and "optional" information elements may or may not be provided to the Tier 1 Registry.

10.5.2 Object-Management Related Data Elements

This section describes the data structures that may need to be provided to Tier 1 Registry if the EPP is used between Tier 1 Registry and ENUM Registrars.  The EPP is an application layer client-server protocol for the provisioning and management of objects stored in a Shared Registration System (SRS).  If the EPP is used between ENUM Registrar and Tier 1 Registry, ENUM Registrar must have the "contact" object(s) and "host" (for nameserver) object(s) created, if they have not been created at Tier 1 Registry yet, before they can create the "domain" object that must refer to those already created "contact" and "host" objects by their "contact IDs" and "host names" for the registered ENUM domain name.

For each to-be-created "contact," or "domain" object, ENUM Registrar must provide an "authorization" data element, which usually is a password,
 to Tier 1 Registry.   The "authorization" data element is used when ENUM Registrar performs the transfer of a  "contact" or "domain" object.  In addition to the "authorization" data element, a "contact ID" data element that is chosen by the ENUM Registrant or ENUM Registrar and is unique within Tier 1 Registry is also provided to Tier 1 Registry for each to-be-created "contact" object.  

To transfer a "domain" object, the new ENUM Registrar provides the domain name and the associated "authorization" data element to Tier 1 Registry.  To transfer a "contact" object, the new ENUM Registrar provides the "contact ID" and the associated "authorization" data element to Tier 1 Registry.  ENUM Registrant needs to get the "contact ID" and the "authorization" information from the old ENUM Registrar and give the information to the new ENUM Registrar to submit a transfer request for that particular "contact" object.

Each "contact," "host" or "domain" object has a list of "status" values that can be set by ENUM Registrar and/or Tier 1 Registry.  

For each "domain" object "sponsored" or "owned" by an ENUM Registrar, this ENUM Registrar can set the status values to prohibit itself from performing update, transfer, delete and/or renew and/or put the object "on hold," when needed.  For each "host" object, the sponsoring ENUM Registrar can set the status values to prohibit itself from performing update, and/or delete.  For each "contact" object, the sponsoring ENUM Registrar can set the status values to prohibit itself from performing update, transfer and/or delete.

When creating a "domain" object, this "domain" object can be associated with the "host" objects that are the nameservers for this "domain" object and with the "contact" objects where each associated "contact" object is given a type such as "technical contact" or "billing contact."  A "host" object cannot be transferred and can only be updated by the ENUM Registrar that sponsors or owns it.  Only the "sponsoring" ENUM Registrar can delete a "host" object; however, it cannot delete the object if the object is associated with another "domain" object.

Those objects are described and discussed here because they are created by ENUM Registrars at the time of initial ENUM registration.
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11 Tier 2 Requirements & Guidelines

11.1 Introduction 

This section provides guidelines for the Tier 2 function in  the US deployment of ENUM.

Although Tier 0 and Tier 1 represent a cooperative enterprise (see Section Error! Reference source not found.), Tier 2 functionality is inherently competitive and may be provided by any of a number of business entities, including ENUM Registrars, Telephone and Application Service Providers, independent DNS operators, or even the ENUM Registrant. 

Many aspects of Tier 2 operation are left to the marketplace, although guidelines are provided herein to promote the provision of reliable service to ENUM Registrants and end users.
11.2 Tier 2 Requirements

The Tier 2 Nameserver Provider shall check the data in the NAPTR RRs provided by ENUM Registrant or ASPs for format and completeness.  If the ENUM Registrant or ASPs only provide the application-related information (e.g., URL), the Tier 2 Nameserver Provider must ensure that the application-related information is complete and put together the NAPTR RRs correctly.

The Tier 2 Nameserver Provider shall update the zone file at an appropriate rate/frequency (TBD) so that new NAPTR RR information or changes to the NAPTR RR information can be reflected in the zone file in a timely manner.    The provisioned data should be backed up to avoid loss of data.

The Tier 2 Nameserver Provider shall not accept a new customer that asks to put NAPTR RRs for an ENUM domain name that it already serves.  It may inform both the requesting customer and the served customer about the conflict. 

The Tier 2 Nameserver Provider shall follow the privacy policy outlined in Section 9 with regard to all information collected from ENUM Registrant and/or ASPs.   If the ASPs are authorized by ENUM Registrant to provision data stored at Tier 2 Nameserver Provider, Tier 2 Nameserver shall ensure that an ASP can only access data provisioned by itself and only change certain data that this ASP is allowed to change.

The Tier 2 Nameserver provider shall follow the procedures described in Section 10.4.15 to update the zone files and information in the local data stores when an area code split takes place.

11.3 Interfaces

The interfaces that the Tier 2 must maintain with other ENUM entities will depend on the relationship between the Tier 2 and these other entities as determined by the choice made by the ENUM Registrant.

The Registrant may:

· Choose to perform the Tier 2 function. In this case the Tier 2-Registrar interface may be the only one subject to formal definition since the Tier 2 can communicate any needed information to the Tier 1 via the Registrar and the interface between the Registrant and any ASPs is a matter of the business arrangement between those parties.

· Designate another party to be Tier 2 Provider. In this case the Registrant may act as intermediary between Tier 2 and Registrar. Here the Tier 2 interfaces primarily with the Registrant subject to the terms of their business arrangement, which may also govern the Tier 2 interface with ASPs if the Registrant elects to authorize them to interface directly with the Tier 2 on his behalf.

· Request the designated Tier 2 and Registrar to interact directly. Here the Tier 2 interfaces with the Registrant for account management and the Registrar subject to the terms of their applicable business arrangements and may also interface with ASPs if authorized by the Registrant.

· Contract with the Registrar to provide the Tier 2 NAPTR hosting function. Here, there is no direct interface between Tier 2 and Registrant and the Registrar – Tier 2 interface may be internal, unless the Registrar outsources the Tier 2 function in which case the interface could depend on the applicable business arrangement.

11.3.1 Interaction of: ENUM Registrar – Tier 2

This interface has several functions that can, depending on the business arrangement chosen by the registrant, include:

· Provision by Tier 2 of name server information for the Registrar to communicate to Tier 1

· Provision by the Registrar of NAPTR record information to be provisioned by Tier 2

· Communication by the Registrar of information from Tier 1 such as numbering plan changes, contact, or other information

11.3.2 Interaction of: ENUM Registrant – Tier 2

The function of this interface may include:

· Account management (creation, closure, modification, billing)

· Provision of NAPTR record information from Registrant to Tier 2

· Authorization by the Registrant for ASPs to interact directly with Tier 2

11.3.3 Interaction of: ASP – Tier 2

The primary purpose of this interface is for the ASP (with authorization) to manage NAPTR record information to Tier 2.

11.3.4 Interaction of: Tier 1 – Tier 2

No direct Tier 1- Tier 2 interface is planned.
11.4 Guidelines

11.4.1 Interfaces

Although Tier 2 interfaces will largely be determined through business arrangements, it should be noted that work is underway in the IETF provreg working group on extensions to the EPP protocol for provisioning of NAPTR records.  These extensions could prove useful in providing a standard interface into Tier 2 for those entities (e.g., Registrars, ASPs) that will be dealing with multiple Tier 2 providers.

11.4.2 

11.4.3 Performance 

ENUM performance for telephone number resolution  is a combination of Tier 0, Tier 1 and Tier 2 performance and can  be no better than the weakest link. Thus, Tier 2 performance is crucial in determining aggregate ENUM user experience, and it is expected that service level is one of the ways in which competitive Tier 2 providers will seek to differentiate themselves. The guidelines provided here suggest the levels of performance Tier 2 providers should seek.
11.4.3.1 DNS Service – Response Time
The IETF ENUM working group requirements suggested that an ENUM query should return the service specific (NATPR) records within 1 second 95% of the time and within 2 seconds 99% of the time. Section Error! Reference source not found. specifies a maximum Tier 1 response time of 300ms. Thus, to meet the IETF end-to-end requirement, Tier 2 would have to respond within 700ms 95% of the time and 1700 ms 99% of the time. In light of current post dialing delays for PSTN services, the IETF requirement appears  too lenient and a Tier 2 allocation of 500 ms 95% of the time is recommended
11.4.3.2 DNS Service – Availability

It is desirable that Tier 2 DNS  service strive for PSTN levels of availability suggesting total outage on the order of 5 minutes or less per year or availability of 99.999%. There should be no planned total outages.
11.4.4  Security

Tier 2 Providers have an obligation to secure their systems against intrusion leading to failure, impaired performance, and unauthorized modification or release of data. The Tier 1 security requirements in Section 6 of this document provide useful guidelines for doing so though it is recognized that not all may be appropriate for all Tier 2 circumstances, particularly where Registrants choose to provide their own Tier 2 capability.
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Registrar sends registration request to Tier 1 Registry








END








Registry updates Tier 1 zone file and returns acknowledgement 
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Tier 2 assigns NSs, provides info to Registrar and updates zone file














Registrar selects Tier 2 provider and provides data 
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Registrar initiates conflict resolution process
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Registrar checks for existing registration for TN


















































Registrar validates Registrant identity and TN assignment


















































Registrant selects Registrar and provides  registration data
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Registry checks for existing registration for TN





















































Registry authenticates Registrar


















































Registrar sends registration request to Tier 1 Registry
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Registry updates Tier 1 zone file and returns acknowledgement 
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Tier 2 assigns NSs, provides info to Registrar and updates zone file


















































Registrar selects Tier 2 provider and provides data 
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Registrar initiates conflict resolution process
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Registration denied





















































Registrar checks for existing registration for TN


















































Registrar validates Registrant identity and TN assignment














































































































Registrant provides credentials & request to Registrar
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Registry updates and returns acknowledgement


















































Registry validates requested action


















































Registry validates Registrar


















































Registrar sends request & credentials to Tier 1


















































Need to inform Tier 1 Registry?


















































Registrar executes requested action






















































































Registrar validates requested action














































































































Registrar validates Registrant
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Registrar relays request to Tier 2


















































Registrant provides credentials & request to Tier 2
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Tier 2 executes requested action














































































































Tier 2 validates requested action


















































Tier 2 validates Registrant
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Registrar executes requested action






















































































Registrar validates requested action














































































































Registrar outsources Tier 2?






































































































































Registrar validates Registrant

































































































































































Registrant provides credentials & request to Registrar

























































































































































































Registrar provides credentials & request to Tier 1
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Registrar updates local data stores














































































































































































































































































































Registry executes requested action and returns acknowledgement
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Tier 1 Registry validates Registrar






















































































































































































































































































































































































Registrant requests Registrar renew registration
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Request rejected





Registrar updates local data and informs Registrant





Tier 1 renews registration and sends acknowledgement





Registry checks for existing registration for TN








Tier 1 authenticates request





Registrar requests Tier 1 Registry renew





Registrar validates Registrant identity and TN assignment








Registrant requests termination of  registration





fails





END





Tier 2 deletes NAPTRs





Tier 2 provider, ASPs notified by Registrar or Registrant





no
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succeeds





succeeds





fails





END





Request rejected





Registrar updates local data and informs Registrant





Tier 1 deletes TN from NS & local DB and sends acknowledgement





Registry checks for existing registration for TN








Tier 1 authenticates request





Registrar requests Tier 1 Registry terminate registration





Registrar authenticates request








ENUM Registrar determines registration should be terminated





Registrar requests Tier 1 Registry terminate registration








Tier 1 authenticates request








Registry checks for existing registration for TN








Tier 1 deletes TN from NS & local DB and sends acknowledgement








succeeds





END





END





Request rejected





succeeds





fails





Registrar deletes registration from local data and informs Registrant








END





Registrant chooses new Registrar and provides  registration data





END





no





negative





Transfer denied; Registrant must resolve with old and new Registrars





Postive or timeout





yes





New Registrar updates local data; informs Registrant








Registry completes transfer; informs new Registrar





Old Registrar acknowledgment





Tier 1 puts registration into “pending” transfer and notifies Old  Registrar





Tier 1 check for existing registration 





succeeds





END





fails





transfer denied








Registrar requests Tier 1 Registry transfer registration





Registrar validates Registrant identity and TN assgienment








� If the EPP is used, there is no need to provide the list of nameservers because the host information is in the to-be-transferred ENUM domain name object.


� Depending on Tier 1 Registry’s policy, there may be a default renewal period of one year if the renewal period is not provided.


� If the EPP is used and the provided password is correct, Tier 1 Registry will immediately perform the transfer and may not notify the old ENUM Registrar.  There won’t be any need to continue the process below.


� ENUM Registrar may need to make contractual arrangements with the TSP to receive the notification.


� If the EPP is used between Tier 1 Registry and ENUM Registrar, ENUM Registrar may request to delete some of the Contact objects and/or Host objects.


� Permissive dialing period is the duration interval of time when the telephone number under either the old area code or the new area code can be dialed to reach the same termination.  The length of permissive dialing period is normally a few months and is set by the state Public Utility Commission for each involved area code.





� The new and old ENUM domain names may or may not be in the same zone file depending on how the zones are cut/delegated.


� TTL is a time limit on how long a received RR can be kept in a cache.


� ENUM Registrar could accept the requests but hold off them until T1 to submit the requests to Tier 1 Registry or it could submit the requests using the old ENUM domain names before T1.


� Tier 2 Nameserver Provider could accept the requests but hold off them until T1 to act on them, or it could act on the old ENUM domain names before T1.  But if records or zone file(s) have been created for the new ENUM domain name, Tier 2 Nameserver Provider may act upon them before T1.  In that case, any update on the data for the new ENUM domain name shall cause the same update on the data for the old ENUM domain name before T1.


� Optional data elements are based on draft-ietf-provreg-epp-domain-04.txt, draft-ietf-provreg-epp-host-04.txt and draft-ietf-provreg-epp-contact-04.txt.


� It is to be determined whether only one nameserver is allowed for ENUM Registrants who operate the Tier 2 nameservers themselves (e.g., in the basement).  Also, the IP addresses that are associated with the nameservers are not needed because no nameserver will be under the registered 1.e164.arpa zone.


� This data element is optional if a default registration period is specified.


� If privacy is a concern, a privacy level can be defined for registrant/billing contact /administrative contact /technical contact so that no information, specific partial information or all information can be available in whois-like service.


� The initial purpose of allowing up to two postal records is to show one postal information in ASCII encoding so everyone can understand and the other postal information, if needed, in UTF-8 encoding of native language.   The rule does not restrict the postal information to be all in ASCII or UTF-8 encoding.


� ENUM Registrant may have a postal address outside the U.S.  For example, U.S. embassies outside the U.S. may have +1 telephone numbers assigned to them (e.g., U.S. government is assigned a unique area code).


� Mechanisms other than password can be used for authorization.  Data elements for each of those mechanisms can be defined when specific mechanisms are adopted for ENUM provisioning.


� Optional data elements are based on draft-ietf-provreg-epp-domain-04.txt, draft-ietf-provreg-epp-host-04.txt and draft-ietf-provreg-epp-contact-04.txt.


� It is to be determined whether only one nameserver is allowed for ENUM Registrants who operate the Tier 2 nameservers themselves (e.g., in the basement).  Also, the IP addresses that are associated with the nameservers are not needed because no nameserver will be under the registered 1.e164.arpa zone.


� This data element is optional if a default registration period is specified.


� If privacy is a concern, a privacy level can be defined for registrant/billing contact /administrative contact /technical contact so that no information, specific partial information or all information can be available in whois-like service.


� The initial purpose of allowing up to two postal records is to show one postal information in ASCII encoding so everyone can understand and the other postal information, if needed, in UTF-8 encoding of native language.   The rule does not restrict the postal information to be all in ASCII or UTF-8 encoding.


� ENUM Registrant may have a postal address outside the U.S.  For example, U.S. embassies outside the U.S. may have +1 telephone numbers assigned to them (e.g., U.S. government is assigned a unique area code).


� Mechanisms other than password can be used for authorization.  Data elements for each of those mechanisms can be defined when specific mechanisms are adopted for ENUM provisioning.
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