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ABSTRACT:  This contribution provides suggestions for changes needed to the Provisioning and Authentication and Authorization sections of Document 6000_1_0 to deal with toll-free numbers.

NOTICE:

This document is offered to the ENUM Forum as a basis for discussion and is not a binding proposal on LDP.  LDP specifically reserves the right to amend or withdraw the statements contained herein.

1. Introduction

This document provides suggestions for changes to the Provisioning and Authentication and Authorization sections of Document 6000_1_0 to deal with toll-free numbers.  

2. Provisioning for Toll-Free Numbers

In general, the provisioning process for toll-free numbers will be the same as for geographic numbers. An additional entity, the Resp Org, or Responsible Organization, will also be involved as an agent to register the number for the Toll-Free Service Subscriber.  While two possible scenarios of authentication and authorization exist for toll-free numbers (as discussed below), it is suggested that this process always involve the Resp Org, acting as the Service Subscriber’s agent to register the number. The second possible scenario, wherein the Service Subscriber registers the number directly, is problematic and not recommended for a variety of reasons.   
3. Registration by Resp Org

3.1 The Resp Org
The Resp Org is defined in the SMS/800 tariff (FCC Tariff #1) as the “the entity identified by the 800 subscriber or the subscriber’s agent that assumes the duty of managing and administering the appropriate records in the SMS/800.”  As such the Resp Org acts as the number assignee’s agent. The Resp Org may or may not also be (one of) the toll-free service providers for the toll-free number. The Resp Org as such will know the Service Subscriber associated with the toll-free numbers for which it is responsible. 

Section 2.2.1 of The SMS/800 tariff (FCC Tariff #1) provides that “The Resp Org will not perform any functions using the SMS/800 which are not expressly provided for under this tariff, nor will the Resp Org access data contained in the SMS/800 which belongs to any other entity.  Any violation of this paragraph may result in immediate termination of service by the Company.” The SMS/800 tariff (FCC Tariff #1) also provides that “The Resp Org may access SMS/800 only to the extent required by, and incident to, the administration and management of their toll-free subscriber's telecommunications services.”   
Changes to the SMS/800 Tariff #1 will be required in order to allow Resp Orgs to access the SMS/800 database for the purpose of registration of numbers in the ENUM database.  Changes to the tariff would also be required in order to allow access to the SMS/800 database by the ENUM Registrar, in order to carry out functions of authentication of Resp Org assignment to toll-free numbers.  

3.2 Provisioning with the Resp Org as Agent

A Resp Org may only register a toll-free number in ENUM at the direction of the Service Subscriber assigned to that number and should be required as part of the registration agreement to certify to the ENUM Registrar that the Service Subscriber has authorized the registration.  

In any registration, a Resp Org may provide its own contact information or that of the Service Subscriber for the toll-free number.  A Resp Org acting as agent for the Service Subscriber may make payment of registration fees on the Subscriber’s behalf.

If a Subscriber relinquishes a toll-free number back to the Toll-Free Database, the Resp Org that processes the change shall notify the Registrar accordingly, so that ENUM registration can be removed.  
Resp Orgs acquiring Resp Org status on a toll-free number pursuant to the procedures described in the Toll-Free Guidelines are required to notify the Registrar that the toll-free Subscriber has changed Resp Orgs.
3.3 Registration by Toll-Free Service Subscriber

Registration directly by the Toll-Free Service Subscriber would generally follow the scenarios outlined in 6000_1_0 for geographic numbers. The difference is in the process for validating the authority to register the number. Generally, the Registrar would need to determine the Resp Org for the to-be-registered number and then verify with the Resp Org the identity of the Service Subscriber attempting to register the number. While the Registrant (Toll-Free Service Subscriber) would need to have previously instructed the Resp Org to provide such verification, the SMS/800 tariff does not allow access by the Registrar for this purpose.  
Should registration be handled directly by the Toll-Free Service Subscriber, periodic revalidation of assignment would be required. This process would be cumbersome, time consuming and error-prone.  

4. Avoiding ENUM Registration “SLAMS” 
The Toll-Free Guidelines have been developed with a keen focus on preserving the integrity of the rights of Toll-Free Service Subscribers.  All changes and modifications to the SMS Database are processed by Resp Orgs, at the direction of their Customers, subject to a variety of verification procedures.  Disputes that arise during transfers between Resp Orgs can generally be resolved by the Resp Orgs involved. 
The same problems can arise when unauthorized entities attempt to register or modify an ENUM registration as when an unauthorized person attempts a Resp Org change on a number that it does not control.  This situation can result from unintentional errors on the part of Resp Orgs or their Customers, or from negligent or malicious actions.  At greatest risk are high profile vanity numbers and Shared Use or bundled numbers, in which the Shared Use or Bundled Service Customers attempt to usurp the number(s) as their own.  

The adequate Service Subscriber protections in place for Resp Org interface with the SMS must be maintained through the ENUM registration and de-registration process. This can best be accomplished by allowing access to the ENUM database only by Resp Orgs who have followed the Toll-Free Guidelines in all other respects, and not by Toll-Free Service Subscribers themselves.

