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Framework Document for a US/CC1 ENUM Trials Program

Context

1 Introduction - Rationale for Conducting Trials

Today within industry there is a strong desire to get ENUM working for numbers within Country Code 1 quickly.  The industry created a formal LLC to procure and oversee the official Tier 1 function for numbers within Country Code 1; the LLC was established on September 29, 2004.  The LLC's procurement process is expected to take some time, possibly in excess of six months.  Accordingly, in order to enable CC 1 nations to be ready to provide ENUM service as soon as the LLC Tier 1 is complete, the potential for conducting ENUM-related trials via an interim test bed implementation for Tier 1, one of several possible architectures, is proposed here
.

This document describes a concept to provide early Tier 1 service for trials.  It is designed to help industry test ENUM services, to trial the registration process, and to get hands-on experience for the LLC working on the RFP for the official Tier 1 vehicle.  In particular, trials involving limited call/service setup and completion, e.g., and ENUM-enabled application service, could be performed.

An interim test bed platform, one of several possible architectures, could also support a variety of scenarios in response to suggestions from industry and government.  This could include experiments with Tier 1 architectures, non-geographic numbering, and registry-registrar interactions.  The platform could also be used as a system component for pre-operational ENUM.

[Old note:  Build upon concepts and requirements of ENUM Forum Documents 6000_1_0 and 6001_1_0.]
2 Scope

This document is intended for any party who has an interest in ENUM trials within country code 1. It may include parties who wish to actively participate in deploying trial facilities and platforms, those who may wish to utilize those facilities and platforms, and those interested in the direction and results of any trials that take place. It would be expected that the principal participants would be those directly involved in the industry.

The scope of these trials must include definitive start and sunset dates, which are expected to be agreed upon as early as possible. These trials are intended to fill the interim gap between current time and the point at which the formal Tier 1 functions of the US/CC1 ENUM LLC's procurement begin operations.

The domain for these trials shall be the country code 1 delegation from e164.arpa. The trials may be country code 1 specific or even further limited to only US NPAs from within country code 1.

3 Terms and Definitions

Terms of 6000_1_0 are incorporated by reference.  Beyond that, the following terms and definitions are used within this document:

	Interim
	Referring to the interval between two events; in particular, the period between the potential delegation of ENUM resources within CC1 and the date that the procured CC1 Tier 1(s) will be officially in service.

	Market Trial
	(Out of scope.)

	Platform
	-

	Production Trial
	-

	Technical Trial
	-

	Testbed
	A collection of hardware and software systems that have been assembled for the purpose of satisfying the requirements and objectives of an ENUM trial.

	Trial
	The activities that, when performed in some logical order, satisfy the requirements and objectives described in this document.


4 Objectives and Principles

· Decoupling of policy and technological goals to allow for concurrent progress

· Test DNS architecture under e164.arpa

· Test registration procedures and interfaces

· Test Query/Response of NAPTR records in ENUM DNS

· Call completion of user agents/service provider architectures

The overall object of this document is to describe a framework for a US/CC1 ENUM trials program.  The trials program itself could have the following objectives:

· To decouple policy and technological goals to allow for concurrent progress of both, and in particular, to allow for a faster timeline for ENUM trials;

· To conduct tests of zone architectures using US/CC1 telephone numbers mapped into the e164.arpa domain;

· To test the Query/Response mechanism of the ENUM DNS protocol using test numbers in e164.arpa and test NAPTR records in various domains;

· To perform 
tests of call setup and completion for test user agents/service providers of ENUM-enabled services; and

· To test registration procedures and interfaces that could apply to a US/CC1 Tier 1.

Five key principles of the trial are:

· The trials should have a specific sunset, which is the time when the official contracted Tier 1 function is ready for service. 

· The trials should preserve national sovereignty, which is the continued right of each country sharing Country Code 1 to determine if and how it chooses to participate in ENUM.

· The trials should be operated in a neutral and transparent fashion, so that there would be no impact on potential bidders in the Tier 1 procurement process.

· The trials should provide basic capabilities at modest cost.  Ideally, the costs of participating in the trial should be borne by the individual participants, with the possibility of support from other interested parties.

· The trials should not automatically preclude any particular activities that participants wish to conduct. Activities that affect the architecture or interfaces between the roles must be approved by the Forum.  Activities that only affect the ENUM-enabled applications that a participant wishes to run may be conducted without any prior permission.

Framework

5 Architecture to be Implemented for the Trials

5.1 Functional Architecture

The functional architecture for ENUM in the US has several layers. In the first figure in this section, the functional entities are shown in three layers:

· International, which consists of the DNS root and the Tier 0 for ENUM.  Tier 0 has the domain name “e164.arpa” and contains the delegations for country codes.

· Country Code 1, which holds the Tier 1A (skinny Tier 1) for Country Code 1.  Its domain name is “1.e164.arpa” and it will contain delegations for NPAs.

· Individual E.164 Zones for NPAs, the entirety of which includes the Tier 1B Registry, Registrars, and Registrants.  It also includes the Authentication and Verification Entities.  Below these are the Tier 2 Providers and the Application Service Providers.

In the second figure in this section, the functional components for an Interim Trials Platform (one of several possible architectures) are shown.  The component groups are:

· Interim Tier 1A for Country Code 1,

· Interim Tier 1B for the US, and

· Interim Test and Development Systems.

The elements of those components are described later in this section.

The third figure is in the next subsection.  It is a conceptual diagram of an Interim Tier 1 Platform and includes a schematic illustration of Internet connectivity.

The diagram for the overall functional architecture is as follows:


[image: image1]
Figure 1 - ENUM Functional Architecture

The diagram showing three sets of components for an Interim Platform is as follows:


[image: image2]
Figure 2 - Components of an Interim Platform for ENUM Trials

More information on these components is contained in the next subsection.

5.2 Physical Architecture

There are several different physical architectures that could be used to implement a test bed for ENUM trials.  This subsection describes a modest approach for implementing an Interim Tier 1 platform.

There are three sets of components proposed for the Interim Platform.

· Interim Tier 1A (Skinny Tier 1) for Country Code 1

The Interim Tier 1A consists of Name Servers for the zone 1.e164.arpa and the database server for generating the zone files for 1.e164.arpa.  This zone contains the delegations for the NPAs used for ENUM in the US.

Note that this setup can also handle delegations for the NPAs used by other NANP countries that might choose to participate in the trials program.  Such a country could provide its own Tier 1B, or it could arrange for the trials platform to provide Tier 1B.

· Interim Tier 1B for the US

The US Tier 1B consists of Name Servers for the ENUM zones of each NPA used in the trials program, the database server used for generating the zone files for each such zone, and a test Registry/Registrar Interface (RRI) plus the Registry side of the RRI.  In this document the domain name for an NPA’s zone is written as a.p.n.1.e164.arpa.

Note that this setup can also handle Interim Tier 1B functions for the NPAs used by other NANP countries that might choose to participate in the trials program.

· Interim Test and Development Systems

Additional systems are needed for a variety of things.  There is a need to implement a test Interim Tier 2 Provider to respond to test ENUM queries.  Also the test systems need to be able to generate ENUM queries, to host ENUM-enabled client applications, to host test server-based applications, and to test the Registrar side of the test Registry/Registrar Interface.

The components will need Internet and LAN connectivity, and should be able to support functions for systems operations, administration, and management, including security, backups, and reporting.

An Interim Tier 1 Platform could consist of four (4) diversely located name servers and two (2) registry database machines.  The platform would run open source operating systems and databases.  Name and database servers would be located in commercial co-location facilities.  Secure VPN networking between the platform locations as well as Internet connectivity through security gateways at all locations would deliver security for traffic between elements of the platform and would provide as access by authorized parties. The system will be built with economies and availability considerations.

The platform would be delegated the zone for Country Code 1.  In turn it would create a (skinny) Tier 1A, in which zones for each NPA would only be populated or delegated at the request of the relevant country.  Individual NANP countries could have their own ENUM Tier 1B name servers to implement national sovereignty for those countries. Such requests may be addressed directly or through the US Department of State. Non geographic numbers would not be delegated initially.

Figure 3 - Interim Tier 1 Platform[image: image3.emf]Internet
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For certain NPAs, DNS zones would be populated with test numbers.  For example, for NPA = 203, there could be DNS resource records for domain names like [0.9.8.7.6.5.4.3.0.2.1.]e164.arpa (for the phone number [1-203-456-7890]).  Those resource records would point to the nameservers of Tier 2 providers, which contain records for services subscribed to that number.  The platform would also include a minimal Tier 2 platform for internal testing and development as well as providing for simple delegations that could be utilized for endpoint testing.

The registry database, based upon the models and recommendations of the ENUM Forum, would be used to generate the zone files for the Interim’s name servers. Additionally, the Interim platform may both act as host for the delegation from Tier 0 and handle queries from Tier 2 providers.

The major benefit is that real ENUM queries are answered with NAPTRs from Tier 2 providers because the number’s domain name could be resolved by the DNS within the zone e164.arpa.

Note that this or any other approach is dependent on the need to address and resolve policy issues for delegation and population.

5.3 Policy Architecture

What is a Policy Architecture?

Within the framework of this document, the Policy Architecture is simply the set of policies that it is felt must be addressed prior to beginning of a trial implementation. Many of these policies may simply be boiled down to ‘Allowed’, ‘Out of Scope’, ‘Requires a consensus decision’, and the like.  Others will require a detailed policy to be developed. In the interests of time, complex solutions should be avoided. 

What policies need to be addressed?

The following are policies which should be addressed before trial implementation:

· Handoff to successor.

· Policies for extending or changing the scope of the trial.

· Who may use the platform?

· For what functions (e.g. serving records, queries, or interface development)?

· Cost recovery rationale?

5.4 Schedule [and Cost Elements]

A core Interim platform could be put in place and ready to receive and make manual delegations within two to four weeks of an effective contract date.  The functions would include Tier 1A and basic Tier 1B capabilities. 
Note that an Interim Trials Platform is only one of several possible implementation architectures.
(Editor’s note:  The rest of the text in this section is in square brackets.)

[While there may be a number of ways to finance a Trials Program on an Interim Platform, the cost elements don’t depend on how financing is handled.  The following is an illustrative list, not definitive, and is based on work of Seiri, Inc.]

· [Capital Equipment costs are for hardware and software costs for the Interim Platform.  Hardware includes computers, servers, and routers.  Software (other than open source software) could include operating system, DNS, database, and applications programs.  These capital costs are essentially one-time startup costs.]

· [Facilities costs include colocation hosting costs, office costs, communications costs, and networking costs.  These are primarily recurring costs for operations.]

· [Staffing costs are the largest and most variable costs, depending on the personnel, their skill sets, and their job functions.  Separate functions may or may not be combined as job functions to reduce the actual number of people involved.  Possible functions would include areas such as operations matters; policy matters; systems administration; database administration, software development, installation, and testing; tech support; external communications; and office administration support.]

· [Other costs include legal, travel, record keeping, and finance/accounting.]

[These cost elements might be financed directly, or they may be supported as volunteer efforts from companies, in which case those companies absorb the costs.  Some costs that could be volunteered or donated include computers, facilities, and staff.]

6 Roles

· (Skinny) Tier 1A Registry
 

· [US | Individual country] Tier 1B Registry

· Registrars

· US/other Tier 2 Providers

· Application Service Providers

· Oversight/co-ordination - ENUM Forum; ENUM LLC; Government; other

Trials

7 Activities

Start of the trial is dependent on the approval of CC1 delegation within the Governmental Agencies of countries within the NANP area. This delegation is also dependent on the parameters specified by the ITU-T Study Group 2 Interim Procedures.

It is assumed that the trial would be of a specific duration, in this case 6 months. This timeframe is expected to allow the trial to complete prior to any commercial implementation as defined by the CC1 ENUM LLC. If necessary, the trial could be extended with the consensus of the trial participants and the trial sponsor as well as the approval of the appropriate Governmental Agencies.

Each Phase should generate a report of the results with suggestions for the CC1 ENUM LLC.

Phase 1 - Registry Infrastructure

	Roles Involved:
	Skinny Tier 1A, National Tier 1B, National Tier 2 Providers, Application Service Providers


Duration: 
1 month

Activities:
The first activity is to implement the delegation of Country Code 1 from the Tier 0 Registry (RIPE-NCC) to the designated Skinny Tier 1A. Once the primary name server is established, any secondary name servers should also be identified within the Tier 0 Registry. The secondary Tier 1A name servers may be operated by a different organization than the Primary and from a different country within the NANP area. 

Once this activity is complete, the second activity is to delegate one or more NPAs to the various National Tier 1B Registries. The Skinny Tier 1A must implement and test a procedure to ensure the integrity of the national opt-in/opt-out process. If there is to be more than one National Tier 1B Registry from any specific country, each may be delegated a different NPA for the trial. [Note: the selection of NPAs to be used in the trial must be decided: in-service NPAs vs. test NPAs.] The transfer of information between the primary Tier 1A and any secondaries must be tested, as well as between any primary and secondary name servers at the Tier 1B levels.

The third activity is to delegate a single telephone number from one or more Tier 1B Registries to each Tier 2 name server provider. Once the test number has been delegated, the Tier 2 will load 1 or more NAPTR records for each test number based on the needs of the various Application Service Providers that have been identified and are ready for limited testing. Tier 2 Providers should verify that the data can be retrieved successfully (e.g., via DIG).

The fourth activity is to allow ENUM-enabled ASPs to test query/response activities against the NAPTR records in the Tier 2 name servers. This activity can overlap into Phase 2 with an increased number of telephone numbers being registered.

Registry Function

	Roles Involved:
	National Tier 1B, National Tier 2 Providers, Registrars, Application Service Providers


Duration:
3 months

Activities:
The principal activity in this phase is to test the Registry/Registrar interfaces. A first part of this activity is to test establish manual interfaces between the two roles for bootstrap purposes. The manual interface may consist of facsimile or e-mail transmission methods. The amount of data processed via these manual methods should be limited to a reasonable amount (TBD) of transactions. The second part of the activity is to implement and test an automated interface using RRP, EPP
, etc. [may not be practical]

A second activity is to develop and discuss potential technical Registrar accreditation parameters. This information will be fed to the CC1 ENUM LLC for use within their RFP process.

A third second activity is to conduct extended call/service setup and completion using ENUM-enabled applications. Termination of communications in this phase should be limited to controlled environments such as within labs. ASPs should work with Registrars to include realistic test data and to ensure that all ASPs are given non-discriminatory access to the registration and update processes. This activity can overlap into Phase 3 where increased complexity in the service environment can be tested.

Phase 3 - Pre-operational Testing

	Roles Involved:
	National Tier 1B, National Tier 2 Providers, Registrars, Application Service Providers


Duration:
2 months

Activities:
In this phase, service providers can test against the ENUM infrastructure in order to validate their service architectures. These activities should be conducted on a non-commercial basis. Call completion between endpoints of different service providers should be encouraged.

In addition, interested parties could test other delegation schemes and registry procedures.  

8 Issues for Immediate Resolution

· Delegation of CC 1

· Neutrality of the (skinny) Tier 1A provider; distribution of Tier 1 function

· Acceptance of the trials program by interested parties via the ENUM Forum

· Role of the LLC

· Financial concerns

9 Other/For Further Work

9.1 Zone Architecture

The concept of a zone is based on delegation of the domain name for the zone.  The “root” zone for ENUM is e164.arpa, and RIPE NCC acts as the current Tier 0 to administer the DNS records for the164.arpa zone.  Tier 0 can then delegate zones for country codes.  For example, +46 is the E.164 country code for Sweden, and the zone 6.4.e164.arpa is delegated for Sweden to administer.

The case for country code 1 is different.  CC1 is an integrated numbering plan shared by “Canada, the US and its territories, and the Caribbean.”  There have been many discussions about alternatives for delegating ENUM resources under CC1.

Two principles should apply to whatever architecture is used for ENUM for CC1:

· The domain 1.e164.arpa should be managed as a DNS zone, and

· The domain for each NPA should also be managed as a DNS zone.

In other words, there should be DNS delegations (zone cuts) at 1.e164.arpa for CC1 and at each z.y.x.1.e164.arpa for each NPA +1+xyz.

It is important to note that this approach does not preclude any of the alternatives for DNS delegation.  A delegated zone could be administered on the same nameservers as the parent zone, or it could be administered on different name servers. Depending on the specific software implementation used for a specific DNS nameserver, there may be a single “zone file” that contains the data for all the zones hosted by that nameserver.

If, hypothetically, for example, Tier 0 were to administer the 1+NPA zones, then it should create an internal delegation for country code 1 as well.  That would facilitate the later delegation of CC1 to a separate administrator if that should come to pass.

More practically, the principle of NPA delegation would facilitate DNS administration within CC1.  For example, a monolithic Tier 1 could be split into a (skinny) Tier 1A and one or more NPA-level Tier 1Bs, or the latter architecture could later be folded into a single Tier 1.  All that is needed is the handling of CC1 and each NPA as delegated DNS zones.

9.2 Sharing Interim CC1 Administration

The administration of CC1 is complicated because more than one country is involved.  It is a challenge to find arrangements that are both technically and politically satisfactory.  However, there may be ways to share the interim administration of the CC1 zone by separating and distributing some of the functions.  The following approach is suggested as a strawman for discussion.

It is possible for separate parties to

· administer zone data and create the master zone files,

· operate the primary name servers that load the master zone files, and

· operate the secondary name servers that have replicas of the master zone files.

Note that "primary/master" and "secondary/slave" refer to the source of zone data files.

· "Primary/master" name servers load their zone files from authoritative offline sources, e.g., authoritative database servers.

· "Secondary/slave" name servers load their zone files from other authoritative name servers, e.g., other primary (or secondary) name servers.
For example, either the US or Canada could operate a database server that is the authoritative source of zone data, while either Canada or the US could operate the primary nameservers.  Such arrangements could help resolve some open issues during the interim period.

In addition, it is possible for there to be different parties that have administrative responsibility for different sets of 1+NPA zones. For example, within CC1, each participating national administration would be responsible for its own ENUM zone(s), irrespective of the physical architecture of Tier 1.

__________________

Appendix

This Appendix contains sections from 6003_0_0 that were replaced by new text.  For clarity in 6003_0_1, the replacement text was not shown with tracked changes.
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� See GEN0095R0, GEN0097R0 and ad hoc Contribution from AG Design, LLC and Seiri, Inc. dated 23 March 2004


� CIRA has expressed interest in operating for trial; others potentially may also be interested; NANP country governments may have to agree on direction and provide to industry


� Using � HYPERLINK "http://www.ietf.org/internet-drafts/draft-ietf-enum-epp-e164-04.txt" ��http://www.ietf.org/internet-drafts/draft-ietf-enum-epp-e164-0405.txt� or the current version, as appropriate.





�PAGE \# "'Page: '#'�'"  �� The word “basic” implies some limited exercise of a user agent; some service providers may want to use the test bed to validate their architectures for internetwork calling using ENUM before providing commercial service.





This document is offered to the ENUM Forum as a basis for discussion and is not a binding proposal on AG Design, LLC. The information presented in this document may be subject to change and is provided “as is” with no warranties of any kind.  AG Design, LLC specifically reserves the right to amend or withdraw the statements contained herein.
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