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6.0
ENUM Trial Roles
· Tier 1a/b Registry

· Registrar

· DNS Provider

· Authentication Agency

· Tier 2 Provider
· Application Service Provider

Some of these entities will directly interface with the Tier 1a/Tier1b; others will interface with intermediaries rather than directly with the Tier 1a/1b. One of the main trial objectives is to test the architectural, technical, and operational aspects for 1.e164.arpa related to the provision of ENUM capabilities as defined in IETF RFC 3761. 

6.1
Tier 1a Registry

The Tier 1a Registry must establish an interface which is available for all Tier 1b Registries to use. The common protocol may be Extensible Provisioning Protocol (EPP), but this should not preclude other protocols being used between the Tier 1a and the Tier 1b should separate roles be adopted by trial participants. The protocols to be used on the interface between Tier1b Registry and Registrars must be agreed between those parties.

The Tier 1a Registry should ensure that they meet the following requirements:

"
The Tier 1a Registry must demonstrate relevant registry experience

"
The Tier 1a Registry must commit suitably experienced staff resources for the trial

"
The Tier 1a registry must commit to providing sufficient trial technical resources

6.2
Tier 1b Registry

The Tier 1b Registry is the entity responsible for providing ENUM Registry services for US telephone numbers, including management of pointers to Tier 2 Provider nameservers. The Tier 1b Registry does not handle NAPTR records but points at Tier 2 Providers where NAPTR records associated with E.164 numbers are stored. 

According to ENUM Forum Document 6000, Tier 1 Registry has interactions with DNS Providers and Registrars.  This is the role that the Tier 1b will play for the US, however for the purposes of this trial the Tier 1a may also play the role of the Tier 1b.  The Tier 1b Registry must establish an interface which is available for all Registrars to use. The common protocol may be EPP, but this should not preclude other protocols being used between the Registry and Registrars subject to the prior agreement of those trial participants. The protocols to be used on the interface between Tier1b Registry and Registrars must be agreed between those parties.

The Tier 1b Registry should ensure that they meet the following requirements:

"
The Tier 1b Registry must demonstrate relevant registry experience

"
The Tier 1b Registry must commit suitably experienced staff resources for the trial

"
The Tier 1b registry must commit to providing sufficient trial technical resources
6.2
Registrar
The Registrar is a person or entity that, via contract with assignees of E.164 numbers and an Tier 1 Registry, provides registration services to Registrants. Registrars also are the operational contact with Registrants and they interface between the Registrant, the Tier 1 Registry and Tier 2 Providers. A Registrar may also be a Tier 2 Provider or may interface with other independent Tier 2 Providers.
Registrars should ensure that they meet the following requirements:
· Registrars must commit to the provision of sufficient staff and technical resources for the trial
· Registrars must commit to strictly complying with all Data Protection statutes and relevant guidelines
· Any nameservers operated by the Registrar must comply with DNS requirements
· Registrars must be capable of carrying out their role in accordance with ENUM Forum 6000, Section 11, Registrar Requirements

· Registrars must be prepared to disclose all information gathered during the trial and participate in trial reporting

· Registrars must commit to providing resources appropriate to satisfactory completion of the trial
· Registrars must establish an interface with the Tier 1 Registry and DNS Providers. The common protocol should be EPP, but this does not preclude other protocols being used between the Registry and Registrars subject to the prior agreement of those trial participants. The protocols to be used at the interface between Tier 1 Registry and Registrars are executed bilaterally
· For the purpose of this trial Registrars will not charge for services
· Registrars must provide an interface to allow end users to manipulate their NAPTR records. The Registrar may provide guidance to the end user on the  recommended structure or content of NAPTR records
· Registrars should provide a means by which the end user can be validated to enable record manipulation. This may require the Registrar to establish an 'on-line' relationship with the Authentication Agency so that a digital certificate, username & password etc. can be checked in real time
6.3
DNS Provider
The DNS Provider will be responsible for the NAPTR records associated with individual E.164 numbers of the numbering plan included in the ENUM trial.

DNS Providers should ensure that they meet the following requirements:
· DNS Provider servers must not run insecure name server software
· DNS Provider servers must have adequate bandwidth and connectivity to the Internet
· DNS Provider server operating systems must be secured against security penetration, denial of service, and other attacks. Adequate logging and audit trails should be provided
· DNS Provider technical and administrative contact information must be provided and kept up to date. This will include details of the server location(s), IP address(es), operating system and name server configuration details, email addresses, contact names and phone numbers
· DNS Provider servers must only be configured with the minimal set of network services enabled: secure access, network time protocol, DNS and monitoring software
· DNS Provider nameservers should support authentication of DNS queries and responses. While DNSSEC (DNS Security Extensions) and TSIG (Secret Key Transaction Authentication for DNS) are likely, preferred protocols this should not preclude using other protocols between nameservers subject to prior agreement of trial participants
· Name servers must not "logically" serve other zones. The same physical equipment can serve more than one zone
· For the purpose of this trial, DNS Providers will not charge for services

· The DNS Provider must be prepared to disclose the all information gathered during the course of the trial
6.4
Authentication Agency
The Authentication Agency will be responsible for validating the assignment of ENUM end user E.164 numbers. The Authentication Agency can be either the Telephony Service Provider or National Number Plan Administrator or its agent. The role of the Authentication Agency will be to confirm that the Registrant is the rightful assignee of the E.164 telephone number which they wish to enter into the DNS. 

The Authentication Agency should ensure that they meet the following requirements:
· The Authentication Agency must be capable of carrying out their role in the processes, as defined in the ENUM Forum 6003 trial document

· The Authentication Agency must be prepared to disclose all information gathered during the course of the trial. 
· The Authentication Agency must commit to providing resources appropriate to satisfactory completion of the trial
· For the purpose of this trial the Authentication Agency will not charge for services


6.5
Tier 2 Provider
The Tier 2 Provider manages of the ENUM fully qualified domain name associated with an E.164 number and acts as the Registrant's NAPTR records hosting company. The Tier 2 Provider maintains the actual NAPTR records that contain information for specific communication services.
The Tier 2 Provider should ensure that they meet all the requirements specified in the ENUM Forum 6000 Document, Section 13 in the context of the trial. For the purpose of this trial the Tier 2 Provider will not charge for services.

6.6
Application Service Provider
The Application Service Provider (ASP) will provide the applications direct to the ENUM end users in the context of the trial. The role of the ASP is to provide applications to the end user. The ASP is an entity which runs application servers that facilitate operation of the various data uploading and maintenance aspects of ENUM and/or the query/response/usage side of ENUM NAPTR records. For example, fully automated querying of a telephone number could be triggered by clicking the “Send” button of an end user device client in which the telephone number is entered as the address. In this concept, automated and transparent replacement of the telephone number by the correct Internet address would take place before the communication leaves the ENUM end user device. The most obvious entities to provide ASP messaging services are the Tier 2 nameserver providers, for whom the ASP is merely acting as an end user intermediary.
ASPs should ensure that they meet the following requirements:
· Application Service Providers must commit to providing sufficient staff and technical resources for the trial. Application Service Providers will commit to providing resources appropriate to satisfactory completion of the trial
· The end user will control the content of the NAPTR records. However, since the application will be using this data in order to provide the service, ASPs may provide end user guidance on recommended content or structure of the NAPTR records
· Application Service Providers must be prepared to disclose the all information gathered during the course of the trial

· For the purpose of this trial, ASPs will not charge for services  

This document is offered to the ENUM Forum as a basis for discussion and is not a binding proposal

 on MCI.  MCI reserves the right to amend or withdraw the statements contained herein.

PAGE  
Page 4

