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ABSTRACT:  This contribution proposes revisions to ENUM Forum document 6002_0_2 to further detail scenarios for registration of toll-free numbers in ENUM including proper validation of the registration.
NOTICE:

This document is offered to the ENUM Forum as a basis for discussion and is not a binding proposal on the Long Distance Partnership. The Long Distance Partnership specifically reserves the right to amend or withdraw the statements contained herein.
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1. Scope OF THIS DOCUMENT

This document provides the specifications necessary to implement the components for ENUM for toll free non-geographic numbering resources within the North American Numbering Plan countries (NANP).  The work in this document will therefore be limited to the NPA and NXXs assigned to toll free services (i.e., 800, 888, 877, and 866) that are available for assignment in the toll free portability database.  

The ENUM Forum has published a document that specifies the domestic infrastructure requirements for ENUM; 6000_1_0.  This specification document includes the architecture for the Tier 1 and Tier 2 name servers, as well as detailed functional descriptions and message flow specifications for the various entities necessary to ENUM: Tier 1 providers, Tier 2 providers, ENUM Registrars, telephone & application service providers, and end users.  This document will only provide those specifications that are unique to the implementation of toll free resources.  Therefore, all other specifications should be referenced to 6000_1_0.

2. Introduction

The toll free NPA resources of 800, 888, 877 and 866 are in use by most service providers throughout the countries in the North American Numbering Plan (NANP).  The list of countries in the NANP includes:

	· Anguilla
	· Grenada

	· Antigua & Barbuda
	· Jamaica

	· Bahamas
	· Montserrat

	· Barbados
	· St. Kitts & Nevis

	· Bermuda
	· St. Lucia

	· British Virgin Islands
	· St. Vincent & the Grenadines

	· Canada
	· Trinidad & Tobago

	· Cayman Islands
	· Turks & Caicos Islands

	· Dominica
	· the United States (including Puerto Rico, the U.S. Virgin Islands, Guam and the Commonwealth of the Northern Mariana Islands)

	· Dominican Republic
	


This use of the toll free resources can be via the toll free database or by means of dedicated NXX codes.   A partial list of NXX assignments, which are not in the toll free database, is shown in Table 1
:

	SAC
	NXX
	
  Company 


Assignment

	
         Country



	800
	271
	Textel
	Trinidad

	800
	389
	Batelco
	Bahamas

	800
	415
	All American Cables
	Dominican Republic

	800
	534
	Bartelco
	Barbados

	800
	623
	Bermuda Tel Co
	Bermuda

	800
	703
	
	For Future Assignment

	800
	740
	STSJ Telephone Co
	Virgin Islands (in Non-US areas)

	800
	744
	Cable & Wireless
	

	800
	751
	Codetel
	Dominican Republic

	800
	904
	
	For Future Assignment

	800
	907
	Tricom
	Dominican Republic


Table 1 - NXX assignments not in the toll free database

In addition, a number of additional toll free NXX codes are currently reserved or not in use.  The entire list is presented below:

· 800-NXX's:

· All 0XX and 1XX Codes (000-199)

· 202, 212, 271, 302, 312, 389, 402, 412, 415, 502, 512, 534, 602, 612, 623, 702, 703, 712, 740, 744, 751, 802, 812, 855, 902, 904, 907, 911, 912

· 866-NXX's:

· All 0XX and 1XX Codes (000-199) plus 555, 911

· 877-NXX's:

· All 0XX and 1XX Codes (000-199) plus 555, 911

· 888-NXX's:

· All 0XX and 1XX Codes (000-199) plus 555, 911

Throughout this document the term toll free resources will include only those resources available for assignment within the portability database and will therefore exclude any toll free NPA NXXs assigned to providers or reserved.

To implement ENUM for these toll free resources, substantial DNS-based infrastructure must be put into place within the NANP countries. A Registry(ies) needs to be established to contain DNS records for the domain names based on participating telephone numbers (TNs). Other name servers also need to be established to hold the ENUM application information in NAPTR records for each participating number. A provisioning process must be established for subscribers who wish to opt-in to ENUM to populate all the necessary DNS records through the use of ENUM Registrars.  The following sections in this document, plus appropriate sections of 6000_1_0 provide specifications necessary to implement the toll free components for ENUM. It should provide sufficient information to allow a contracting entity to put an implementation out for bid to business organizations in the industry. As such, it describes, among other things, the reference architecture, the operational and administrative aspects of the Tier 1 Registry(ies), the provisioning, authentication and  authorization process. 

3. Terms & Definitions

Resp Org

The Responsible Organization (Resp Org) is the entity identified by the Toll Free Service Subscriber or their agent who assumes the duty of managing and administering the appropriate records in the SMS/800.

ENUM Registrar

A person or entity that, via contract with Toll Free Service Subscribers and an ENUM Tier 1 registry, provides registration services to ENUM Registrants.

ENUM Registrant 

The authenticated Toll Free Service Subscriber who chose to subscribe to ENUM.
ENUM Applicant

The person or entity who requests ENUM registration on behalf of the prospective ENUM Registrant.
Toll Free Service Subscriber 
The entity with the ultimate right to control a toll free number, which defines and manages all final termination points for the toll free service and takes ultimate responsibility for tariff usage charges resulting from callers accessing that toll free number.

Authentication
The process of verifying the ENUM Applicant’s identity.
Authorization
The process of verifying that the ENUM Applicant is entitled to register the toll free number, at the direction of the Toll Free Service Subscriber.
4. Roles and Responsibilities

· 
4.1 Resp Org
· 

In the PSTN, the Resp Org acts as the Toll Free Service Subscriber’s agent. The Resp Org may or may not also be (one of) the toll free service providers for the toll free number. In most situations, the Resp Org will know the identity of the Toll Free Service Subscriber associated with each of the toll free numbers for which it is responsible.

Section 2.2.1 of The SMS/800 tariff (FCC Tariff #1) provides that “The Resp Org will not perform any functions using the SMS/800 which are not expressly provided for under this tariff, nor will the Resp Org access data contained in the SMS/800 which belongs to any other entity.  Any violation of this paragraph may result in immediate termination of service by the Company.” The SMS/800 tariff (FCC Tariff #1) also provides that “The Resp Org may access SMS/800 only to the extent required by, and incident to, the administration and management of their Toll Free Service Subscriber's telecommunications services.”   

If access to the SMS/800 database for the purpose of registering numbers in the ENUM database is required, changes to the SMS/800 Tariff #1 would be necessary.  Changes to the tariff may also be required in order to allow access to the SMS/800 database by the ENUM Registrar, in order to carry out functions of authentication of Resp Org assignment to toll free numbers.  

In any registration, a Resp Org will provide its own contact information as well as that of the ENUM Registrant for the toll free number.  A Resp Org acting as agent for the ENUM Registrant may make payment of registration fees on the ENUM Registrant’s behalf.
When an ENUM Registrant relinquishes a toll free number to the Toll Free Database, it is essential that the ENUM Registrar be notified and that registration be removed from the ENUM Registry.  Discussions are underway at ENUM Forum and SNAC regarding the Resp Orgs’ role in such a process.
When there is a change in Resp Org for a toll free number already registered in ENUM, it is still uncertain whether the ENUM Registrar must be notified. Again, discussions are underway at ENUM Forum and SNAC regarding the Resp Orgs’ role in such a process, and the process itself.
4.2 ENUM Registrar
4.3 ENUM Applicant
4.4 ENUM Registrant
[Suggest that we adapt wording in 6000_1_0, Sections 4.2.3.1 & .2, to handle 4.2 and 4.4, respectively, and deal with the Applicant wording changes in an entirely new paragraph.]
5. PRinciples

Architecture for a given toll free non-geographic NPA requires a single Tier 1 in order to avoid 10-digit entries into Tier 0.  Specific exemptions include those 8YY NXX/reserved numbers/test codes that are set aside. It is possible to have multiple Tier 1’s, i.e., one for each NPA; 800, 888, etc. An agreement among NANP countries would probably be required prior to implementation of ENUM for toll free non-geographic NPAs.

6. Architecture

Document 6001_1_0 describes, among other things, various alternatives for the implementation of the Tier 1 for countries in the North American Numbering Plan, including the US. Figure 1, below, shows one possible alternative for im​plement​ing toll free numbers into ENUM. This particular alternative makes use of a skinny Tier 1 for the delegation of country code 1 and the delegation of particular NPAs for each country as separate Tier 1s from that skinny Tier 1. Toll free NPAs could be delegated from the skinny Tier 1 similar to any other country that chooses to participate in ENUM.
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Figure 1 - Inclusion of toll free numbers as a single Tier 1 under a skinny Tier 1

Other potential alternatives from document 6001_1_0 include the use of multiple Tier 1s for the various toll free NPAs as well as a single Tier 1 for all countries within the NANP.

· Need to identify all NXX/reserved/test numbers not eligible for inclusion.

7. Provisioning

In general, the provisioning process for toll free numbers will be the same as for geographic numbers. An additional entity, the Resp Org will be necessary for authorization purposes. Certain procedures, such as NPA splits, do not impact toll free numbers themselves but may require changes in contact information.

One provisioning scenario adapted from ENUM Forum 6000_1 is presented below to illustrate the provisioning steps.  The procedures of 






authentication and authorization are detailed in Section 8.
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7.1 Example Provisioning Flow - ENUM Registrant Selects the Tier 2 at Initial Registration 

In this example provisioning process flow, the ENUM Registrant selects the Tier 2 Nameserver provider before approaching an ENUM Registrar for ENUM registration.

7.1.1 Assumptions

· The ENUM Registrant deals directly with the ENUM Registrar for registering ENUM for his/her Telephone Number (TN).  No agent or broker is involved.

· The Tier 2 Nameserver Provider   selected by the ENUM Registrant is the technical contact for the registered ENUM domain name.  The ENUM Registrant is also the billing and administrative contacts for the registered ENUM domain name.

7.1.2 Provisioning Procedures

1) An individual ENUM Registrant selects the Tier 2 Nameserver Provider and provides the following information to that Tier 2 Nameserver Provider:

· One of the two below:

1) Naming Authority Pointer (NAPTR) Resource Records (RRs).

2) If Tier 2 Nameserver Provider can formulate the NAPTR RRs

- TN or ENUM domain name.

- Application-related information (e.g., application/service types and e-mail addresses and sip, fax and tel Uniform Resource Locators (URLs)) and the preference value, if specified, for each application-related address.

The ENUM Registrant's contact information (see the Section ENUM Forum 6000_1 Section 10.5 for details).

Any AAA (Authentication, Authorization and Accounting) related information required by Tier 1 Nameserver provider.

2) The Tier 2 Nameserver Provider verifies the information provided by the ENUM Registrant (e.g., for the purpose of accounting/payment), sets up a user account with the ENUM Registrant and acknowledges the receipt of the information.  

3) If the account is not approved (e.g., due to bad credit), the Tier 2 Nameserver Provider informs the ENUM Registrant about its decision.  The ENUM Registrant either gets the rejection reversed and continues with Step 2b or selects another the Tier 2 Nameserver Provider and goes back to Step 1.   He/she may also decide not to have an ENUM registration at all.

4) If the account is approved, the Tier 2 Provider assigns at least two nameservers, provides the following information to the ENUM Registrant and updates the zone file for this ENUM domain name at the assigned nameservers:

· A list of nameserver host names associated with ENUM domain name

· Contact information for technical contact person for the ENUM domain name

5) The ENUM Registrant selects an ENUM Registrar and provides the following information to that ENUM Registrar to register ENUM SERVICE for his/her TN:

· TN

· A list of nameserver host names associated with the ENUM domain name

· ENUM registration period (e.g., two years)

· ENUM Registrant's information and technical, administrative and billing contact information

· Any AAA-related information required by ENUM Registrar

6) The ENUM Registrar may interact with the ENUM Registrant for more information if needed.  The ENUM Registrar then validates the ENUM Registrant's identity and TN assignment (methodology and procedures are defined in Section 8).

7) If the validation fails, the application for ENUM is rejected.  The process stops for an unauthorized ENUM Applicant.  The Toll Free Service Subscriber then either provides more information to get the rejection reversed and goes back to Step 6, or selects another ENUM Registrar and goes back to Step 5.  He/she also may decide not to register for ENUM.

8) If the ENUM Applicant is not authorized to register the ENUM domain name (e.g., not the Toll Free Service Subscriber or their agent), it is that ENUM Applicant's responsibility to cancel its contract with the selected Tier 2 Nameserver Provider.

9) If the authentication and authorization are successful, ENUM Registrar must check whether it has an existing ENUM registration for the same ENUM domain name from a different ENUM Registrant.  

· If YES, ENUM Registrar initiates the dispute resolution process (methodology and procedures defined in Section 14 of ENUM Forum 6000_1, as specifically adapted for use with toll free number disputes) and this process stops.

· If NOT, ENUM Registrar proceeds with Step 10. 

10) ENUM Registrar registers the ENUM domain name with Tier 1 Registry by providing the following information:
· Request for new ENUM domain name registration

· ENUM domain name (e.g., 4.3.2.1.3.3.5.0.0.8.1.e164.arpa)

· A list of nameserver host names

· ENUM Registration period (e.g., two years)

· If required, the ENUM Registrant's contact information and technical, administrative and billing contact information

11) After successful authentication and authorization checks of ENUM Registrar, Tier 1 Registry determines whether there is an existing ENUM registration for the same ENUM domain name.

· If YES, it initiates the dispute resolution process (methodology and procedures defined in Section 14 of ENUM Forum 6000, as specifically adapted for use with toll free number disputes) and this process stops.

· If NOT, Tier 1 Registry acknowledges to ENUM Registrar that the ENUM domain name registration is accepted with a registration expiration date.  Tier 1 Registry then performs the zone file updates to add the NS RRs of this ENUM domain name to its nameservers.  After the zone file updates have been performed at Tier 1 Registry, real-time DNS queries for this particular ENUM domain name will be able to retrieve the nameserver information where NAPTR RRs are hosted.  

12) After receiving the positive acknowledgement from Tier 1 Registry, ENUM Registrar records this successful ENUM registration and may inform ENUM Registrant about the successful registration of his/her ENUM domain name.








8. 

9. Authentication and Authorization
This section discusses the authentication and authorization methods that need to be implemented for non-geographic NANP numbers to verify both the identity of the ENUM Applicant and the authority of the ENUM Applicant to register the toll free number. 

Three basic scenarios have been identified for the provisioning of toll free numbers into ENUM, centered around the relationship between the ENUM Applicant, ENUM Registrar, Toll Free Service Subscriber and the Resp Org. The scenarios are:

ENUM Applicant is ENUM Registrar and Resp Org

The ENUM Applicant is the Resp Org for the toll free number, acting as agent for the Toll Free Service Subscriber and also the ENUM Registrar.

ENUM Applicant is Resp Org but not ENUM Registrar

The ENUM Applicant is the Resp Org for the number acting as agent for the Toll Free Service Subscriber, but the ENUM Registrar is an unrelated entity.

ENUM Applicant, ENUM Registrar, and Resp Org Are Unrelated

The ENUM Applicant is either the Toll Free Service Subscriber or its agent and the ENUM Registrar and Resp Org are unrelated parties.

8.3 ENUM Applicant is ENUM Registrar and Resp Org

In this scenario the ENUM Applicant is acting as agent for the Toll Free Service Subscriber and is both Resp Org for the number and an ENUM Registrar. Accordingly, authentication of ENUM Applicant by ENUM Registrar is moot as they are one and the same. As Resp Org, the ENUM Applicant should know the identity of the Toll Free Subscriber and must act only at their direction.  The ENUM Registrar/Resp Org/Applicant should verify the Toll Free Service Subscriber’s request to register for ENUM, and can then register the toll free number with the Tier 1 Registry without the necessity of interacting with other entities to achieve authentication and authorization.

1. 

8.2 

· 
8.3 ENUM Applicant is Resp Org, ENUM Registrar is unrelated
In this scenario the ENUM Applicant is acting as agent for the Toll Free Service Subscriber and is Resp Org for the toll free number.  The ENUM Registrar is an unrelated party. The ENUM Registrar thus needs to:

· Authenticate the ENUM Applicant by standard procedures.  If authentication fails, the registration is rejected.

· Verify the authority of the ENUM Applicant to register the toll free number. If authorization fails, the registration is rejected.
1) If the ENUM Registrar is a Resp Org (though not the Resp Org for the number being registered) they may determine Resp Org identity from SMS/800.
 
2) If the ENUM Registrar is not a Resp Org, they will need to otherwise verify the identity of the ENUM Applicant to register the number. 
3) Authorization will be determined through direct instructions provided by the toll free service subscriber to the Resp Org.
Once the ENUM Registrar has authenticated the Resp Org, and verified that the Resp Org is authorized to initiate the registration, then the ENUM Registrar can proceed with the registration process.

8.4 ENUM Applicant, ENUM Registrar, and Resp Org are Unrelated

The ENUM Registrar needs to:

· Authenticate the ENUM Applicant by standard procedures.  If authentication fails, the registration is rejected.

· Verify the authority of the ENUM Applicant to register the toll free number. If authorization fails, the registration is rejected.
1) If the ENUM Registrar is a Resp Org (though not the Resp Org for the number being registered) they may determine Resp Org identity from SMS/800.
 
If the ENUM Registrar is not a Resp Org, they will need to otherwise verify the 
2) identity of the ENUM Applicant to register the number. 
8.5 

· If the ENUM Applicant is the 
3) Toll Free Service Subscriber or their agent,
 it may require identifying the Resp Org for the toll free number, who should be able to verify the number assignment.
 
2. If the ENUM Applicant purports to be the agent of the Toll Free Service Subscriber, the name of the subscriber and satisfactory evidence of agency must be presented.
4)  The ENUM Registrar then determines the Toll Free Service Subscriber of the toll free number that the ENUM Applicant seeks to register, by first determining the Resp Org for the toll free number.3 


5) The ENUM Registrar then contacts the Resp Org to determine if the ENUM Applicant, or, in the case of an agent, the party providing authorization to the agent, is in fact the Toll Free Service Subscriber.  The Resp Org need not disclose the subscriber identity, but only indicate whether the subscriber name supplied by the ENUM Applicant is correct. If the subscriber is not verified, the registration is rejected. 

6) In cases which result in the Resp Org being unable to identify the ultimate subscriber (e.g. resale relationships), successful registration will follow presentation by the ENUM Applicant of clear and unambiguous documentation from the Toll Free Service Subscriber that the ENUM Applicant is authorized to initiate the Registration.  If multiple levels of resale are involved the ENUM Registrar must be provided with a chain of documentation that links the Toll Free Service Subscriber ENUM Applicant.
10. Conclusions
9.1 
The Toll Free Guidelines have been developed with a keen focus on preserving the integrity of the rights of Toll Free Service Subscribers.  All changes and modifications to the SMS Database are processed by Resp Orgs, at the direction of their Customers, subject to a variety of verification procedures.  Disputes that arise during transfers between Resp Orgs can generally be resolved by the Resp Orgs involved.  

The same problems can arise when unauthorized entities attempt to register or modify an ENUM registration as when an unauthorized person attempts a Resp Org change on a number that it does not control.  This situation can result from unintentional errors on the part of Resp Orgs or their customers, or from negligent or malicious actions.  At greatest risk are high profile vanity numbers and Shared Use or bundled numbers, in which the Shared Use or Bundled Service Customers attempt to usurp the number(s) as their own.  

Authentication and Authorization processes accomplished during the provisioning process are necessary to verify both the identity of the ENUM Registrant and the authority of ENUM Applicant to register the requested toll free number.
Issues to be addressed:

· Policy issue – multiple NANP country buy-in
· Need to specify the standard procedures for authentication & authorization (e.g., LOAs, invoice, subscriber records, etc.)
� Note: Data was obtained from Telcordia’s Routing Administration Group





� The current SMS/800 tariff may limit the Resp Org in this regard and require modification to permit use of SMS/800 by an Resp Org to verify ENUM registrations. If SMS/800 management transitions to an LLC, the user agreement said LLC requires of Resp Orgs will need to provide for such use.


� The current SMS/800 tariff may limit the Resp Org in this regard and require modification to permit use of SMS/800 by a Resp Org to verify ENUM registrations. If SMS/800 management transitions to an LLC, the user agreement said LLC requires of Resp Orgs will need to provide for such use.


� Verification of agency status should follow normal procedures for any ENUM registration.


� Verification of agency status should follow normal procedures for any ENUM registration.


� It is recognized that there may be cases where the Resp Org does not know the subscriber because of resale relationships. In such cases the Registrar will have to follow the chain from the Resp Org though the reseller(s) to verify the ultimate identity of the subscriber.
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