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ABSTRACT:  This contribution discusses how implementation of an infrastructure or “carrier” ENUM relates to issues of privacy and called party control.
NOTICE:

This document is offered to the ENUM Forum as a basis for discussion and is not a binding proposal on AT&T. AT&T specifically reserves the right to amend or withdraw the statements contained herein.

Introduction

A previous contribution (GEN0108R0) discussed the value of and a potential approach to implementing infrastructure or carrier ENUM together with end user ENUM in e164.arpa. Subsequently, others have echoed the desirability of the goal of a combined carrier/end user implementation and offered other implementation proposals. Beyond technical issues regarding the specific implementation proposals, two concerns have been raised with the combined implementation path. The first has to do with end user privacy and the opt-in principle and the second with what has been termed “called party control.” This contribution proposes how privacy concerns can be addressed in the combined implementation and explores the issues around called party control.

As GEN0150R0 has pointed out, carrier ENUM may mean different things to different parties and draft ETSI TR 105 055 (Infrastructure ENUM) suggests a variety of scenarios. While all carrier or infrastructure ENUM scenarios have in common service provider (as opposed to end user) control of registration into ENUM and control of NAPTR record contents, they differ in whether the information in NAPTR records is accessible to only the controlling service provider (Private ENUM), some closed user group of carriers, or any party that can access the DNS.  They also differ in whether the serving carrier and other parties access the same information or whether there is a public or semi-public (closed user group) accessible set of NAPTRs  used by interconnecting parties distinct from those used for internal routing by the serving carrier.  The concern here is infrastructure ENUM that puts at least some information into the e164.arpa domain in the form of a publicly accessible DNS resource record, whether or not said resource record contains information that any party or only selected parties may use to initiate a communication. 

Opt-in and Privacy

It is rumoured that some agencies in the US government have expressed concerns about any approach that would allow carriers to register numbers in ENUM without number assignee opt-in. As best the author can determine, the basis of such concern is that, if numbers are so registered in the public DNS, user privacy may be compromised. In evaluating this concern it is first important to understand that infrastructure ENUM proposals generally do not involve associating any information with a number in the public DNS other than, at most, the border function of the carrier of record, i.e., where a call to such a number can be delivered to the carrier’s IP network. This point is not the user’s premises or terminal but a carrier network element that serves many end users, somewhat like an end office switch in the PSTN. As such it cannot be argued that personally identifiable information is disclosed under such a scheme. It can be argued, however, that, if all active numbers, including unlisted or unpublished numbers, are registered into ENUM by a carrier, the carrier violates the user’s privacy by allowing another party, such as a telemarketer, to determine that a unlisted or unpublished number is active, and perhaps even to identify the number as unlisted/unpublished by cross reference to existing directories. There is, however, a simple solution to this problem. If a carrier registers all numbers that is has been allocated in a particular thousands block or central office code, whether in service or not, then no more information has been provided with respect to users than is currently available through random dialling of telephone numbers or than is publicly available on industry web sites (i.e., assignment of numbering resources to carriers.)  If other concerns exist, the author kindly requests they be brought to his attention.

Called Party Control

The other concern that has been raised with respect to infrastructure is the maintenance of “called party control.” By this, it is intended that the calling party be required to complete the communication based on the NAPTR records that the end user (called party) has provisioned, as opposed, for example, to records provided by a carrier.  There are, however, several issues with the principle of called party control, both from a policy and a technical perspective. First, it has always been understood that no party is required to perform an ENUM query and that, if a query is performed, the querying party is not obligated to make use of the results.
 PSTN routing is always an alternative since telephone numbers cannot be obtained without, at least at this point in time, a PSTN point of interface. Second, nothing prevents carriers from implementing infrastructure ENUM in some domain separate from e164.arpa and choosing to only query that private tree and to use results from a query of that domain. Third, because an end user NAPTR may specify a POI that does not support capabilities such as QoS, the carrier serving the originator of a communication may prefer a carrier-specified POI in order to maintain quality for its customer. Indeed, the principle that the calling party has control of some aspects of call routing is reflected in the current long distance PIC system where the calling, not the called party chooses the interLATA carrier. In fact, the issue of called party control only arises where the number assignee chooses to use a number for services not coordinated with the carrier of record from which the number assignee has obtained the number or to which the assignee has ported the number. Given the right of portability, if customers actually demand that carriers’ ENUM records reflect the same choices that the customer puts into end user ENUM, carriers will be incented to honor such requests lest the user move to some carrier who will. Moreover, to the degree that end user and carrier ENUM are implemented together, carriers will be more likely query for and potentially use end user records.

Discussion

This contribution has argued that a combined implementation of end user and carrier/infrastructure ENUM need not compromise end user privacy and that called party control is a) never complete and b) an issue that can be addressed in the market. There are, further, significant synergies in a combined implementation. First, carrier interest in ENUM for interconnection will jumpstart the infrastructure needed to support end user capabilities; if carriers are forced to implement this separately, which they are almost certain to do if they must, they will have less incentive to devote scarce resources to building end user ENUM.
 Second, if developed as part of government supported effort to implement ENUM in e164.arpa, infrastructure ENUM is more likely to evolve towards a tool that can help address numbering resource optimization issues and foster competition.

� Report of the Department of State ITAC-T Advisory Committee Study Group A Ad Hoc on ENUM, July 6th, 2001.





� Note that European carriers participating in ETSI have in fact decided to implement infrastructure ENUM in a separate domain so as to avoid the need for government action to obtain delegation.





